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Background

Differential attack

▶ Differential cryptanalysis was introduced by Biham and
Shamir in 1990. [BS90, BS91]

▶ Find a high-probability differential (∆x ,∆y) covering a large
number of rounds
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▶ the probability of (∆x ,∆y) should be higher than 2−n, where
n is the block size

4 / 32



Background

Boomerang attack

▶ Connect two short differentials of high probability to construct
a long differential trail

Rectangle attack (Chosen-plaintext variant of boomerang attack)

▶ More common for key recovery attacks

5 / 32



Background

Key recovery
▶ Structures of data [BS92]

⋆ Enjoy the birthday effect and potentially attack more rounds
without increasing the data complexity

▶ The probabilistic extensions [SYC+24]
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▶ Key guessing strategy

⋆ The order of guessing key information
⋆ The flexible guessing strategy
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Preliminaries The generic classical rectangle attack

The generic classical rectangle attack (GCRA) [SZY+22]

▶ Guess some key bits |k ′b ∪ k ′f | before any quartets are
generated
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     the number of unguessed key bits

⋆ r ′b/r
′
f : The condition can be verified under the guess of k ′b/k

′
f ;

⋆ r∗b = rb − r ′b; r
∗
f = rf − r ′f

▶ Select appropriate parameters |k ′b|, |k ′f | to obtain optimal time
complexity
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Preliminaries The basic differential MITM attack

The basic differential MITM attack(BDMA) [BDD+23]

▶ Guess all key information involved in the Eb and Ef parts,
respectively
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▶ More efficient when the key size of the cipher is bigger than
the state size
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New Generic Key Recovery Attacks Motivation

GCRA. [SZY+22] Guess some key bits in advance and adopt the
flexible key-guessing strategy

BDMA. [BDD+23] Employ a fixed key guessing strategy

Questions:

▶ Can guessing some key bits in advance affect the time
complexity of the differential attack? [YES! the generic
classical differential attack(GCDA)]

▶ Can BDMA be generalized to support any key guessing
strategy? [YES! the generic differential MITM
attack(GDMA)]

▶ Can the MITM technique be integrated into GCRA? [YES!
the generic rectangle MITM attack(GRMA)]
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New Generic Key Recovery Attacks GCDA
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: Generate pairs

: Guess 2-bit key

▶ lower time complexity "

▶ reduce the number of pairs "
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New Generic Key Recovery Attacks GCDA

▶ Based on a distinguisher with probability 2−p

▶ Data complexity: D = 2p+1

▶ Steps:

▶ Guess a part of key information k ′
b, k

′
f : T1 = 2|k

′
b∪k′

f | · D
▶ For each structure Si of 2

rb plaintexts, 0 ≤ i ≤ 2p−rb+1 − 1:

▶ Generate 22rb−1+rf −n−r′b−r′f pairs;
T2 = 2rb−1+|k′b∪k′f |+rf −n−r′b−r′f · D

▶ Extract the extra key information k∗
b , k

∗
f ; T3 = 2|kb∪kf |+p−n · ϵ

▶ The exhaustive search. T4 = 2k+p−n
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New Generic Key Recovery Attacks GDMA

▶ Combine the MITM technique with the flexible key guessing
strategy

▶ Steps:

▶ For each structure Si of 2
rb plaintexts, 0 ≤ i ≤ 2p−rb+1 − 1:

▶ Guess a part of key information k ′
b: T1,0 = 2|k

′
b| · D

▶ Generate 22rb−1+rf −n−r′b pairs; T2,0 = 2rb−1+|k′b|+rf −n−r′b · D
▶ Guess a part of key information k ′

f : T1,1 = 2|k
′
f | · D

▶ Generate 22rb−1+rf −n−r′f pairs; T2,1 = 2rb−1+|k′f |+rf −n−r′f · D
▶ Match Phase. Generate 22rb−1+rf −n−r′b−r′f pairs;

T2,2 = 2rb−1+|k′b∪k′f |+rf −n−r′b−r′f · D
▶ Extract the extra key information k∗

b , k
∗
f ; T3 = 2|kb∪kf |+p−n · ϵ

▶ The exhaustive search. T4 = 2k+p−n
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New Generic Key Recovery Attacks GRMA

Question:

▶ Can we combine the MITM technique with the rectangle
attack?

𝐑𝐞𝐜𝐭𝐚𝐧𝐠𝐥𝐞𝐃𝐢𝐟𝐟𝐞𝐫𝐞𝐧𝐭𝐢𝐚𝐥

𝐌𝐈𝐓𝐌

GCDA

New? (Yes!  GRMA)

𝐇𝐨𝐥𝐢𝐬𝐭𝐢𝐜 
𝐊𝐞𝐲 𝐆𝐮𝐞𝐬𝐬

GDMA

Answer:

▶ Yes! The generic rectangle MITM attack (GRMA)

More effective when the ratio k/n is large
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New Generic Key Recovery Attacks GRMA

▶ Based on a boomerang distinguisher with probability 2−2p

▶ Construct y structures, each of 2rb plaintexts

▶ Data complexity: D = 2n/2+p+1

▶ Steps:

▶ Guess a part of key information k ′
b: T1,0 = 2|k

′
b| · D

▶ Generate D2 · 22r
∗
b −2 quartets; T2,0 = 22r

∗
b −2+|k′b| · D2

▶ Guess a part of key information k ′
f : T1,1 = 2|k

′
f | · D

▶ Generate D4 · 22r
∗
f −2n−2 · y−2 quartets;

T2,1 = 2|k
′
f |+2r∗f −2n−2·y−2

· D4

▶ Extract the extra key information k∗
b , k

∗
f ;

T3 = 2|kb∪kf | · D2 · 2−2n−2 · ϵ
▶ The exhaustive search. T4 = 2k+p−n

Achieve a first 38-round attack on SKINNYe-64-256 v2

16 / 32



New Generic Key Recovery Attacks Comparison

BDMA [BDD+23] vs GDMA.

Table: Time Complexities Comparison of BDMA and GDMA

BDMA GDMA

T0 D = D

T1 (2kf + 2kb) · D ≥ (2k
′
f + 2k

′
b) · D

T2

−
≤

D · 2|k ′
b| · 2rb−1+rf −n−r ′b

− D · 2|k ′
f | · 2rb−1+rf −n−r ′f

− D · 2|k ′
b|∪|k

′
f | · 2rb−1+rf −n−r ′b−r ′f

T3 2|kb∪kf |−n+p ≤ 2|kb∪kf |−n+p · ϵ
T4 2k−n+p = 2k−n+p

The GDMA can be seen as a generalization of BDMA.
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New Generic Key Recovery Attacks Comparison

GCDA vs GDMA.

Table: Time Complexities Comparison of GCDA and GDMA

GCDA GDMA

T0 D = D

T1 2k
′
f +k ′

b · D ≥ (2k
′
f + 2k

′
b) · D

T2

−
≤

D · 2|k ′
b| · 2rb−1+rf −n−r ′b

− D · 2|k ′
f | · 2rb−1+rf −n−r ′f

D · 2|k ′
b|∪|k

′
f | · 2rb−1+rf −n−r ′b−r ′f D · 2|k ′

b|∪|k
′
f | · 2rb−1+rf −n−r ′b−r ′f

T3 2|kb∪kf |−n+p · ϵ = 2|kb∪kf |−n+p · ϵ
T4 2k−n+p = 2k−n+p

▶ If T1 is dominant, GDMA outperforms GCDA.

▶ If r ′b ≤ |k ′b| and r ′f ≤ |k ′f |, GDMA will not be worse than
GCDA.
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New Generic Key Recovery Attacks Comparison

BDMA, GCDA, and GDMA.
When the overall time complexity reaches 2|kb∪kf |+p−n, there are
ways to balance.

▶ If the exhaustive search time complexity is high, the counting
method can be used to select the most likely candidates to
test.

▶ The holistic key guessing strategy can balance T1 and T2.

▶ If T3 is large due to a large ϵ, precomputed tables may help to
reduce ϵ.
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New Generic Key Recovery Attacks Comparison
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Figure: The time complexity of three attacks on KATAN-32.

▶ GDMA always performs better than GCDA on KATAN-32.
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New Generic Key Recovery Attacks Comparison
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▶ The last part
2k−n+p of
BDMA’s time
complexity is
dominant, while
GCDA and
GDMA can use
the counting
method to reduce
it.
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New Generic Key Recovery Attacks Comparison
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▶ GCDA is worse than
BDMA and GDMA
when T1 dominants;

▶ GDMA outperforms
BDMA, when kb ∪ kf
is not full key space;

▶ When kb ∪ kf reaches
full key space, the
time complexities of
BDMA and GDMA
are the same.
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New Generic Key Recovery Attacks Comparison
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▶ GDMA has a lower
time complexity than
BDMA [BDD+23];

▶ GDMA adopts flexible
key guessing strategy.
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Applications AES-256

Attacks on 12-round AES-256

▶ Based on a 9-round distinguisher with probability p = 2−86

u0 + b u0
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u3 u3
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P
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u6 + b u6 u6 + b u6

u7 u7 u7 u7

u8 u8 u8 u8

u9 u9 u9 u9

k11
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x11 z11

u5 + 2a u5 + 2a u5 + 2a u5 + 2a

a a a a

a a a a

3a 3a 3a 3a

k12

C

Legend : Any possible difference : Unkown fixed difference : Zero difference

▶ |kb| = 120, |kf | = 64;
|rb| = 88, |rf | = 56;

▶ |k ′
b| = 32, |r ′b| = 16;

|k ′
f | = 24, |r ′f | = 16;

▶ TBDMA = 2206 [BDD+23]

▶ TGCDA = 2145

▶ TGDMA = 2144
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Applications AES-256

Attacks on 13-round AES-256

▶ Based on a 9-round distinguisher with probability p = 2−86

u5 u5 u5 u5

x11 z11 w11 x12 z12

u6 + b u6 u6 + b u6

u7 u7 u7 u7

u8 u8 u8 u8

u9 u9 u9 u9

k13

u14u10u14u10

u11 + au11 u11 + au11

u12 + au12 u12 + au12

u13 + 3au13 u13 + 3au13

k12

C

Legend : Any possible difference : Unkown fixed difference and u14 = u10 + u5 + 2a : Zero difference

▶ |kb| = 120, |kf | = 224; |rb| = 88, |rf | = 128;

▶ |k ′
b| = 16, |r ′b| = 16; |k ′

f | = 72, |r ′f | = 8;

▶ TBDMA = 2342 %

▶ TGCDA = 2240
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Applications
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Summary

Three generic key recovery attacks

⋆ GCDA: encompassing the previous differential attack with any
key guessing strategies

⋆ GDMA: introducing the flexible key guessing strategy into the
BDMA

⋆ GRMA: employing the MITM technique into GCRA

↪→ A series of improved results
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