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Background

Differential attack
» Differential cryptanalysis was introduced by Biham and
Shamir in 1990. [BS90, BS91]
» Find a high-probability differential (Ax, Ay) covering a large
number of rounds

——————— r rounds ——----
x —| R R—'-"—'R—l'R,(X)
Ay
!
x® \x—| R Ri—— R I—R(Xx®W)

» the probability of (Ax, Ay) should be higher than 27", where
n is the block size
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Background

Boomerang attack

» Connect two short differentials of high probability to construct

a long differential trail
Py

Rectangle attack (Chosen-plaintext variant of boomerang attack)

» More common for key recovery attacks
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Background

Key recovery
» Structures of data [BS92]

% Enjoy the birthday effect and potentially attack more rounds
without increasing the data complexity

» The probabilistic extensions [SYC™T24]

Xri Yl 21 Wl KH»l Round
SB SR MC
—y +Px ’:FE r+1
,, “aa
D Zero difference l:l Arbitrary difference
. Fixed difference D Zero difference but value is needed

> Key guessing strategy

% The order of guessing key information
% The flexible guessing strategy
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Preliminaries The generic classical rectangle attack

The generic classical rectangle attack (GCRA) [SZYT22]
> Guess some key bits |k; U kf| before any quartets are

generated
S [T T T e
[ re—— 1 Il Tk
]
’ 0<k;| <|k,| 0< k| <k
o o e . il g §
' [ By Em Er [ the number of guessed key bits
” T I the number of unguessed key bits

| 1)

P

% ry/r¢: The condition can be verified under the guess of kj /kf;

* rp=rp—rprf=1rr—ry

> Select appropriate parameters |k;|, |kf| to obtain optimal time

complexity
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Preliminaries

The basic differential MITM attack(BDMA) [BDD+23]

» Guess all key information involved in the E, and Ef parts,
respectively

DN [ TTTT]

Ky

Az

3

» More efficient when the key size of the cipher is bigger than
the state size

l

Ey

The basic differential MITM attack
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New Generic Key Recovery Attacks Motivation

GCRA. [SZY122] Guess some key bits in advance and adopt the
flexible key-guessing strategy

BDMA. [BDD*23] Employ a fixed key guessing strategy

Questions:

» Can guessing some key bits in advance affect the time
complexity of the differential attack? [YES! the generic
classical differential attack(GCDA)]

» Can BDMA be generalized to support any key guessing
strategy? [YES! the generic differential MITM
attack(GDMA)]

» Can the MITM technique be integrated into GCRA? [YES!
the generic rectangle MITM attack(GRMA)]
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New Generic Key Recovery Attacks GCDA

[ 2" plaintexts ]
(2]

T = 2n+2
(1]

[ T = 22n-1+2_ p2n+1 ] [2211—3 pairs]

©: Generate pairs
®: Guess 2-bit key

> lower time complexity 4

» reduce the number of pairs v

12/32



New Generic Key Recovery Attacks GCDA
» Based on a distinguisher with probability 27°
» Data complexity: D = 2°P*1

> Steps:
» Guess a part of key information kj, k2 T1 = 21Kkl D
» For each structure S; of 2™ plaintexts, 0 < j < 2P+l _1:

’ !
> Generate 22~ 1H7=1=1%=1% paijrs;
T2 — 2rb71+\kéuk;|+rf7nfr[77r; .D

> Extract the extra key information k;, k;; Tz = 2/keVkil+p=n ¢

» The exhaustive search. T, = 2ktP—"
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New Generic Key Recovery Attacks GDMA

» Combine the MITM technique with the flexible key guessing
strategy

» Steps:
» For each structure S; of 2 plaintexts, 0 < j < 2P~H+1 _1:
> Guess a part of key information kj: T1 = 2/%!. D
> Generate 2217 =1="h pairs: Too = 2=kl —n=rj

> Guess a part of key information ki Ti; = 2/%1. D

— —n—r! . _ / o
> Generate 271 =" pajrs; Toy = 2 kgl +re=n=rs . D

! /
> Match Phase. Generate 2217 =1=1%=r7 pajrs;
T2 5= 2rb—1+|kéuk;\+r,r—n—ré—r; .D
> Extract the extra key information k;, k;; T = 2lkeUkil+p=n ¢
» The exhaustive search. T, = 2KP="
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New Generic Key Recovery Attacks GRMA

Question:
» Can we combine the MITM technique with the rectangle
attack?
Holistic Differential Rectangle
Key G
ey uesls GCDA +—— V i
MITM GDMA ———— New? (Yes! GRMA)
Answer:

» Yes! The generic rectangle MITM attack (GRMA)
More effective when the ratio k/n is large

15/32



New Generic Key Recovery Attacks GRMA

» Based on a boomerang distinguisher with probability 272P

» Construct y structures, each of 2" plaintexts
> Data complexity: D = 2"/2+p+1
> Steps:
> Guess a part of key information kj: Ty o = 2%/ . D
> Generate D? - 22 ~2 quartets; Tao = 02y —2+ky| . 2
> Guess a part of key information ki: Ty; = 2!k . D

* __ — —
> Generate D* - 227 ~21=2 . =2 quartets;
’ * -2
T271 _ 2\kf|+2rf —2n=2.y7% 4

> Extract the extra key information kj, kf';
T = 2\kbukf| . D2 A 272'772 €

» The exhaustive search. T, = 2KtP—"

Achieve a first 38-round attack on SKINNYe-64-256 v2
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New Generic Key Recovery Attacks

BDMA [BDD*23] vs GDMA.

Table: Time Complexities Comparison of BDMA and GDMA

BDMA GDMA
To D = D
Ty | (2 +2k).D | > (2K +2K) . D
_ D . oIkl . ore—=1+rr—n—r]
T, _ < D . 2lkel . ors—=1+re—n—r;
N D. 2\kl’>|U\k;| X 2rb—1+r,r—n—rt’)—r;
T3 2lksUke[—n+p olkyUke[—n+p ¢

Ty | 2F 7P

Il [IA

ok—n+p

The GDMA can be seen

as

a generalization of BDMA.

Comparison
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New Generic Key Recovery Attacks Comparison
GCDA vs GDMA.

Table: Time Complexities Comparison of GCDA and GDMA

GCDA GDMA
To D = D
T 2Kk . D > (2 +2%)- D

_ D - 2\k1’7\ K 2rb—1+rf—n—r[)

T2 o < D. 2|er\ A 2rb—1+rf—n—r,’

D - 2lkplUlki| . ors—14r—n—ry—r; D . 2lkplUlki] . ore—=1+rr—n—ry—r;
T3 2|I<buk,r|7n+p € — 2|kbka|7n+P - €
T4 2k7n+p — 2k*”+P

» If T1 is dominant, GDMA outperforms GCDA.

> If r[ <|kp| and r; < |k;|, GDMA will not be worse than
GCDA.
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New Generic Key Recovery Attacks Comparison

BDMA, GCDA, and GDMA.
When the overall time complexity reaches 2/ksUkel+P=n there are
ways to balance.

» If the exhaustive search time complexity is high, the counting
method can be used to select the most likely candidates to
test.

» The holistic key guessing strategy can balance T; and T».

> If T3 is large due to a large €, precomputed tables may help to
reduce e.
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New Generic Key Recovery Attacks Comparison

Time Complexity

25 130 135

95 100 105 110 115 120
Round

Figure: The time complexity of three attacks on KATAN-32.

» GDMA always performs better than GCDA on KATAN-32.
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New Generic Key Recovery Attacks

—o— GCDA
80| ~* - BDMA
-4- GDMA

Time Complexity

96.5

97.0

Comparison

» The last part
2k7n+p Of
BDMA's time
complexity is
dominant, while
GCDA and
GDMA can use
the counting
method to reduce
1t.
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New Generic Key Recovery Attacks Comparison

—e— GCDA » GCDA is worse than
80 =+~ BDMA 79

BDMA and GDMA
when T; dominants;

» GDMA outperforms
BDMA, when kp U k¢
i is not full key space;

Time Complexity
2o

60__60 60 60 @‘60 60 60 60 60 60 60 60 60 —

. 5‘5/,5}”'*— » When kp, U kr reaches
5]/,5.1"' full key space, the
sogp.™ time complexities of
' BDMA and GDMA
w0 are the same.
98 100 102 104 106 108 110 112

Round

22/32



New Generic Key Recovery Attacks

85
—— GCDA
801 ~* " BDMA 79
-4 GDMA » 7.7,,7.?1"‘ 77 818
» a T B
I s ) 72 _Ae-k-k-kT
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Z 65 [
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Round

v

Comparison

TIBDMA = olksltlkel  op.
TIGDMA _ 2\k{,|+|k;| . P
GDMA has a lower

time complexity than
BDMA [BDD*23];

GDMA adopts flexible
key guessing strategy.
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Applications

Attacks on 12-round AES-256

AES-256

» Based on a 9-round distinguisher with probability p = 2780

ko

[

ks

-5

v

v

> Tooma = 22 [BDD*23]

vy

|kb| = 1207 |kf'| = 64;
|ry| = 88, |r¢| = 56;
|ks| = 32, |ry| = 16;
K] = 24.]+7] = 16,

Tecpa

Tepma

_ 2145

_ 2144
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Applications AES-256
Attacks on 13-round AES-256

» Based on a 9-round distinguisher with probability p = 2780

k1z ks
[P 7 A hu

ur |ug | ug [ur o+ o+ i

us | us | ug |us

ug ug |ug |ug

> |ko| = 120, |ke| = 224; |rs| = 88, |rr| = 128;
> |k =16, |r| = 16; |ki| = 72,|r}| = 8;

> Topma =222 X

> Tecpa = 2%
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Applications

Table 1: Summary of the cryptanalytic results. RK: related-key. SK: single-key.

Cipher ‘ Rounds ‘ Data | Time ‘ Memory ‘ Setting | Type
2214 289 RK |BDMA [BDD"23]
2206 2184 RK |BDMA [BDD'23]
12 289 | 2185 289 RK |GCDA (Section 4.1)

ol44 | 184 RK | GDMA (Section 4.1)
AES-256 245 | 2128 RK | GCDA (Section 4.1)

2126 | 9258 289 RK |BDMA [BDF23]
i3 2126 | 250 2231 RK |BDMA [BDF23]

289 | 2248 289 RK | GCDA (Section 4.1)
289 | 2240 | gtad RK |GCDA (App. A.3)

115 3 | 27998 - SK |Differential [AL13]
KATAN-32 151 | 2 279-98 238 SK |BDMA (Section 4.2)
37 | 2628 | 9240.08 | 9628 RK |Rectangle [QDW*22]
SKINNYe-G4-256 V2| gg | 654 | 925107 | 92548 | RK | Grua (Section 4.3)
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Summary

Three generic key recovery attacks

% GCDA: encompassing the previous differential attack with any
key guessing strategies

% GDMA: introducing the flexible key guessing strategy into the
BDMA

* GRMA: employing the MITM technique into GCRA

< A series of improved results
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