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Universal Thresholdizer [BGG+18]

Universal 
Thresholdizer

Adds thresholdizing functionality to several cryptographic primitives
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Non-interactive 
Threshold 
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thus obtained satisfy a weaker 
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Our Contributions

• Define and build universal thresholdizer (UT) and threshold FHE (TFHE) with 
stronger security notions
• Needed to achieve stronger security for primitives thresholdized using UT

• Using our universal thresholdizer we get the first non-interactive lattice based 
threshold signature scheme with the stronger security

• Also define various security notions for Threshold Signature and relations 
between them 
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Threshold Signature Definition [BGG+18]

KeyGen PartSign Combine

Verify

𝑣𝑘

𝑠𝑘1

⋮
𝑠𝑘𝑖

⋮
𝑠𝑘𝑁

𝑚

𝜎

𝑚

accept/reject

𝑝𝑝

𝜎1

⋮
𝜎𝑖

⋮
𝜎𝑁

Correctness: The final signature must verify
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No polynomial time adversary must be able to generate a signature on any 
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✓ Partial signing keys from upto 𝑡 − 1 parties of adversary’s choice
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Our Construction

BGG+18 

Key Homomorphic 
PRF (KHPRF)

+

𝐹 𝐾1, 𝑥 + 𝐹 𝐾2, 𝑥
= 𝐹(𝐾1 + 𝐾2, 𝑥)

Obs: 𝐹 0, 𝑥 = 0
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[BGG+18] Construction of Threshold Signatures 

Building Blocks

Standard signature scheme (𝑘𝑒𝑦𝑠:  𝑠𝑖𝑔𝑣𝑘, 𝑠𝑖𝑔𝑠𝑘)

FHE scheme (𝑘𝑒𝑦𝑠: 𝑓𝑝𝑘, 𝑓𝑠𝑘)

A Linear secret sharing scheme 
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Fully Homomorphic Encryption

Eval

𝐶

𝐶𝑇𝑚

𝐶𝑇𝐶 𝑚  

𝑓𝑝𝑘

Same as public key encryption scheme with added functionality
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𝐶𝑇𝑚

𝐶𝑇𝐶 𝑚  

𝑓𝑝𝑘

Same as public key encryption scheme with added functionality

Public operation
Deterministic
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Special Fully Homomorphic Encryption

𝐷𝑒𝑐𝑜𝑑𝑒0 𝐷𝑒𝑐𝑜𝑑𝑒1 

Secret key 𝑓𝑠𝑘 is a vector

Linear operation Rounding operation

𝑚
𝑞

2
+ 𝑒

Decrypt

𝑓𝑠𝑘

𝐶𝑇𝑚

𝑚 = 0 𝑖𝑓 𝑚
𝑞

2
+ 𝑒 <

𝑞

2
;

      1  otherwise
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𝐶𝑇𝑚

𝑚 = 0 𝑖𝑓 𝑚
𝑞

2
+ 𝑒 <

𝑞

2
;

      1  otherwise

e.g. GSW13, BV11
𝐷𝑒𝑐𝑜𝑑𝑒0 𝑓𝑠𝑘, 𝐶𝑇𝑚

= ⟨𝑓𝑠𝑘, 𝐶𝑇𝑚⟩
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Usefulness of Linearity of 𝐷𝑒𝑐𝑜𝑑𝑒0 
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𝑓𝑠𝑘

𝑓𝑠𝑘1

𝑓𝑠𝑘0

= +

𝑃1 

𝑃2 

𝐷𝑒𝑐𝑜𝑑𝑒0(𝑓𝑠𝑘0, 𝐶𝑇𝑚)

𝐷𝑒𝑐𝑜𝑑𝑒0(𝑓𝑠𝑘1, 𝐶𝑇𝑚)

+ 𝐷𝑒𝑐𝑜𝑑𝑒0(𝑓𝑠𝑘 , 𝐶𝑇𝑚) =  𝑚(𝑞/2) + 𝑒𝑚 

𝐷𝑒𝑐𝑜𝑑𝑒1 𝑚

Usefulness of Linearity of 𝐷𝑒𝑐𝑜𝑑𝑒0 
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Key shares

Construction Overview [BGG+18]
for 2-out-of-2 scheme

PartSign(𝑚)

Combine

Public params (𝑝𝑝)
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𝑠𝑘1 =  𝑓𝑠𝑘1 𝑠𝑘2 =  𝑓𝑠𝑘2

Key shares

Construction Overview [BGG+18]
for 2-out-of-2 scheme

PartSign(𝑠𝑘𝑖 , 𝑖, 𝑚)

Eval
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➢ Lattice based KHPRF do not satisfy exact homomorphism

We use flooding to hide 𝛿
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