Anamorphic Authenticated Key Exchange:
Double Key Distribution under Surveillance

Weihao Wang, Shuai Han, Shengli Liu

Shanghai Jiao Tong University
Asiacrypt 2024, Kolkata, India




Recap: Anamorphic Cryptography

~—

Y N\T=TsJTull

Target: To resist adversaries in Coercive Environment “@

For PKE

Alice
(pkAr SkA)

Anamorphic Encryption (AME)




Recap: Anamorphic Cryptography

~—

Y N\T=TsJTull

Target: To resist adversaries in Coercive Environment “@

For PKE ¢ < Enc(pky m)

Alice
(pkAr SkA)

Anamorphic Encryption (AME)

Receiver-AME: Adversaries knowing the secret key of the receiver



For PKE ¢ < Enc(pky, )

Alice
(pkAr SkA)

Anamorphic Encryption (AME)

Receiver-AME: Adversaries knowing the secret key of the receiver

: Adversaries forcing the sender to send designated message




Recap: Anamorphic Cryptography s

Target: To resist adversaries in Coercive Environment “@
@g double key dk !
Seems like ¢* = ¢

c « Enc(pkg, m)

For PKE

c* « aEnc(pkg,dk, m,m )

Alice
(pka, sky) @aDec(dk, ) (pkp, skg)

Anamorphic Encryption (AME)

Receiver-AME: Adversaries knowing the secret key of the receiver

[To establish advantage against adversaries, a covert double key dk is pre-shared in Receiver-AME setting]
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Recap: Anamorphic Cryptography

Target: To resist adversaries in Coercive Environment “@

For SIG

Anamorphic Signature

Adversaries knowing the signing key of the signer




Recap: Anamorphic Cryptography —
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Target: To resist adversaries in Coercive Environment “@
% double key dk
Seems like o™ = @

o « Sign(sk,, m)

For SIG

0" < aSign(sky,dk,m,m )

@aDec(dk, o) (pkp, skg)

Anamorphic Signature

Adversaries knowing the signing key of the signer

[ Similarly, a covert double key dk is pre-shared in the setting of anamorphic signature]




Double Key Supported Anamorphic Cryptography
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Receiver-AME Anamorphic Signature

‘ Security Guarantee ‘

Unknown to

q double key dk | -

LCore problem: the distribution of double key @5 under coercion}




Current Methods
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[ Core problem: the distribution of double key @ under coercion]

O [vHO04] Steganography Key Exchange:
Embed 1 bit of KE transcript into each ciphertext of PKE

.o

O [HPRV19] Steganography Key Exchange with Secret Key Leakage:
Embed a tiny piece of KE transcript into each ciphertext of PKE

Low Efficiency Disordering Not Allowed Active Attack Not Allowed
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[ Core problem: the distribution of double key Q under coercion

O [vHO04] Steganography Key Exchange:
Embed 1 bit of KE transcript into each ciphertext of PKE

.o

O [HPRV19] Steganography Key Exchange with Secret Key Leakage:
Embed a tiny piece of KE transcript into each ciphertext of PKE

Low Efficiency Disordering Not Allowed Active Attack Not Allowed

[ ] Consider coercive environment [ ]

»
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[ Core problem: the distribution of double key @ under coercion]

O [vHO04] Steganography Key Exchange:
Embed 1 bit of KE transcript into each ciphertext of PKE

G

O [HPRV19] Steganography Key Exchange with Secret Key Leakage:
Embed a tiny piece of KE transcript into each ciphertext of PKE

Low Efficiency Disordering Not Allowed Active Attack Not Allowed
[ ] Consider coercive environment [ ]

ﬁ [ Our Method: Anamorphic Authenticated Key Exchange ]

High Efficiency Achieving Robustness Active Attack Allowed
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4> Anamorphic Authenticated Key Exchange (AM-AKE)




AM-AKE: Syntax P

[ NT TSI TU
(Two-pass) AM-AKE == [(Gen, Init, DerR,Derl)i == (aGen,alnit,aDerR, aDerl)

Normal AKE Algorithms — Corresponding Anamorphic Version

Party P Setup Phase Party P
(pk;, ski)  Gen. ((pk, sk,) < Gen
(pk;,ski, aux;) < aGen (pk,., sk, aux, ) <— aGen
apk; := pk;, ask; := sk; apk,. := pk,., ask, := sk,
publish apk; publish apk,.
Party P;(apk,, ask;, aux; ) Execution Party P.(apk,.,ask,, aux, )
((msg,. st) < Init(apk,, ask;)
—————————————————— 4 ' msg; | amsg;
(amsg;, st, aux;) < alnit(apk,., ask;, aux;) - >
________________________ 5
(msg,., K,.) < DerR(apk,, ask,, msg,) 1
l st, aux; ettt
‘msg, | amsg,  (amsg,, K,,dk,) < aDerR(apk;, askr, aux,, amsg;)
____________________ . _ _ 1
- K1 « Derl(apk,., aski, msg,., st) *
(K, dk?;) + aDerl(apk,., ask;, aux;, amsg_, st)
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(Two-pass) AM-AKE == [(Gen, Init, DerR,Derl)i == (aGen,alnit,aDerR, aDerl)

Normal AKE Algorithms — Corresponding Anamorphic Version

Party P Setup Phase Party P
Can G G (E'lj _S_k_)_<_—_§‘-‘_“ | Additional Auxiliary Messagel! (_Pf‘_ _S‘j_)f_G_e[‘ |
(pk,,ski, aux;) « aGen aux is generated in aGen (pk,., sk, aux, ) < aGen
apk; = pkK;, ask; := sk; apk,. 1= pK,., askK, = sk,
publish apk; _, auxis kept respectively iublish apk,.
/ \
Party P;(apk,, aski, l Execution Party P.(apk,.,ask:, )
((msg,. st) < Init(apk,, ask;) .
—————————————————— ' msg, | amsg;
(amsg;, st, aux,) < alnit(apk,., ask;, aux;) —--=--" >
________________________ .
(msg,., K,.) < DerR(apk,, ask,, msg,) 1
l st, aux;j ke s s e o m oo o
‘msg, | amsg,  (amsg,, K,,dk,) < aDerR(apk;, askr, aux,, amsg;)
____________________ . _ _ 1
- K1 « Derl(apk,., aski, msg,., st) *
(K, dk?;) + aDerl(apk,, ask;, aux;, amsg, . st)




AM-AKE: Syntax P -
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(Two-pass) AM-AKE == (Gen Init, DerR, Derl)l =j= (aGen, alnit, aDerR, aDerl)

Normal AKE Algorithms — Corresponding Anamorphic Version

Party P Setup Phase Party P
(pk;, ski)  Gen. ((pk, sk,) < Gen
(pk;,ski, aux;) < aGen (pk,., sk, aux, ) <— aGen
apk; := pk;, ask; := sk; apk,. := pk,., ask, := sk,
publish apk; publish apk,.
alnit VS Init Party P;(apk,, ask;, aux; ) Execution Party P.(apk,.,ask,, aux, )
1
Additional Input aux '(msga st) < Init(apk,, ask;) | "hag. 1 amsg
—————————————————— | il i
Additional Output|aux’ (amsg;, st, aux;) < alnit(apk,., ask;, aux;) i oo >
r~------ - -—.---=- - - =" - =" =-T=-"“=-"=-"=-"=-=-=7= A
(msg,., K,.) < DerR(apk,, ask,, msg,) 1
I e Stm L L e e e e e e e e e e e e - == = -
aux’ i kept by nitiator l - ‘msg,. | amsg,  (amsg,, K., dk,) < aDerR(apk;, ask, aux,,amsg;)
____________________ . _ _ 1

(K, dk?;) — aDerI(apkr, ask;, aux’, almsg;rT st)




AM-AKE: Syntax P -

[ NT TSI TU
(Two-pass) AM-AKE == [(Gen, Init, DerR,Derl)i == (aGen,alnit,aDerR, aDerl)

Normal AKE Algorithms — Corresponding Anamorphic Version

Party P Setup Phase Party P

(pk;, ski)  Gen. ((pk, sk,) < Gen
(pk;,ski, aux;) < aGen (pk,., sk, aux, ) <— aGen
apk; := pk;, ask; := sk; apk,. := pk,., ask, := sk,
publish apk; publish apk,.

Party P;(apk,, ask;, aux; ) Execution Party P.(apk,.,ask,, aux, )

__________________ -

(msg., _St_) _"f_"'i't_(f“fk_ ,asks) e, TR aDerR VS DerR

st, aux; R
l f ' ‘msg, | amsg, | (amsg,,K;,,dk,) < aDerR(apk;, askr, aux,, amsg;)
|

____________________ Additional Input aux
K@,dk@ Derl k 3 k'-‘la i3 ’ t It
( ) < aDer (ap > aski, aux; amsgr st) Additional Output dk




AM-AKE: Syntax P -

[ NT TSI TU
(Two-pass) AM-AKE == [(Gen, Init, DerR,Derl)i == (aGen,alnit,aDerR, aDerl)

Normal AKE Algorithms — Corresponding Anamorphic Version

Party P Setup Phase Party P
(pk;, ski)  Gen. ((pk, sk,) < Gen
(pk;,ski, aux;) < aGen (pk,., sk, aux, ) <— aGen
apk; := pk;, ask; := sk; apk,. := pk,., ask, := sk,
publish apk; publish apk,.
Party P;(apk,, ask;, aux; ) Execution Party P.(apk,.,ask,, aux, )
((msg,. st) < Init(apk,, ask;)
—————————————————— 4 ' msg; | amsg;
(amsg;, st, aux;) < alnit(apk,., ask;, aux;) - >
________________________ 5
(msg,., K,.) < DerR(apk,, ask,, msg,) 1
l st, aux; ettt
| msg, amsg,  (amsg,, Kr, dk.) < aDerR(apk;, ask,, aux;, amsg;)
'K1 « Derl(apk,., aski, msg,., st) A __ _ ,
« dk""_D__lul:"_k ------- Additional Input aux
(Ki,dk,) « aDerl(apk,  ask, aux!, amsg, 1) Additional Output dk

aDerl VS Derl
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Setup Phase

- (pki,ski,auxi) < aGen

(pkr,skr, aux, ) < aGen
= sk,

-

apk; := pk;, ask; := sk; apk, := pk,., ask,
publish apk; publish apk,.
Party P;(apk,, ask;, aux; ) Execution Party P.(apk,,ask,, aux, )
) (me, 50 itk ook
—————————————————— '\ msg; | amsg;
(amsg;, st, aux;) <+ alnit(apk,, ask;, aux;) ——----" -
________________________ .
' (msg, |K,)) < DerR(apk;, ask,, msg,) 1 -
i st, aux; i -
| msg, amsg,  (amsg,, K., dk,) < aDerR(apk;, askr, aux,, amsg;)

(Ki, dk,_.,) — aDerI(apkr1 ask;, aux;, amsgr, st)

L - -

A

Correctness Requirement :

Ki:Kr:/:J_




AM-AKE: Working Modes & Correctness U

[ Anamorphic Mode : Both P; and B- invoke anamorphic algorithms ]
Party P, Setup Phase Party P.
[ (pk;, ski) < Gen. ((pk,.sk,) < Gen
‘ (pk;,ski, aux;) < aGen (pk,., sk, aux,) <— aGen -
apk; := pk;, ask; := sk; apk, := pk,., ask, := sk,
publish apk; publish apk,.
Party P;(apk,, ask;, aux; ) Execution Party P.(apk,,ask,, aux, )
I'_ __________________ 1
(msg1 st) < Init(apk,., ask;) 1 .
—————————————————— 4 ' msg; | amsg;
‘ (amsg;, st, aux;) <+ alnit(apk,, ask;, aux;) ——----" -
________________________ .
(msg K, ) < DerR(apk;, ask,., msg;)
i st, aux; b -
| msg,_, amsg,. (amsg,ﬁ Em <+ aDerR(apk;, ask:, aux,, amsg;) -
II'*(1 <+ Derl(apk,., aski, msg,., st) —
- - aDerI(apkr,askz,aux“amsgr,51:)

[ Correctness Requirement : K; =K, # 1 & dk; =dk, # L ]




AM-AKE: Working Modes & Correctness
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[ Half Mode : One invokes normal alg. & One invokes anamorphic alg. in execution phase ]

Case 1

Setup Phase

- (pki,ski,auxi) — aGen

(pkr,skr, aux, ) < aGen

-

ﬁ dk1 <—aDerI(apkr,aska,auxﬁ-,amsgr,st)

A

L - -

apk; := pk;, ask; := sk; apk, := pk,., ask, := sk,
publish apk; publish apk,.
Party P;(apk,, ask;, aux; ) Execution Party P.(apk,,ask,, aux, )
' (msg;, st) < Init(apk,.,ask;) N
—————————————————— ' msg; | amsg;
- (amsg;, st, aux;) <+ alnit(apk,, ask;, aux;) ——----" -
________________________ .
' (msg, IK,)) < DerR(apk,, ask,, msg.) -
i st, aux; i -
| msg, amsg,  (amsg,, K., dk,) < aDerR(apk;, askr, aux,, amsg;)

Correctness Requirement :

Kl':Kr:/:J_

CSJd TU




AM-AKE: Working Modes & Correctness & Robustness =
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[ Half Mode : One invokes normal alg. & One invokes anamorphic alg. in execution phase ]

Party P,

Setup Phase

- (pki,ski,auxi) — aGen

(pkr,skr, aux, ) < aGen

-

apk; := pk;, ask; := sk; apk, := pk,., ask, := sk,
publish apk; publish apk,.
Case 1 Party P;(apk;, aski, aux; ) Execution Party P,(apk,,ask,, aux, )
((msg,. st) < Init(apk,, ask;)
—————————————————— '\ msg; | amsg;
- (amsg;, st, aux;) <+ alnit(apk,, ask;, aux;) ——----" -
________________________ .
' (msg, |K,)) < DerR(apk;, ask,, msg,) 1 -
i st, aux; i -
| msg, amsg,  (amsg,, K., dk,) < aDerR(apk;, askr, aux,, amsg;)

ﬁ — aDerI(apkr,askz,aux“amsgr,51:)

L - -

A

[ Correctness Requirement : K; = K. # J_] [ Initiator-Robustness : dk; =




AM-AKE: Working Modes & Correctness & Robustness =
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[ Half Mode : One invokes normal alg. & One invokes anamorphic alg. in execution phase ]

Party P, Setup Phase Party P.

- (pki,ski,auxi) < aGen (pkr,skr, aux, ) < aGen -
apk; := pk;, ask; := sk; apk, := pk,., ask, := sk,
publish apk; publish apk,.

Case 2 Party P;(apk;, aski, aux; ) Execution Party P,(apk,,ask,, aux, )
m | (msg,, st) < Init(apk,, ask;) N
—————————————————— 4 '\ msg; | amsg;
(amsg;, st, aux;) <+ alnit(apk,, ask;, aux;) ——----" -
________________________ .

i st, aux; L

A
| msg, amsg,. (amsgr Em - aDerR(apki, ask;, aux,, amsg; ) -

———————————————————— L___
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A

(Ki, dk;) < aDerI(apkr1 ask;, aux;, amsgr, st)

I
-

[ Correctness Requirement : K; =K, # J_] [ Responder-Robustness : dk,




AM-AKE: Security e [

In coercive environment, what can be known by the adversary? \Q‘gﬁ

O Long-termsecretkey O |nternal state of initiator O Session key

In each session, the adversary can invoke Derl and check if the result equals to —]



AM-AKE: Security
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In coercive environment, what can be known by the adversary? \Q‘gﬁ

O Long-termsecretkey O |nternal state of initiator O Session key

In each session, the adversary can invoke Derl and check if the result equals to —]

What cannot be known by the adversary?

] Indistinguishability _
ﬁ Working Modes of AM-AKE =sssss————) [ND-WM Security

Pseudo-Randomness

ﬁ Information of Double Key meeessssssss———) PR-DK Security
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4F)» Plain AM-AKE & Impossibility Results & Generic Construction




Plain AM-AKE
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@ Problem: Sometimes it's hard to find a trapdoor for the secret key

% Plain AM-AKE:
In aGen, (pk, sk) is generated before aux




Plain AM-AKE & Why Impossible? =
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@ Problem: Sometimes it's hard to find a trapdoor for the secret key

% Plain AM-AKE:
In aGen, (pk, sk) is generated before aux

What does it lead to?
No effective trapdoor Is generated

>=> Parties have no advantage against adversary

>==> Adversary can perfectly impersonate any party and conduct
active attack!



Impossibility Results

It's Impossible for a plain two-pass AM-AKE to achieve:

O [ responder-robustness ]

8 [ both initiator-robustness and IND-WM security ]

O [ PR-DK security ]




How to Circumvent ? — Relaxed Security

To bypass the impossiblility results, we define relaxed security for plain AM-AKE

I—b Active Attack is Disallowed
\b - | cannot iImpersonate parties in relaxed model

’// | \\i M1 h?';"\ju:_—u



Generic Construction of Plain AM-AKE

msg; < Init(pk,, sk;)

msg, < DerR(pk;, sk,)

Initiator Responder
(pki, sk;) e vk, sk;)
KEM
;’1
KEM.KeyGen KEM.Encap (kpk) KEM.Decap (ksk,c)
g 1 g 1 i

kpk ksk WWdke=K ¢ W dki= K




Generic Construction of Plain AM-AKE R

KEM.KeyGen | =) kpk

ﬂ aux' = ksk

Recover ¢ from msg,

KEM.Decap (ksk, c)

:
S dk; = K

[ Core Idea: Covertly embed a KEM into AKE ]

Initiator
(pk;, sk;)

'

msg; < Init(pk,, sk;; kpk||R;)

msg, < DerR(pk;, sk, msg;; c||R;)

AKE

¢

Recover kpk from msg;

KEM.Encap (kpk)

Responder
(Pkr, sky) % {1
|

Plain AM-AKE

W dk, =K

Correctness: O Init and DerR should be partially randomness-recoverable
Security: () KEM should be fully pseudorandom, i.e., (kpk, ¢, K) = ($, $, $)
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4E)) Generic Constructions of AM-AKE with Strong Security




Generic Construction of AM-AKE

Core ldea:

(1) Extract an identical secret s before communication

(2) Use s as PRF seed to get dk during communication




Generic Construction of AM-AKE
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Core Idea: | (1) Extract an identical secret s before communication

(2) Use s as PRF seed to get dk during communication

How to achieve? ==)> Requiring new properties for underlying AKE

Gen Secret Extractability

Init 3-Separability

AKE

DerR 3-Separability

Derl




Generic Construction of AM-AKE
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Core Idea: | (1) Extract an identical secret s before communication

~N

J

~N

(2) Use s as PRF seed to get dk during communication

J

How to achieve? ==)> Requiring new properties for underlying AKE

AKE

Gen Secret Extractability

O There exists SimGen = Gen, but outputs an additional msk serving as trapdoor
) Forall (k;, sk;, msk;), (pky, sky, msk,) < SimGen:

Extract(msk;, pk, ) = s = Extract(msk,., pk;)
O s is pseudorandom to“@ﬁ even in the presence of sk; and sk,

In this way, aGen is set to SimGen, where aux := msk




Generic Construction of AM-AKE I

Core Idea: | (1) Extract an identical secret s before communication

J

~N

(2) Use s as PRF seed to get dk during communication

J

How to achieve? ==)> Requiring new properties for underlying AKE

s = Extract(msk;, pk, )£

Initiator Responder
(pk;, sk;, aux;= msk;) (pk,, sk,, aux, = msk,)

W7 | dk = PRF(s,(msg;, msg,))




Generic Construction of AM-AKE
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Core Idea: | (1) Extract an identical secret s before communication

(2) Use s as PRF seed to get dk during communication

How to achieve? ==)> Requiring new properties for underlying AKE

What about Robustness?

Init 3-Separability

AKE

DerR 3-Separability




Generic Construction of AM-AKE P

Take Responder-Robustness as Example

Init 3-Separability _
&» d;;1,d;, d;3 are randomnesses
AKE fr1(diq) fr2 (d;2) Init (di1,diz d;3)
msg; = | msg;{ msg;, msg;s; | St



Generic Construction of AM-AKE P

Take Responder-Robustness as Example

Init 3-Separability _
&» d;;1,d;, d;3 are randomnesses
AKE fr1(diq) fr2 (d;2) Init (di1,diz d;3)
msg; = | msg;{ msg;, msg;s | St

How to achieve Responder-Robustness? ==) | Set d;, = PRF(s,msg; )

% | can compute fj ; (PRF(S, msgi,l)) and checks whether it equals to msg; -

Responder O f12 should be entropy-preserving: Different inputs always lead to different outputs




Generic Construction of AM-AKE

///” [ ‘\i M "7;"5,&/;_—@

Initiator-Robustness is achieved in similar way

Init 3-Separability
AKE fr1(diq) f12 (di2) Init (di1,d;i2,d;3)
msg; = [%‘Jf{iff_'_'_'_'ff@%fszffffffffffﬁ%ﬁé]%
DerR 3-Separability |Setd,, = PRF (s, (msg; 1, msgy1))
ntromy mreserang | fer(@r) || faz (@) [ DerR (dyy,dydys)
msg, = 1 ﬁ%fq}fi """" ?ﬁ%}fz """""" ﬁ%'i,é": %,,



IND-WM security of AM-AKE

Does i1t achieve strong IND-WM security?

Gen

Secret Extractability of Gen directly guarantees the indistinguishability

VS

aGen

S  —
N

TSJTU

-

() There exists SimGen =~ Gen, but outputs an additional msk serving as trapdoor

ﬁ aGen is set to SimGen, where aux := msk



IND-WM security of AM-AKE

Y N\T =T SJTU
Init VS alnit
Init ]
&» d;;1,d;, d;3 are randomnesses

fr1(diq) fr2 (d;2) Init (d;1,d; 2, d;3)
MSGi1  MSGip  MSGis i St
fia(di1) | |fiz PRE(s,;msgi)) | Init (djq,d;2, d;i3)

alnit ﬁ

PRF(s,msg;,) = TRF(msg; 1) ~ d; ;

& /11 should be entropy-preserving J




IND-WM security of AM-AKE

DerR VS aDerR

DerR ]

&» d,,,d;,», d;, 3 are randomnesses
fr1(dr 1) fr2 (dr2) DerR (d;,d; 2, dr3)
fR,l(dr,l) fr2 (PRF(s,(msg;1,mSgr1))) DerR (dr,l» dr,Z' dr,S)

aDerR .7 | PRE(s,(msgs1,msgy1)) = TRF(msgy1,msgys) ~

& /.1 should be entropy-preserving —




IND-WM security of AM-AKE

Finally,

Gen

Init

DerR

Derl

2

2

2

aGen

alnit

AKE

aDerR

2

AM-AKE

aDerl




PR-DK security of AM-AKE e [

() For Passive Attack: dk = PRF (s, (msg;, msg,)) = TRF(msg;, msg,) = $
() For Active Attack: In each session,“é‘gf can only control one side!

.7 If initiator is controlled to send some designated m:

dk = PRF(s,(m,msg,)) = TRF(m,msg,) = $

L Freshness of msg, 1 = fr1(d; 1)
{} If responder Is controlled to send some designated m.

dk = PRF(s,(msg;,m)) ~ TRF(msg;, m) ~ $

L Freshness of msg; 1 = f;1(d;1)



Instantiation of AM-AKE o =
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AKE Is Iinstantiated by SIG+KEM paradigm / 3KEM paradigm. Take SIG+KEM as example

O Secret Extractability of AKE.Gen ===) Secret Extractability of SIG.Gen

sksic = 93, pksic = e(g1,92)*
i} For SimGen (= AKE.Gen), aux := mskg;; = x

Y4 For (e(gr, 92)% g%, %), (e(gr, 92)7, 92, ¥) < SimGen:
Extract(x, e(g1, 92)”) = Extract(y, e(g1,92)*) = e(g1,92) = s

{} s is pseudorandom to adversary knowing skg;¢ (i.e., g5 and g%’)
Otherwise it solves DDH problem on group G,!

() 3-Separability of AKE.Init/DerR ===) 2-Separability of SIG.Sign 4 EUF-CMA can be proved

SIG.Sign(skg;¢ = g3, m): choose r « $, compute o = (01 = g7, 0, = g;CH(mm)H)

O Entropy-preserving of subfunc. =) Entropy-preserving of f(r) = g7, etc. 4 tasy to prove




Our Contribution - -

7V N\NT=TSJTUll 1L

 Definition of a new primitive Anamorphic Authenticated Key Exchange.
« Define its syntax, working modes, robustness and security models

 Solve the problem of double key distribution under coercion

« Impossibility Results of Plain AM-AKE

« Generic Construction of Plain AM-AKE with initiator-robustness and
relaxed security

« Generic Construction of AM-AKE with full robustness and strong security

+ Instantiations from SIG+KEM /3KEM Paradigms

Thanks! Questions?
ePrint; 1a.cr/2024/1438
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