Modelling Ciphers with Overdefined Systems of
Quadratic Equations: Application to Friday,
Vision, RAIN and Biscuit

Fukang Liu, Mairon Mahzoun, Willi Meier

3MI LABS

RRIEAF

TU/e s
e TECHNOLOGY

n w University of Applied Sciences and Arts
Northwestern Switzerland

1/15



Motivation

Algebraic Attacks
= Model the primitive with n variables and m > n equations.

= Find information about secrets by solving the system.

o((5°))

Dy = [_’r'n:l (1_Xd’)]
| +

(1—x)n

= Grobner Basis

Larger m (more equations) = Smaller D, , (easier to solve)
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Example: AES

State:

Round Function:

SubBytes:

S-box(M;)

ShiftRows:
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if M; =0,

otherwise.
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Me My
Mg My
Mis  Mis
MixColumns:
2 3 1
1 2 3
1 1 2
3 1 1
AddRoundKey
Mo My
My Ms
Mg Mo
My M3
My & Ko
My © Kq
Mg & Kg
Mz © K1z
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Ms & Ks Mg @ Kg
My @ Ky Mo & Kio
M3 @ K1z Mis @ Kia

M; & K3
M7 & K7
M1 @ Kin
Mis @ Kis

3/15



Over-determine AES

Courtois-Pieprzyk’s Algebraic Modelling

x=y 1 = xy=1xXy=x,x =y, x'y=x3 xyt=y>

Murphy-Robshaw’s Algebraic Modelling

2/

(xy)" =L = xy=1
(X2Y)2i =x¥ = X(i+1)%LYi = Xi;
(02 =y = Xy = Yis for Vi€ 0,0~ 1]. (1)
(X4Y)2i = (X3)2i = X(i+2)%eYi = XiX(i+1)%¢>
(Xy4)2i = (y3)2i = XiY(i+2)% = YiY(i+1)%¢>
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Friday

Goal
T
Per h1
b L
Goal: Given (hg, h1), find x such that Per(x, hg) + x + hg.
Per

Vie[l,r—1]:(C(x)+ k) B(xis1) = 1,
B(x1) - (COx) + kr + b1+ ho) = 1,

Expanding B,C
EEE——

(V" + cay? + ay + 1) (2* + bz 4 bz + ) = 1,
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Friday

Polynomial System

New variables:

. e _ . _
Vie0,i]: yi=y , z=2z".
New system:
2
+ oy + ay + + + bizp +
(2 + cayn + c1yp + B1)(z2 + bazy + Brzo + Ba) (v2 2y12 1y02 B1) (222 byzy + b1zg + B2)
-1 =3+ ay2+ e+ B) (22 + bz + bizo + B2)
= (v2 + c2y1 + c1yo + B1)
(v2 + eyt + ciyo + B1)(z2 + baz1 + bizo + B2)° (2 + eyt + ciyo + B1)° (22 + boz1 + brzo + B2)°
= (v2 + cay1 + a0 + B1)(z3 + b3z + bz + B3) | = (v3 + Bya + ciyi + B3)(z3 + b3z + bizy + B3)
= (22 + bz + b120 + B2) =1

New vs. Old system

5 variables and equations = 4r variable and 7r equtions.
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Friday

Complexity of Solving Friday
@ Original @ Over-determind System
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Bs(v1) - <(1183(u1) + ...+ asBs(us) + J4> =1, (2)
s 2
(Asvio + dovis + Arvio + X0) (DD Aivji+ 0s) = 1,
j=1i=0
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Vision
uy - (a1V1+...+a5V5+,36) =1,

up - (ovig+ ...+ asvso + s)
u? - (avig + ...+ asvsg + B6)°
- (rvig+ ..+ asvsg + B6)" =

u? - (a1vig+ ...+ asvso + f6) = U,
u* - (ay Vig + ...+ QsVsg + Be)? = w12,
up - (apvig+ ...+ asvso + Be)? = Qivio + ...+ asvsg + e,
u® - (arvig+ ..+ asvso + B6)* = (cavig + ... + asvsp + B6)°
n® - (1vig + ...+ asvsg + B) = m? - u,
up - (0avio + .+ asveo + ) = (a1vio + ...+ asveo + f6) T

L,
L,
L,
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Vision

Complexity of Solving Vision
@ Original @ Over-determind System
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RAIN

K K K K
T o)
Lo I M : I M. : I x3
V4 1 V4 2 V4
€0 €1 €2 €3

x1-(x0+k+e)=1,
My (o + K+ e) (Mi(xa) + K +e) =1,
X2'(X3+f€+€3) =1,

Define 3¢ variables. 15¢ + 3¢ = 18( equations. )
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RAIN

Extra 5¢ equations:

X1+ x2 + Oxy1x0 = 0.

x12 + x1x0 + 9x12xz =0,

X1X0 + x22 4 9X1x22 = (),

(053 + x2)(x1 + x2 + Ox1x0) = Oxi + 0?x{x0 + x5 + xPxp = 0,

(9x23 e X22)(X1 +x0 + Ox1x0) = 9x§ e 02x1x24 —+ X1X22 + x23 =0.

Rounds (N) ‘ 14 ‘ #variables ‘ #equations ‘ Dreg ‘ Complexity

128 384 2944 11 | 139 (195)
3 192| 576 4416 15 | 196 (274)
256 | 768 5888 19 | 252 (352)
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Biscuit
Problem PowAfh

Modeling PowATff,
d,—‘r—A,Y—f— B;'YX C,"YZO7
Bi- X x (di +Ai- X)+ B X x C-X=0, 3
G- Xx(di+A X)+B-XxC -X=0,
d?+AX+B - XxC-X=0
Complexity
Security | (n,m) | #tvariables | #equations | D, | Complexity
128 (50,52) 100 258 11 98
192 (89,92) 178 457 16 153
256 | (127,130)| 254 647 22 215
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Conclusion

Summary
= Friday: 7r equations in 4r variables.
= Vision: 5s + 14s(r — 1) equations in 3s + 6s(r — 1) variables.
= RAIN: (5r + 5)¢ equations in r¢ variables.
= Biscuit: 4m + n quadratic equations in 2n variables.

Open Problems
= Tighter lower bounds for complexities.

» Effect of syzygy relations of added polynomials in higher degrees.
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Thank you for your attention.
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