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Regulation compliance & data scanning

{z_i} is a database of
"bad content", e.g. CSAM

P({a), X) =[] (X — =)

P({z},z) =0

Owns some
data x
user \
\
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N\
hiding x ~--3
Solutions:

1. U sends the data to X, or

the provider must store it
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, regulator
/
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,/
hiding z_i

FATF approved but
not private

2. General -interaction-heavy MPC e.g. SPDZ [DPSZ12] "from somewhat homomorphic enc"

3. Client-side scanning: requires "authority code" running on
the client, native or in SGX. Prone to leaking z.

"Bugs in our Pockets" by Abelson et al.
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1 o . Eurocrypt23
Privacy-Preserving Blueprints [KLN22] ronweiss, tysyanskaya,

ka7SkR
Pz} X) =] (x ==) A
I
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"blueprint"
containing{zi}
{zi} are committed & T
cannot be changed
on the fly @
knows pkg

An Nguyen
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Eurocrypt23

Privacy-Preserving Blueprints [KLN22] roneiss, tysyansiaya,

An Nguyen
F)k72J Sl(7z
P({z:},X) == | [(X —2) A
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—
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"blueprint" escrow(x)
containing{zi} t
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{zi} are committed & L [P(x,{z}) = 0]

cannot be changed
on the fly E;;&

knows pkg 2/30 1“hs



Eurocrypt23

Privacy-Preserving Blueprints [KLN22] roneiss, tysyansiaya,

An Nguyen
IDI(72J 51(73 .
fg Verifies escrow
P({Zl}7X) = H(X 1 Z'L) : SS learns whether
— T .
0000 P({z},z) =0
—
regulator
encrypted
"blueprint" escrow(x)
containing{zi}
[——- reveals only
{zi} are committed & L [P(x,{z}) = 0]

cannot be changed
on the fly E;;&

knows pkg 2/30 1Ahs



Eurocrypt23

Privacy-Preserving Blueprints [KLN22] roneiss, tysyansiaya,

An Nguyen
IDI(72J 51(73 .
S Verifies escrow
P({Zl}7X) = H(X 1 Z'L) . SS learns whether
c— o~ .
0000 P({E} (@) =0
—
regulator
encrypted
"blueprint" escrow(x)
containing{zi}
t—- reveals only
{zi} are committed & L [P(x,{z}) = 0]
cannot be changed
on the fly @
More features 1in the next talk

knows pkg 2/30 1Ahs



Updatable Blueprints

Q: Can we allow users to update their secret?

— Veﬁf-ies escrow
& P({ah Y @) =0
1l

P({z), X) = [[(x =)

K==~
\

—|‘1133

report
escrow

g \ ‘{zz} :E1—|—x2|
soe {;;;%"+132

Global S \__7 _J
setup: {zi}, 20 =0

7 [
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Updatable Blueprints: Privacy Expectations

Things user knows:

{Zi},l’ . /
( e their own ¢
a5/ Things user doesn't know:

e regulator's '{Zi}
g e previous step 7
\\\\‘¥ « whether

l’({zi},jgjzxi)-—-O
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More Applications it ..ot + A

each &I; € [0, A] P(Xt) = H(X — (t+1))
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More Applications t,. . .5t + A
each &I; € [O, A] P(Xt) = H(X — (E+1))

1. Banks tracking rating for regulator
| (credit score/tx limits)

T4z €ft,... ., t+ A
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t t+A
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More Applications ty. .., t+ A

each &; € [0, 5] P(X,t) = H(X — (E+1))

1. Banks tracking rating for regulator
(credit score/tx limits)

2. Primitive voting

mn
lator
if 0 =1 oo > wp>t

learns
(one vote per party) sum of votes

5/30 1 ‘ﬂs



More Applications
each X, Y € [0,5]

1. Banks tracking rating for regulator
(credit score/tx limits)

2. Primitive voting

(Extension) Euclidian proximity testing

e.g. covid prox. testing; each antenna communicates relative change only

e QoE )+ Qs ) >

5730 (13



Our Contributions

- Updatable blueprints

e A novel primitive for MPC predicate checking

e Regulator learns P(t7 E 567;,)

(user's ¢, regulator's t )

- Efficient instantiation for range predicates
- Showcases updatable NIZKs

- Extendable to a large class of predicates

ia.cr/2023/1787 - github.com/volhovm/ublu-impl/ s/30 |l hs



regulator
Syntax 45§>

—

i

threshold
v

sk, pk, hinty < KeyGen(P;t)
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regulator
Syntax 45§>

—
gooa
—
threshold
v
sk, pk, hinty < KeyGen(P;t)
I |

L """/ 7777777
T4 \/ | e hint is well-formed :
I + (at each prev step z, € [0, :

0/1 < VfHint,k (hint,—1) -

hint, <- Update,, (hint; 1, z,)

"contains" {ti{L‘j} g
xr
b 7/30 1dhs



regulator
Syntax 45§>

0000
| me—
threshold
v
sk, pk, hinty < KeyGen(P;t)
1 A
_____________________ €SC,
L+t V_\ r- hint is well-formed :
I + (at each prev step z, € [0, :

0/1

hint, <- Update,, (hint; 1, z,)

< VfHintp(hint,_1) -

"contains" {ti$j}
L,

esc, < Escrowpy (hint,)
"contains" |[P(t,x) = 0]

7/30 1dhs



regulator
Syntax zﬁ§>

—
0000  0/1 « VfEscrowp(esc,)
—
threshold 0/1 < Decrypt, (esc,)
v
sk, pk, hintg < KeyGen(P;t) decrypts to [P{f) [) = 1
I A

_____________________ €SC,
L+ V_\ r- hint is well-formed :
I + (at each prev step z, € [0, :

[l - /

0/1 < VfHintpk (hint,—1) -

esc, < Escrowp (hint,)

hintbé——Ldeatepk(hintﬁ_lij) "contains" [P(t,z) = 0]

"contains" {tifl/‘j} g
xr
: 7/30 1Ahs



Construction Idea

(honest case)

1. Initial hints: :
ElGamal enc P 1in the hlnt() = EnCpk(”P(t, O)”)

exponent to regulator's pk

3730 (labs



Construction Idea

(honest case)

1. Initial hints: :
ElGamal enc P 1in the hlnt() = EnCpk(”P(t, O)”)

exponent to regulator's pk

hint, =~ Enc(P(t,z))

2. Each step ¥ v
updates hints :
h|ntb_|_1 ~ EnC(P(t, T + ZUL))
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Construction Idea

(honest case)

1. Initial hints: :
ElGamal enc P 1in the hlnt() = EnCpk(”P(t, O)”)

exponent to regulator's pk

hint, =~ Enc(P(t,z))

2. Each step ¥ v
updates hints :
h|ntb_|_1 ~ EnC(P(t, T + ZUL))

3. On query from R, randomise & report

P(t,x) =0 BP(t, x
Enc(ﬁ . P(t,iﬁ)) PEt,x; #~ 0 z BPEt,a:g

Q|

0
B

3730 (las



Predicate polynomial

Threshold predicate for range [t, d+t]

d—1
z

Py(T, X) = [H(X— (T + 1)) 0} c {0,1}

1=0

Can be efficiently represented as:

d—1 d
JI(x-17)-6) =) U(x 1)
0=0 i=0

Where Ui are Stirling coefficients

or20 (lahg



Hints & P evaluation

Hints = ElGamal ciphertexts of powers in P(t,x):
(A, =G, B; =G griyd

On KeyGen, the accumulated value x 1is 0

{A; =G, B; =GO~ H™)

10/30 1]']3



Hints & P evaluation

Hints = ElGamal ciphertexts of powers in P(t,x):
(A, =G, B; =G griyd

On KeyGen, the accumulated value x 1is 0

{A; =G, B; =GO~ H™)

Due to Stirling coeff representation we can eval P
(HA HBU GZU% GZU(:L- t)"’HZUm)

zf——‘/
= Enc(P(t,z);r = Z Usr;)

10/30 1jhs



Escrow

reminder: hints

{A;=G",B; = G@ V' H"

Escrow is created by evaluating polynomial
using hints with a randomizer

d d

(1 T2, 11(B)?) = Enc(8- B(t,2))

11730 (lalis



Updating hints

» If Y is update value

(X -T+Y) = 'z ((Z)ya> (X =T)

12/30 1jh3



Updating hints

» If Y is update valug
(X -T+Y) = ((Z.)YH) (X =T)
J

J=0 ;)
stored in hints

known to the User
» This means hints can be updated too:

j=1

}o

accumulated value (17—-t) remains secret
12/30 1 1‘]3



Honest construction with hints

).yi—j

{fl@ = A;, B; == v’ ﬁ Bz'(;

J=1

M« vod ((F,9)

3 1 NnAd
{Ai, Bi}iz ity | 1A4is Biticg
from prev. updater > g

t

to next updater

1330 (b



Honest construction with hints

{A; .= A;,B; := GY' H BZ'(;)'yi_j}
j=1
M« vpd(A,¥)

{A@,B} g | (4 Bitizo

d
Escrow([™)) l (Bz'Ui)B)

:o
decrypt 6 (t Zﬂfz)

[lI]l][I




Achieving Privacy

against the regulator

Problem:
We will need to send hints to the Regulator

up to last

for soundness, but hints reveal update
accumulated x = g xT;

14/30 1 4"3



Achieving Privacy

against the regulator

Problem:
We will need to send hints to the Regulator

up to last

for soundness, but hints reveal update
accumulated x = g xT;

Solution: blind hints before escrowing

{j4i,13i}l—% {fiilii fli,léilii 13i°.VV?x§i)
® in hints

14/30 1‘03



Achieving Soundness: NIZKs

1) Consistency of updates & escrow
(proving hint was updated correctly)

2) Trace proof:
Maintaining a history of updates
3) Key proof:

Proving knowledge of t by regulator Z-protocols
4) Escrow proof:

Building escrow encryption

15/30 1.][]8



Achieving Soundness: NIZKs

1) Consistency of updates & escrow

CH20
(proving hint was updated correctly)

2) Trace proof:
Maintaining a history of updates
3) Key proof:

Proving knowledge of t by regulator Z-protocols
4) Escrow proof:

Building escrow encryption

\\ﬁ> Schnorr would be¢linear in #updates.
=> use updatable NIZKs

15/30 1]']3



Controlled”™ Malleability in NIZKs

(updatability)

(x,w) € R

L.Update( Tx

Tw)

vy
(z',w') € R
Nl

z)

jﬂﬂ( T (w)

* NB: Not to be confused with Controlled Malleability as a security notion

16/30 1dhs



Controlled”™ Malleability in NIZKs

(updatability)

NIZK.Prove

(r,w) eR —— T

L.Update( Tx

Tw)

vy
(z',w') € R
Nl

z)

jﬁﬂ( Tw(w)

* NB: Not to be confused with Controlled Malleability as a security notion

16/30 1dh3



Controlled”™ Malleability in NIZKs

(updatability)

NIZK.Prove

(r,w) eR —— T

L.Update( CZ_;3

Tw)

|

\

\

|

\

|

|

| %
A%

/

v
w.r.t. /
(2',w") € R ¢ > T
|
z)

NIZK.Update (TW)

\

jﬁﬂ( Tw(w)

* NB: Not to be confused with Controlled Malleability as a security notion

16/30 1ﬂh3



Landscape of Malleable NIZKs

CRS

(?folding) common ref str
F{ heavy
&ﬁ§»~"“”"# malleable via recursion
et STARKs
Spar/tan Halo
Frgraedown A Pinocchio
; Biniys Sonic
: Bulletproofs PLONK KZG Grothlé
: Plonk IPA randomizable
Polymath

.. Compressed 3

FH NIZKs
Groth-Sahai

[CLPO21] spss:  [GOSO6]
[KSD19]

[CH20] [CLPK22]

non-malleable
(Strong Simulation-Extragtable)

lightweight

malleable w/o recursion

17/30 1ahs



[CH20] 1s akin to the Z-protocol

(M, ®) <& Dyar

P V
[x], w [x]
r (E Z]; [a]

é’//’g//’ e & Lip
*& gheck
M(x)]d = [O(x)]e + [a]

For the algebraic language:

Lag={T€G" |30 eZ : M(Z) & =7}
where M(X) e pixt

Couteau, Geoffroy, and Dominik Hartmann.
"Shorter -inte

non-interactive zero-knowledge arguments and ZAPs for algebraic languages." 1
CRYPTO 2020. 18/30 “ s



CH20 NIZK

... but done with pairings

CRSGen (1%): Prove (CRS, ([M],, [®],), [x], € G}, w € Z!):
par := PG & PGGen(17) r & Z,
e &2, a], == M(x),,r € G}
CRS := (PG, [e],), T :=e d], :=[e,w+[r], €G}
return (par, CRS,T) return o := ([a], , [d],)
—
s

Verify (CRS, ((M],, [©],), %], ,0 = ([a]; , [d],)):
check
M(x)], o [d], = [©(x)] o [e], + [al, ® [1],

Couteau, Geoffroy, and Dominik Hartmann.
"Shorter non-interactive zero-knowledge arguments and ZAPs for algebraic languages." 1
CRYPTO 2020. 19/30 d s



CH20 NIZK 1is updatable!

observed 1in [CLPK22] " for a variant of CH20

T
Define Update(([ali,[d]2),T = (Tam;Taas Txms Txas Twm, LTwa)) as a function
returning 7’ = ([@’]1, [d']2) constructed as follows:

A

_ @k =T (1) 1 T+ )

Piqg ::fT@nq- kﬂg %—[2]2' Ikm 4—[1]2' jkm %—[1]2' S

where § is sampled uniformly at random.

...for blinding-compatible transformations

new notion necessary to achieve
proof updatability

* Improved Constructions of Anonymous Credentials From Structure-Preserving Signatures on Equivalence Classes 20/30 1 {
Aisling Connollyl, Pascal Lafourcade, and Octavio Perez Kempner / d s



Transformations and Blinding-Compatibility

Let  (Tym, Txa, Twm,Twa) be a valid language transformation:

(:U, w) e R ﬁ (Txm * x+Txa,Twm * 'UJ —I_Twa) e R
x=[M] w
Could we transform the proof like this?

e [d = [M)y7 — @) =T [d)y + T
el [d2 = [e]2 - @ + [ (]2 = Tum - [d]2 + Tua

21/30 11“3



Transformations and Blinding-Compatibility

Let  (Tym, Txa, Twm,Twa) be a valid language transformation:
(r,w) e R = (Tum -+ Txay Twm - W+ Tywa) € R

x=[M] w
Could we transform the proof like this?
s @1 = [M]1T —— @) =T [dh + T
ez ]2 = [€]2 - W+ [7]2 [d']2 = Twm - [d]2 + Tua

This does not work!(kﬂ1,kﬂ2) are unlike a proper inst/wit
because witness 1is not uniformly distributed!

Therefore we require T to be blinding-compatible: ElTam,Taa.\V/LE c [,,\V/S

uniform; pseudo-witness

M(:;) §> +Taa — M(Txm f) +Txa ’ (Twm | §+ Twa)
t

T instance

pseudo-instance

C[;n1' (

21/30 11“3



UBlu with updatable NIZKs

[oaom
g g g regulator learns:

‘g whether P(t,2) =0
E1Gamal update eval SS

{Encpr(z't)} = {Encp(#'t)} == Enc, (3 - P(t, 7))

where

r=x+ux,

22/30 1dh3



UBlu with updatable NIZKs

jooo

o O[]
é;g {;X regulator learns:
-g whether P(t,2) =0

T T

ElGamal update eval SS

{Encpk(z't?)} == {Encp(2't!)} —> Encp (8- P(t, %))
s T  veri
7 verifies
where
Tr=ux+ x,

Use CH20 to prove consistency of update/eval

22/30 1Ah3



UBlu with updatable NIZKs

jooo

o O[]
é;g {;X regulator learns:
-g whether P(t,2) =0

T T

ElGamal update eval SS

{Encpk(z't?)} == {Encp(2't!)} —> Encp (8- P(t, %))
s T  veri
7 verifies
where
Tr=ux+ x,

Use CH20 to prove consistency of update/eval

(Z:th;j’rt f:Gj:S")lf‘x |
A=GYH" (A;, D;) = (GTE, GE-B gFaw @) for ; ¢ [d]

22/30 1Ah3



History: Tracking updates

M« vpd (4,9

> >

to next updater

from prev. updater

Problem:
Right now we cannot reason about

"update number 1i" and order in general
since hints at each step look exactly the same

23/30 11“3



History: Tracking updates

M, tag' « Upd(] tag,¥y )

SeARTr
79 1J1=0
] s 0
>

tag

from prev. updater to next updater

{tag;}{ is a chain of l'ightwe'ight "update receipts"
tag, = (m,, X, := Com( sz

.

Schnorr proof of

XL = XL—l -G*H"

23/30 1}“3



History: Tracking updates

E,tag' <« Upd(gltag,y)
~ e i
(e B ] (4 B

t
ag > >

to next updater

from prev. updater

{tag,}; is a chain of lightweight "update receipts"
L
tag, = (m,, X, := Com() _z;))

A

Schnorr proof of

X, =X,1-G"H"

Then, VfHistory({tag,}) — {0,1} checks all proofs

tags are hiding and can be put on the bulletin board

23/30 11']3



Security Properties

» Soundness

e Verify History = extract update values {z;}
from straightline-extractable
history proofs

e Verify Hint & Escrow = Dec=[P(t, g z;) = 0]
with history tags
note: [CH20] 1is only Sound,

we can't extract

» History binding
Updates produce tags that "bind" {le‘z}

e History verifies = prefix verifies
e One can't produce alternative verifying history that has different tags
in the middle, but same suffix&prefix

» Hiding x4: Threshold, history, tags, escrow

All: game-based definitions, under DDH & NIZK assumptions
(variant of kerMDH, falsifiable)

24/30 1Al]s



Performance: Size
Object o)) sk pk hint tag esc
#G O(d?) 1 O() | 4d+5 O(1) | 4d+ O(1)
#Go O(1) 0 0 2d + 8 0 2d + 8

linear only 1in the degree
of the predicate polynomial

P(T, X)

25/30 1,][]3



Performance: Asymptotic time

Algorithm 4P 4E, 4 F,
Setup 0 O(1) O(1)
KeyGen 0 9d + O(1) 4d + O(1)
Update 0 4d* + O(d) | 1.5d* + O(d)
Escrow 0 14d + O(1) 4d + O(1)
Decrypt 0 O(1) 0
VfKeyGen 2d 4+ O(1) | 10d+ O(1) 6d 4+ O(1)
VfHint 2d+0(1) | 10d+0(1) | 6d+0(1)
VfHistory 0 O(teur) O(teur)
VfEscrow 2d+O(1) | 10d+ O(1) 6d + O(1)

{=0)}5 = {l@+y -0}

is inherently quadratic

CH20

proof update

26/30 1dhs



—
o
w

time in ms

Update —— Escrow - - - VfEscrow

- - - ViKeyGen — KeyGen ——  Setup

V{Hint

N N

quadratic

4 10 sec

1 sec

20

|
40 60 &80 100 120 140 160 180 200

degree d (parallel)

Xeon E-2286G CPU @ 4 GHz; 6 cores, 12 threads

27/30 13']3



Extensions

Arbitrary polynomial predicates:
Note: hints are consistent powers (J?—— t)z

With quadratic number of hints: ;EZt] with updates

(x+yyﬂ=:§i<;)¢‘ﬂﬂxﬂ

k=0

Escrow polynomial with given coefficients

28/30 1 1S



Extensions

Arbitrary polynomial predicates:
Note: hints are consistent powers (CU — t)"

With quadratic number of hints: ;CZt] with updates

(x+yyﬂ=:§i<;)¢‘ﬂﬂxﬂ

k=0

Escrow polynomial with given coefficients

e Multivariate polynom'ials: Run.cons1.:ruct1on.1n parallel
& bind with commitments

28/30 1 1S



Extensions

e Arbitrary polynomial predicates:
Note: hints are consistent powers (CU — t)"

With quadratic number of hints: ;CZt] with updates

1 .
(x+yyﬂ=:§:<;)¢‘ﬂﬂxﬂ
k=0
Escrow polynomial with given coefficients
e Multivariate polynom'ials: Run.cons1.:ruct1'on.'in parallel
& bind with commitments
e Non-binary outputs:
Binary predicate is [P(t, x)

returns either (rand, rand)
Secondary value on success: or (0, P_2(t,x))

(61P(t7$)752p(t7x) +P2(t7x)) g he



Open Questions

Applications:
- How powerful is the primitive with extensions?
- E.g. Euclidian distance is achievable via

P(Tx, Ty, X,Y) = (X —Tx)> + (Y — Ty)?

Applications of CH20:
- Fits many group-based commitment/signature scenarios

Lag={T€G |0 eZ : M(Z) & =7}

- Graph statistics? Asynchronous view?
- Which languages are blinding compatible?

Performance:

- Does [GKLS24] log-size optimisation apply to the updatable case?
- Supporting bigger poly-sized d?

20/30 (| 1S



Summary

- New notion: updatable blueprints
e Regulator sets { , users update &L
e Regulator learns only ijzjx%t)

- Efficiency via updatable algebraic NIZK

([CH20], of dindependent -interest)

- Extendable to more powerful predicates
and applications

ja.cr/2023/1787

. github.com/volhovm/ublu-impl/ so730 (ahe



Thank you!

Questions?



Authority, t Public bulletin board
pk, hintg
KeyGen(t) — (sk, pk, hintg) > VfKeyGen( P, pk, hintg) — 1/0
Decrypt,, (esc) — 1/0 tag, VfHistory({tag;, €;}'_;) — 1/0
VfEscrowy (esc, tag) — 1/0 <
pk ) A esc tagL,QLT tag,

Updating party, x,

VfHinty (hint,_1,tag, ;) — 1/0
> Update(hint,_y,tag, ;,z,;t) — (hint,, tag,)

Escrowp (hint,) — esc

hint,_;




CH20 Updatability: Blinding Compatible Transformations

Issue:
witnesses are not distributed uniformly,
but blinder for commitment stage 1is!

Therefore: our transformations have to work for pseudo-witnesses too

(I:thjrt %:G!IASS;JT‘AX |
A= G5« (Ay, D;) = (GT1,GE U HT W) for i € [d]

Describe BC issue and show matrices for original / BC lang

. S = Ss.

. Sk = 5xGU= U,

. Sy = GUaflre.

5141 = SA]GI"WI

. Sh, = Sp,GU=HUn W=

S = (n_;:l(sA])V« 7(U1)>GUn for i € [1,d]

8, =6v (11, s},)r) (1) pl" )U;ﬂ)HUm WV for i € [1,d]

j=1

o Gk W

-3

! —
8. 83 0441 = S342d41
9. S} =1
. 3+2d+2 —

10. 84 p0ps = (Tt (S5200) " O ) (T (40 OV ) (T y (84" 00T)
forie[1,d—1]

2/N (labs



BlindPowers({B; }ic(a], @) UpdatePowers,, ({A.—1,i, B.—1,i ficla), Tus {70, bic(a))

1: return {D, := B; - Wia}ie[d]
Evaluate({A:, Bi}icla); 5)

1: Let {Ui},‘zl:1 be Stirling numbers as
defined in Section 5.1.

2: return < I (Agji)ﬁ, 11 (BIUz)B>

i€[d] i€[d]

1: Let V; ;(X) := () X'~/

2: for i € [d] do

3: A ( ;zl(AL—l,j)Vi’j(mb))Grm
4

5

B (Go iy (Bua ) Vid 0 ) HTwi

s return {A, ;, B, ;i }ica)




Setup(1*, pp)

[ = )

: parse pp as
: pPgLe < BLG.Setup(1*; Gy, G)

% To ensure
the pairing system

(G1,G, 9, Pa)

% Blinding factors for {D; }, 1
% d comes from the predicate P, in pp

C {Witieta) € G

: (crsn, tdn) < M.Setup(1*, ppg.c)

: (crsn,, tdn,) < NéEe.Setup(1*, PPaLG)

2 pp = (PP, PPeLG: {Witic(a): 0, Pa, crsn, crsn, )
: td < (tdn, tdn, )

: return (pp, td)

KeyGen(t)

1 sk &z, H e« G*

W

10:

11:
12:
13:
14:

1 T+ Commit(t;ry)

IWe —

: {Tnvi}g:].”rt & Zq
: for i € [d] do

yA ElGamal encryptions of t'

Agi + G"0i | By, GU= gro,i

Xo + Commit(0;0) % Xo

2 g + Commit(0;0)
 xe = (H,{Ao,is Bo,i}ica): T X0, o)

t, 7, {ro,i}ticia), & =0,
7x 1= 0,{ro,i - (0 — t)}ic(a),
@1 8= (0,57 8= )
a-(£—t):=0,ra(€—t):=0
e & rIuLC.Prove(xc, we)
Tk & N“ek.Prove((H, Bo,1, %), (sk, t,70,1,7¢))
pk + (H, T, mp)

hinto < ({Ao,i, Bo,i }ie[a): Xo,mc)
return (sk, pk, hintg)

Update, (hint,—1,tag, ;,2.;t)

© 0o

1: parse tag, ; as (me,.—1,%X.,-1)

2: 1y, & Zq

3: hint, + UpdateHint(hint, —1,z,,7x,.)
4:
5
6

¢, + Commit(z,,t)

: parse hint,_y as (-, X,_1,")
: parse hint, as (-, X,, ")

H, Ty,
DM, & nc‘.Prove( X1, X0, | | e |)
€ M-t T,

: tag,  (m,, X,)
: return (hint,, tag,)

1 is the same for Pedersen BCS and

1

% Pedersen T = G'§H"t

UpdateHint,, (hint,—1, ., 7x,.) (Helper)

{A—14, BL—I.i}iE[d]v)

1: parse hint,—1 as
P ot ( X1, o1,

$
2: {TL,1}1e[d] —Z,
% T, is the input to UpdateHint
30 X, + X1 - Commit(z,;ry,.)
% = Commit(D> . (1 Tii D Txi)

4: {A.i, B, i}ic(a) < UpdatePowers ({A‘_l i Bi—1i}icqaps

@, {70 tiela)
. H,{A,—1,i,B.—1,i}icla)
5'*“_( T X, A= 1

T e a) Tt )

6: Wupd,c < ( a:=0,ry :=0

7w, & I'I.,CC.Update(wc_L_l;xc."fupa(Wupd,c ))

s hint, < ({A.i, Boitieqa)s Xos e
: return hint,

©

Escrow, (hint,)

% Partially rerandomize the hint

: ({Ai, Bi}ic(a), X, mc) = UpdateHint,, (hint., 0,0)

a, B, ra,Tp & Z;

: A+ Commit(a;ry)

B« Commit(B;rp)

: {Di}iela) + BlindPowers({Bi }ie[a], @)
(Ey, E2) + Evaluate({A;, Bi}ica): B)
: xe + (H,{Ai,Bi}icia), 5, X, % := 1)

i, 2= U e o= O}ie[d],)

HE" —
REC ( G

9: ! & ﬂfC.Update(nc;xc,T.,Pd(wupd,c))

10: we « (a,7«,8,78)
% U; are the Stirling
Ey, Bz, 8,2,

11: . < M~ Prove ((HAUi I_[DU2 >, w:)

. Ey, Bz, me,m., X,
12: esc « ({Aiqu}iE[d]ﬂL%

13: return esc

Txo =

numbers

Decrypt,, (esc)

1: parse esc as (Ey, E, )
2: M+ E;%*x By

% ElGamal decryption M = GPFP (%7
3: return [M z 1{;11

)




VfKeyGen(Pd, pk, hintg)

S T phwbe

parse pk as (H, T, mpk)
parse hintg as ({AI,B }ie[d],%,ﬂc)
assert X = 1g
assert I"IEPk.Verify(ﬂpk; (H,B1,%))

Loy ( {Ai Biticla)
assert [N5¢.Verify (7Tc, (‘3:, X H 9 :[:] 1))
return 1

Vinstorypk({tagi, Citiz1)

B W

ot

Set Xo < 1g, Tt,0 < Tpk
parse tag, as (m,,X,) for all i € [¢]
for i € ] do
assert I'IE‘.Verify (Wt,i; ( H,X;_1,%;, ) )

Ci, Tei—1

: return 1

VfHintp (hint, tag)

1:
2:

3:

parse hint as ({As, Bi}icqa), X, 7c)
parse tag as (m, X

C . A Hy{AivBl}’LG[d}
return [;<Verify <7rc, ( T, X, =1

VfEscrow, (esc, tag)

oW =

o

parse esc as ( By, By, Te, e, X
{A17D }7,6 QL %
parse tag as (- i )
assert X' = X
assert FIUEC.Verify <7rc; (H’ {‘égvgig}lie[d},>)
H,E17E27%a ))

assert ﬂﬁe.Verify <7re; (Ql {A;,D;} (d]
5 7 1 fi€e(d

: return 1




Definition 7 (Correctness). Let BC and P € Py be as in Definition 6, and A € N. A UPPB scheme

for (BC, P) is correct if the following statements hold for all pp < Setup(1*), (pp,-) < Setup(1*, pp)
(remember these are implicit in all the algorithms):

— Full correctness: for all t € V, all poly-sized sequences of values x1,...,x, € V and ty,...,t, € R:

[ VfKeyGen(pk, hintg) =1 A
for all i € [n] :

- VfHintg (hint;, tag;) = 1 A
VfEscrowp (esc;, tag;) =1 A

Decryptg, (esc;) = P(t, Z;’:l xj)

Vinstorypk({tagj,(’Ij};:l) =1A "

(sk, pk, hinto) < KeyGen(t)
for i € [n] :
(hint;, tag;) s
Update,, (hint;_1,tag; |, i, v;)
esc; - Escrowp(hint;)
¢; « Commit(z;; ;)

— Update correctness: for all pk,hinty s.t. VfKeyGen(pk, hintg) = 1, and all hint,, {tag;, €;};-, such

that VfHinty (hint,,, tag, ) =1 and

VfHistory,,, ({tag;, €;}}_1) = 1, and for all z € V,v € R:

VfHintg (hint, 41,tag, ;) =1 A
Hh=1A :

Pr | VfHistory,, ({tag;, €;} 1,

VfEscrowpi(escn41,tag, 1) =1

(hintn+1, tagn+1) s

Update, (hint,,, tag,,, =, t)
esc, 1 < Escrowp (hint, 1)
Cphi1 « Commit(x;v)

=1

In both statements, the probability is taken over the random coins internally sampled by the randomized

algorithms of UPPB.



Definition 9 (Soundness). A UPPB scheme for (BC, P) is sound if there exists a deterministic
poly-time black-box extractor Ext, such that for all PPT A:

1. Valid history can be explained in terms of base commitments: for all v > 0,

pp & Getup(1?)
(pp, td) < Setup(1*, pp)
t (pk, hintg, {tag,;, €;}:_,) 9s | < negl(A)

A(pp)
(x,,t,) < Ext(td, tag,)

VfKeyGen(pk, hintg) =1 A
Pr | VfHistory,, ({tag;, €;}i_;) =1 A
¢, # Commit(z,,t,)

2. Decryption always reveals the predicate computed for the sum of update values: for allt € V, ¢ > 0,

pp < Setup(1t)
(pp, td) <= Setup(1*, pp)
(sk, pk, hint) & KeyGen(t)
* (esc*, {tag;,C;}:_;) Ts < negl(})
A(pp, pk, hintg)
forie[1,:
i (x4, v;) < Ext(td, tag;)

VfHistory,, ({tag;, &;}i_;) =1 A
Pr | VfEscrowpy(esc*,tag,) =1 A

Decrypty (esc*) # P(t,> ., x;)




Definition 8 (History Binding). A UPPB scheme for (BC, P) is history binding if for all PPT A,
it holds that Pr[G4(1*) = 1] < negl()\), where game G4(17) is as follows:
1: pp ¢ Getup(1*); (pp, ) ¢ Setup(1*, pp)

2 (pk hinto, {{tag”, "} Juego.)) < Alpp)
3: return VfKeyGen(pk, hinty) =1 A

4: Vinstorypk({tagz(-O), ¢EO)}§=1) =1A
5 (ViHistory, ({tag”, €Tl £ 1 v
6: Vinstorypk({taggl), 0151)}§=1) =1A

7 tag!” = tag!” A Ji. (tag!”, ¢!V £ (tag!”, ng”))



Definition 10 (Threshold Hiding). A UPPB scheme for (BC, P) is threshold hiding if for all PPT
A it holds that:

pp < Getup(1*); (pp,-) < Setup(1*, pp)
(t():tl) «— A(pp) b (i {01 1}

(-, pk, hintg) <~ KeyGen(t;)

b* « A(pk, hintg)

Pr|pZp : < — + negl(\)

1
2
Tag hiding states that tags do not reveal any additional information than already revealed by € itself.

Definition 11 (Tag Hiding). A UPPB scheme for BC defined over (V,R) and P(T,X) € Py is

(perfectly) hiding in tags if, for (pp,td) & Setup(1*,V,P) allt € V, all pk, all pairs (hint,tag) such that
VfHintp (hint, tag) = 1, and for all x € V, v € R, there exists a PPT S such that:

{tag' | (-, tag’) & Updatepk(hint,tag,m,t)} = {S(td, pk, tag, € := Commit(x,t))}

where distributions are over the internal randomness of the Update algorithm and the simulator. For the
first update, this holds conditioned on hint := hintg, tag := L.



Definition 12 (Hint Hiding). A UPPB scheme for BC defined over (V,R) and P(T,X) € Py is
(computationally value) hiding in hints if, for all t € V and all PPT A, it holds that Pr[G4(1}) = 1] <
1/2 + negl()\), where game G 4(1*) is:

$

. pp < Getup(1*); (pp,-) < Setup(1*, pp)

- (-, pk, hintg) < KeyGen(t); b < {0,1}

- (hint* tag*, (@ 2 ) & A(pp, pk, hintg)
. (hint,-) < Update,, (hint", tag*,z(*), t)

5. b* & A(hint)

return b* = b A VfHintp (hint™, tag*) 1

~

N L

>

Definition 13 (Escrow hiding). A UPPB scheme for BC defined over (V,R) and P(T,X) € Py is
escrow hiding if there exists a PPT simulator S such that for all PPT A, it holds that Pr[G4 (1) = 1] <
1/2 + negl()\), where game G4(1?) is as follows:

1 (pp,td) < Setup(1*,V, P).
(t, pk, hintg, {tag;, z;,t; };_,, hint,) & Alpp)
b <& {0,1}
esc < if b =0 then Escrowpy(hint,) else S(td, pk, P(t,ziem x;),tag,)
b* < A(esc)
return b* =0 A
VfKeyGen(pk, hintg) =1 A
VfHistory, ({tag;, Commit(x;, v;)}i_;) =1 A
VfHint(hint,,tag,) = 1

L X > :



