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Problem Statement CLEES

» Similar to a cryptanalysis problem (chosen-plaintext attack)

£, fo: neural network
b .
R f: network architecture
A. O

Y 0: network parameters
plaintext «---------- T
. recover

property related to ciphertext <---------- Y -9 ---» secret key

encryption function «---------- f




Problem Statement CLEES

> Feedbacks

Lfe(a:) Pr topk(Pr) (= Prlz) z}

raw output | scores : hard label

A 9%33——» fo(x) ER? —— PreR! ——2€N

1if fo(x) >0¢else 0, d=1----- > Is it a panda?

argmax (fy(x)), d>1----- » What kind of animal is it?




The Motivation of Our Work CLEES

> Motivation

« The problem of model parameter extraction was first proposed by Baum in
1990 [1].

When the feedback is raw output, there are attacks with polynomial
computation and query complexity [5,6].

 Previous papers state that the hard-label setting (i.e., the feedback is the
hard-label) is a strong defense against model parameter extraction [2,3,4,5,6].

raw output ; scores : hard label

~ ,saéx——» fo(z) €eR* —— Pre R’ -2z N
i | | |
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» Our attack in the hard-label setting
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Basic Definitions CIEES

k deep ReLU FCN: fy(z)=f, 1000 f, 000 f,000 f
Linear layer:f;(h) =WY h 4+ bY) where W) e R%*% p¥) e R
ReLU activation function: o (k) =max(0,h)

Neuron: y =oc (W h+ b))

a 2-2-1 '

dimension of layer j: d;

input dimension: d, =[5 fo(z)
41y L2

output dimension: d;

Architecture: dy-di-----d; 1




Adversarial Goal and Assumptions

: real parameters

. extracted parameters

Goal:  Def. 1 (Extended Functionally Equivalent Extraction):
For xe R*, f,(z)=c X fy(z) where c € R" is fixed.

Def. 2 (Extended (&,6) — Functional Equivalence):

Pra:eS |:

Assumptions:

Architecture knowledge: f
Full domain inputs: z € R®

ReLU activations: max(0,h)

f@(a;)—cxfg(x)‘Se]Zl—é

Precise computations

Scalar output: d;,.; =1
Hard-label feedback: z ( fy(z))

@it F 4
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Auxiliary Concepts

Decision Boundary Point: Input located at the decision boundary.

fo(x) =0 when d,.,=1

Model Activation Pattern: The set of neuron states, denoted by P.

P=(PW PO ... P®) P(.Z.){l,if RS0 .. O m0e s 540
. . . . J 3
PO =P PY |- | PY

Model Signature: The set of local affine transformations, denoted by S,.

fo(x)=Tp x4+ Bp for P Sy ={(I'»,B5) for all the P}




Warm Up: 0-Deep Extraction Attack CTKES

0-Deep FCN: fy(z) =AM - £+ b where A® =[w(V, - wil]
Step 1 (Recover Weight Signs):

sign(w{")

fo(z) =0

Step 2 (Recover Weight Ratios}:

Finally, we have f;(z)= Jolz) (e,6) < (0,0)




k-Deep Extraction Attack: Core Idea CTKES

k-Deep FCN:

fo(z) = AV o (12 (AP (I8 (AD - 4+ 5D)) - 52)))oe 4 p+D
:Fp'x Bp

Recover Weights Layer by Layer:




k-Deep Extraction Attack: Core Idea

Under the target MAP, the real and extracted LATSs are:

d; . d;, .
fo(x) =G5’ ((Z w’) Céﬁ”) T+ + (Z w’) Céfdo”) xdo) + Bj
v=1 —

(&= )
/Z’wiﬁ?Céfl” Zw](go(z 1)
(@) =T 2+ Br=|| 71+ vy |+ B>
WO WO
([gwoss]] {[Gwmess])

A system of linear equations:

d;—1
D L

AN() N (i—1 v=
ngiCik ' = — , for ke{1,---dy}
v=1 Zw](_iv)céil—l)
v=1
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k-Deep Extraction Attack: Core Idea
Finally,we have:
fo(z)
f@(x) — 1 4 ’
ZwéknLl)C?g’kl) (e,6) < (0,0)
v=1
) . ]
wil XY w{ VO wi x| wf Y
2 (4) L v=1
Aj T d, . 9 3
> w oy " Wl O
| v=1 _
A~ () (2)
p(i) — — 1 R AP ba, ,7}6{1, -~,k+1}
> wHoliy D wihei
| | v=1 v=1 _
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Practical Experiments

Table 1. Experiment results on untrained k-deep neural networks. Table 2. Experiment results on neural networks trained on MNIST or CIFARI10.
Architecture|Parameters| e | PMR |Queries (£,0) max|0 — 6| task architecture jaccuracy |parameters| e | Queries | (¢,0) |max|f — 6|

512-2-1 1029 110~ 2] 100% | 21935 91221 9—16:88 ‘0 vs 1 784-2-1 | 0.9035 1573 [10~ 2™ (|27 27
10-24| 100% | 21959 9—19.84 9—24.62 10-14| 92032 |9—20.56| o—22.81

2048-4-1 3201 10~ 12[99.98%| 22332 =377 o—10.44 ‘2 vs ‘3’ 784-2-1 | 0.8497 1573 [P 2t || goeh [ petes
10-14| 100% | 22851 9—13.70 5—17.75 10-14| 92032 |9-14.32| o-15.06

25120-4-1 100489 |10~ '%]99.98% [ 22622 9—2.99 o—Ta.67 ‘4’ vs ‘5’ 7491 0.8570 1573 10~ 12| 22002 o—8AT 5—8.82
10-16| 100% | 226:67 9—13.01 9—23.19 ¢ 1 - endil| - B (T i

50240-2-1 100485 [10-T%[99.99%| 22555 5—720 5—15.58 ‘6’ vs ‘T’ 784-2-1 0.9290 1573 1 2'20'1I 9= 2_—‘:‘93
10-18| 1009 | 22631 o—14.44 0—22.67 10_1'4 2"20‘32 9 —-1280 2_12""1

39991 e 10-2[ 100% | 277=2 5—10.99 5~ TATS ‘8" vs ‘9 784-2-1 0.9501 1573 107 210'11 2_1?'?5 2_11'b"Z
10-14| 100% | 21756 9—18.21 9—20.61 10_1f4 2.2'0“2 2908 2_21'.72

E 19500 1035 10=T2(99 9997 52T39 5=T03T 5=TT0T airplane vs | 3072-2-1 | 0.8120 6149 10:: 22;:’2 2_—142-?1 2_—1:-4;)
107 | 100% | 2" 2 z ?)utgnmbile 3072-2-1 | 0.6890 6149 18 = 322“"7 22 a7 22 "8"

=12 ; VPR =610 =137 ird vs cat | 3072-2- <00 ) ) ' T o

1024-2-2-1 2059 18_14 9?0‘())9(7% 322‘49 22_14.16 3_20‘38 10_1‘4 2'2‘2.29 9—12.27 2—14.'73
= — : deer vs dog | 3072-2-1 | 0.6870 6149 [10~ | 20T 2705 T

e: the precision used to find decision boundary points. 10-14| 92222 |9-13.19| o5-15.82
max|f — 6|: the maximum extraction error of model parameters. frog vs horse| 3072-2-1 | 0.8405 6149 10-12[ 22208 [9=956 [ o—10.7T
PMR: prediction matching ratio. 10~ 14| 92229 |9-13.58| 9—15.58

ship vs truck| 3072-2-1 | 0.7995 6149 |10 2529 | 27e%R | 973N
10—14 222.29 2—12.95 2—13.02

max|f — 6|: the maximum extraction error of model parameters.

( 8, O )—FU.DCtiOIlal Equivalence accuracy: classification accuracy of the victim model fy.

for saving space, prediction matching ratios are not listed.
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