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Provide the challenge 

info in advance

Selective security:

State-of-the-art [ZLZ+24]:

 Simple linear/quadratic function

 Very selective security

Existing generic framework [BLM+24]:

Linear RFE ⇒ Bounded RFE

Our focus
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 Adaptive SIM security

 Post-quantum security

 Unbounded users, i.e., compact parameters of size 𝑝𝑜𝑙𝑦(log 𝐿)

Global Registered Broadcast Encryption ⇒ Bounded RFE

Our result: a new generic framework

Pairing: MDDH assumption 

Lattice: (evasive) LWE assumptions
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Our Technique

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

Bounded RFE

Easy [HLLW23]

All 𝐿 ≥ 1 users register functions 

into the system in one shot
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𝐸𝑛𝑐(𝑚𝑝𝑘, 𝑥) → 𝑐𝑡𝑥

𝑚𝑝𝑘
𝑝𝑘1 ⋯𝑝𝑘2 𝑝𝑘𝑛

𝑝𝑘1,𝐶[1] ⋯𝑝𝑘2,𝐶[2] 𝑝𝑘𝑛,𝐶[𝑛]

𝑐𝑡𝑥 = {𝑃𝐾𝐸. 𝐸𝑛𝑐(𝑝𝑘𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

Garble universal circuit 

𝑈 𝑥 𝐶 = 𝐶(𝑥)



𝑙𝑎𝑏𝑛, ҧ𝐶[𝑛]𝑙𝑎𝑏2, ҧ𝐶[2]𝑙𝑎𝑏1, ҧ𝐶[1]

𝑙𝑎𝑏𝑛,𝐶[𝑛]𝑙𝑎𝑏2,𝐶[2]𝑙𝑎𝑏1,𝐶[1]

Basic Construction

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝐷𝑒𝑐(ℎ𝑠𝑘, 𝑠𝑘, 𝑐𝑡𝑥) → 𝐶(𝑥)

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 = 1, 𝑄 = 1) → 𝑐𝑟𝑠

𝐺𝑒𝑛(𝑐𝑟𝑠, 𝑖) → 𝑝𝑘𝑖, 𝑠𝑘𝑖

𝐴𝑔𝑔(𝑐𝑟𝑠, {𝑝𝑘𝑖 , 𝐶𝑖}𝑖∈[𝐿]) → (𝑚𝑝𝑘, {ℎ𝑠𝑘𝑖}𝑖∈[𝐿])

𝑉𝑒𝑟(𝑐𝑟𝑠, 𝑖, 𝑝𝑘𝑖) → 0/1

𝐸𝑛𝑐(𝑚𝑝𝑘, 𝑥) → 𝑐𝑡𝑥

𝑚𝑝𝑘
𝑝𝑘1 ⋯𝑝𝑘2 𝑝𝑘𝑛

𝑝𝑘1,𝐶[1] ⋯𝑝𝑘2,𝐶[2] 𝑝𝑘𝑛,𝐶[𝑛]

𝑐𝑡𝑥 = {𝑃𝐾𝐸. 𝐸𝑛𝑐(𝑝𝑘𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

Use 𝑠𝑘𝑤,𝐶[𝑤] to recover labels and evaluate 𝐶(𝑥)

Garble universal circuit 

𝑈 𝑥 𝐶 = 𝐶(𝑥)



Trivial Solution

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑝𝑘1,𝐶1[1]
𝑝𝑘1,𝐶2[1]

⋯

When 𝐿 = 2, register circuits 𝐶1 and 𝐶2:  

𝑐𝑡𝑥 = {𝑃𝐾𝐸. 𝐸𝑛𝑐(𝑝𝑘𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

𝑝𝑘2,𝐶1[2]
𝑝𝑘2,𝐶2[2]

𝑝𝑘𝑛,𝐶1[𝑛]
𝑝𝑘𝑛,𝐶2[𝑛]

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 > 1, 𝑄 = 1) → 𝑐𝑟𝑠



Trivial Solution

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑝𝑘1,𝐶1[1]
𝑝𝑘1,𝐶2[1]

⋯

When 𝐿 = 2, register circuits 𝐶1 and 𝐶2:  

𝑐𝑡𝑥 = {𝑃𝐾𝐸. 𝐸𝑛𝑐(𝑝𝑘𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

𝑝𝑘2,𝐶1[2]
𝑝𝑘2,𝐶2[2]

𝑝𝑘𝑛,𝐶1[𝑛]
𝑝𝑘𝑛,𝐶2[𝑛]

Generalized 𝑅𝐹𝐸.𝑚𝑝𝑘

𝑝𝑘1,𝐶1[1]
⋮

𝑝𝑘1,𝐶𝐿[1]

⋯
𝑝𝑘2,𝐶1[2]

⋮
𝑝𝑘2,𝐶𝐿[2]

𝑝𝑘𝑛,𝐶1[𝑛]
⋮

𝑝𝑘𝑛,𝐶𝐿[𝑛]

× Too heavy: 𝑝𝑜𝑙𝑦(𝐿)-size parameters

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 > 1, 𝑄 = 1) → 𝑐𝑟𝑠



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

Our idea: replace PKE with slotted 

Registered Broadcast Encryption 

(RBE) 

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 > 1, 𝑄 = 1) → 𝑐𝑟𝑠



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑚𝑝𝑘1,0 ⋯𝑚𝑝𝑘2,0 𝑚𝑝𝑘𝑛,0

𝑚𝑝𝑘1,1 ⋯𝑚𝑝𝑘2,1 𝑚𝑝𝑘𝑛,1

Our idea: replace PKE with slotted 

Registered Broadcast Encryption 

(RBE) 

𝑅𝐹𝐸. 𝑐𝑡𝑥 = {𝑅𝐵𝐸. 𝐸𝑛𝑐(𝑚𝑝𝑘𝑤,𝑏 , 𝑆𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

𝑅𝐹𝐸. ℎ𝑠𝑘𝑖 = {𝑅𝐵𝐸. ℎ𝑠𝑘𝑖,𝑤,𝑏}

Register

𝑝𝑘2,𝐶1[2] 𝑝𝑘2,𝐶2[2]

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 > 1, 𝑄 = 1) → 𝑐𝑟𝑠



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑚𝑝𝑘1,0 ⋯𝑚𝑝𝑘2,0 𝑚𝑝𝑘𝑛,0

𝑚𝑝𝑘1,1 ⋯𝑚𝑝𝑘2,1 𝑚𝑝𝑘𝑛,1

Our idea: replace PKE with slotted 

Registered Broadcast Encryption 

(RBE) 

𝑅𝐹𝐸. 𝑐𝑡𝑥 = {𝑅𝐵𝐸. 𝐸𝑛𝑐(𝑚𝑝𝑘𝑤,𝑏 , 𝑆𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

Example: If 𝐶1 𝑤 = 𝐶2 𝑤 , both user 1 

and user 2 can recover 𝑙𝑎𝑏𝑤,𝐶𝑖 𝑤 from 𝑐𝑡𝑥

∥
{1,2}

𝑅𝐹𝐸. ℎ𝑠𝑘𝑖 = {𝑅𝐵𝐸. ℎ𝑠𝑘𝑖,𝑤,𝑏}

Register

𝑝𝑘2,𝐶1[2] 𝑝𝑘2,𝐶2[2]

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 > 1, 𝑄 = 1) → 𝑐𝑟𝑠



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑚𝑝𝑘1,0 ⋯𝑚𝑝𝑘2,0 𝑚𝑝𝑘𝑛,0

𝑚𝑝𝑘1,1 ⋯𝑚𝑝𝑘2,1 𝑚𝑝𝑘𝑛,1

Our idea: replace PKE with slotted 

Registered Broadcast Encryption 

(RBE) 

𝑅𝐹𝐸. 𝑐𝑡𝑥 = {𝑅𝐵𝐸. 𝐸𝑛𝑐(𝑚𝑝𝑘𝑤,𝑏 , 𝑆𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

𝑅𝐹𝐸. ℎ𝑠𝑘𝑖 = {𝑅𝐵𝐸. ℎ𝑠𝑘𝑖,𝑤,𝑏}

⋯

Register

𝑝𝑘2,𝐶1[2] 𝑝𝑘2,𝐶2[2] 𝑝𝑘2,𝐶𝐿[2]

Still heavy: 

when 𝑆𝑤,𝑏 = 𝐿, it has 𝑚𝑝𝑘𝑤,𝑏 , ℎ𝑠𝑘𝑖,𝑤,𝑏 ,

𝑐𝑡𝑥 = 𝑝𝑜𝑙𝑦 𝑆 , log 𝐿 = 𝑝𝑜𝑙𝑦(𝐿)

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿 > 1, 𝑄 = 1) → 𝑐𝑟𝑠



New Primitive

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

The formal definition of Global (slotted) RBE 

𝐷𝑒𝑐(ℎ𝑠𝑘, 𝑠𝑘, 𝑐𝑡) → 𝑚𝑠𝑔/⊥

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿) → 𝑐𝑟𝑠

𝐺𝑒𝑛(𝑐𝑟𝑠, 𝑖) → 𝑝𝑘𝑖, 𝑠𝑘𝑖

𝐴𝑔𝑔(𝑐𝑟𝑠, {𝑖, 𝑝𝑘𝑖}𝑖∈[𝐿]) → (𝑚𝑝𝑘, {ℎ𝑠𝑘𝑖}𝑖∈[𝐿])

𝑉𝑒𝑟(𝑐𝑟𝑠, 𝑖, 𝑝𝑘𝑖) → 0/1

𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚𝑠𝑔) → 𝑐𝑡



New Primitive

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

The formal definition of Global (slotted) RBE 

𝐷𝑒𝑐(ℎ𝑠𝑘, 𝑠𝑘, 𝑐𝑡) → 𝑚𝑠𝑔/⊥

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿) → 𝑐𝑟𝑠

𝐺𝑒𝑛(𝑐𝑟𝑠, 𝑖) → 𝑝𝑘𝑖, 𝑠𝑘𝑖

𝐴𝑔𝑔(𝑐𝑟𝑠, {𝑖, 𝑝𝑘𝑖}𝑖∈[𝐿]) → (𝑚𝑝𝑘, {ℎ𝑠𝑘𝑖}𝑖∈[𝐿])

𝑉𝑒𝑟(𝑐𝑟𝑠, 𝑖, 𝑝𝑘𝑖) → 0/1

𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚𝑠𝑔) → 𝑐𝑡

𝑚𝑝𝑘 , ℎ𝑠𝑘𝑖 , 𝑐𝑡 = 𝑝𝑜𝑙𝑦(log 𝐿)

Efficiency



New Primitive

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

The formal definition of Global (slotted) RBE 

𝐷𝑒𝑐(ℎ𝑠𝑘, 𝑠𝑘, 𝑐𝑡) → 𝑚𝑠𝑔/⊥

𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝐿) → 𝑐𝑟𝑠

𝐺𝑒𝑛(𝑐𝑟𝑠, 𝑖) → 𝑝𝑘𝑖, 𝑠𝑘𝑖

𝐴𝑔𝑔(𝑐𝑟𝑠, {𝑖, 𝑝𝑘𝑖}𝑖∈[𝐿]) → (𝑚𝑝𝑘, {ℎ𝑠𝑘𝑖}𝑖∈[𝐿])

𝑉𝑒𝑟(𝑐𝑟𝑠, 𝑖, 𝑝𝑘𝑖) → 0/1

𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚𝑠𝑔) → 𝑐𝑡

All registered users 

can decrypt ct
𝑚𝑝𝑘 , ℎ𝑠𝑘𝑖 , 𝑐𝑡 = 𝑝𝑜𝑙𝑦(log 𝐿)

IND Security

𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚𝑠𝑔) ≈ 𝐸𝑛𝑐(𝑚𝑝𝑘, 𝑟𝑎𝑛𝑑𝑜𝑚)
for adversary who has no idea about any 𝑠𝑘

Functionality Efficiency



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑚𝑝𝑘1,0 ⋯𝑚𝑝𝑘2,0 𝑚𝑝𝑘𝑛,0

𝑚𝑝𝑘1,1 ⋯𝑚𝑝𝑘2,1 𝑚𝑝𝑘𝑛,1

𝑝𝑘𝑛,𝐶1[𝑛]

𝑝𝑘𝑛,𝐶2[𝑛]

𝑝𝑘𝑛,𝐶𝐿[𝑛]
⋯

Our solution: replace RBE with GRBE 

𝑅𝐹𝐸. ℎ𝑠𝑘𝑖 = {𝐺𝑅𝐵𝐸. ℎ𝑠𝑘𝑖,𝑤,𝑏}



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑅𝐹𝐸.𝑚𝑝𝑘

𝑚𝑝𝑘1,0 ⋯𝑚𝑝𝑘2,0 𝑚𝑝𝑘𝑛,0

𝑚𝑝𝑘1,1 ⋯𝑚𝑝𝑘2,1 𝑚𝑝𝑘𝑛,1

𝑅𝐹𝐸. 𝑐𝑡𝑥 = {𝐺𝑅𝐵𝐸. 𝐸𝑛𝑐(𝑚𝑝𝑘𝑤,𝑏 , 𝑆𝑤,𝑏 , 𝑙𝑎𝑏𝑤,𝑏)}

𝑝𝑘𝑛,𝐶1[𝑛]

𝑝𝑘𝑛,𝐶2[𝑛]

𝑝𝑘𝑛,𝐶𝐿[𝑛]

 𝑅𝐹𝐸.𝑚𝑝𝑘 , 𝑅𝐹𝐸. ℎ𝑠𝑘𝑖 , 𝑅𝐹𝐸. 𝑐𝑡𝑥 = 𝑝𝑜𝑙𝑦(𝑛, log 𝐿)

⋯

Our solution: replace RBE with GRBE 

𝑅𝐹𝐸. ℎ𝑠𝑘𝑖 = {𝐺𝑅𝐵𝐸. ℎ𝑠𝑘𝑖,𝑤,𝑏}



Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

Adaptive SIM Security:

For a corrupted user with circuit 𝐶, we can simulate 𝑐𝑡𝑥 as follows:



𝑙𝑎𝑏𝑛,𝐶[𝑛]𝑙𝑎𝑏2,𝐶[2]𝑙𝑎𝑏1,𝐶[1]

Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑚𝑝𝑘1,𝐶[1] ⋯𝑚𝑝𝑘2,𝐶[2] 𝑚𝑝𝑘𝑛,𝐶[𝑛]

Adaptive SIM Security:

For a corrupted user with circuit 𝐶, we can simulate 𝑐𝑡𝑥 as follows:

Simulated by garbled circuit 

only using 𝐶(𝑥)



𝑙𝑎𝑏𝑛, ҧ𝐶[𝑛]𝑙𝑎𝑏2, ҧ𝐶[2]𝑙𝑎𝑏1, ҧ𝐶[1]

𝑙𝑎𝑏𝑛,𝐶[𝑛]𝑙𝑎𝑏2,𝐶[2]𝑙𝑎𝑏1,𝐶[1]

Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑚𝑝𝑘1,𝐶[1] ⋯𝑚𝑝𝑘2,𝐶[2] 𝑚𝑝𝑘𝑛,𝐶[𝑛]

𝑚𝑝𝑘1, ҧ𝐶[1] ⋯𝑚𝑝𝑘2, ҧ𝐶[2] 𝑚𝑝𝑘𝑛, ҧ𝐶[𝑛]

Adaptive SIM Security:

For a corrupted user with circuit 𝐶, we can simulate 𝑐𝑡𝑥 as follows:

Simulated by garbled circuit 

only using 𝐶(𝑥)

Randomized by RBE since 

he has no decryption accessRandom Random Random



𝑙𝑎𝑏𝑛, ҧ𝐶[𝑛]𝑙𝑎𝑏2, ҧ𝐶[2]𝑙𝑎𝑏1, ҧ𝐶[1]

𝑙𝑎𝑏𝑛,𝐶[𝑛]𝑙𝑎𝑏2,𝐶[2]𝑙𝑎𝑏1,𝐶[1]

Multi-Slot Setting 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

𝑚𝑝𝑘1,𝐶[1] ⋯𝑚𝑝𝑘2,𝐶[2] 𝑚𝑝𝑘𝑛,𝐶[𝑛]

𝑚𝑝𝑘1, ҧ𝐶[1] ⋯𝑚𝑝𝑘2, ҧ𝐶[2] 𝑚𝑝𝑘𝑛, ҧ𝐶[𝑛]

Adaptive SIM Security:

For a corrupted user with circuit 𝐶, we can simulate 𝑐𝑡𝑥 as follows:

Simulated by garbled circuit 

only using 𝐶(𝑥)

Randomized by RBE since 

he has no decryption accessRandom Random Random

Adaptive IND secure GRBE ⇒ Adaptive SIM secure Bounded RFE



 Registered Attribute-Based Encryption (RABE)

Refer to Freitag-Waters-Wu generic compiler for Flexible/Distributed Broadcast Encryption 

[FWW23], but it needs dummy attribute/policy, incurring extra costs.

 This work: efficient schemes with adaptive security

Construct Global RBE

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

GRBE ⇐ Zhu et al.’s pairing-based 

RABE [ZZGQ23]

GRBE ⇐ Transformation from lattice-

based Witness Encryption [FWW23]

Compact crs ⇒ RFE with unbounded users



Multi-Key Security 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

This bootstrap can be done by Gorbunov-

Vaikuntanathan-Wee approach [GVW12]



Multi-Key Security 

1-bound 1-slot RFE ⇒ 1-bound L-slot RFE ⇒ Q-bound L-slot RFE

This bootstrap can be done by Gorbunov-

Vaikuntanathan-Wee approach [GVW12]
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Summary

We present a generic construction for bounded RFE for circuits:

 Only requires a weak primitive namely Global Registered Broadcast Encryption 

which is implied by RABE

 Adaptive simulation-based security

 Concrete instances over pairings or lattices

 All parameters of size 𝑝𝑜𝑙𝑦(𝑄, log 𝐿) as long as the underlying GRBE also owns 

parameters of size 𝑝𝑜𝑙𝑦(log 𝐿)



Thank You!


