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Fully Homomorphic Encryption



ully Homomorphic Encryption

e Fully Homomorphic Encryption (FHE) allows computation on encrypted data.

MV-NTT @ CRYPTO-2024 Aikata



ully Homomorphic Encryption

e Fully Homomorphic Encryption (FHE) allows computation on encrypted data.

e Enables secure processing of sensitive data in untrusted environments.

00()

Enc(data)

Enc( foo(data) )
Dec() gives foo(data) Cloud homomorphically

evaluates foo()
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ully Homomorphic Encryption

Privacy Homomorphisms
—Rivest,Adleman,Dertouzos
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ully Homomorphic Encryption
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ully Homomorphic Encryption

e FHE schemes are computationally intensive.
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ully Homomorphic Encryption

e FHE schemes are computationally intensive. 10,000-100,000x plain comp.

Solution: Hardware Acceleration.
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ully Homomorphic Encryption

e FHE schemes are computationally intensive. 10,000-100,000x plain comp.

Solution: Hardware Acceleration.
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ully Homomorphic Encryption
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Acceleration Challenges



hallenges in accelerating Homomorphic Encryption

Many polynomial arithmetic operations

e Large degree polynomial arithmetic
e Long integer arithmetic
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hallenges with practical realization of Homomorphic Encryption
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hallenges in accelerating Homomorphic Encryption

Many polynomial arithmetic operations-Handled using NTT/INTT unit

e Large degree polynomial arithmetic
e Long integer arithmetic
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TT Transformation

a NTT

NTT(a) - NTT(b) a-b

b NTT
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a NTT
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TT Transformation

a NTT

NTT(a) - NTT(b) a-b

NTT transformation for 1600-bit @ is very expensive.
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esidue Number System

Ciphertexts are} polynomials in
Rg=12Zg X"+1>

After CRTﬁ JlAfter conversion to RNS
mod g0 @1 ¢ gr—2 g1

L parallel threads
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esidue Number System

polynomials in
X"+1>

Ciphertexts are
Rg=12Zg

After CRTﬁ JlAfter conversion to RNS
mod g0 @1 ¢ gr—2 g1

L parallel threads

One NTT transformation is cheap, but it has to support multiple moduli.
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rior Works

F1 - MICRO’21
REED — Arxiv’23 Component Area [mm?] TDP [W]
Comy 28nm (mm?) 7nm (mm?) [NTTFU 227 4.80]
102464 | 512x128 | 1024x64 | 512x128 Automorphism FU 3 —
REEDFU 0§07 %Y Mliply FU 025060
NTTINTT 382 6.8 561 79 AddFU 0.03 0.05
TXMAS 71 3 042 076 Vector RegFile (512 KB) 0.56 1.67
PRNG 0:] 5 0.‘28 0:02 0:04 Compute cluster 3.97 8.75
2% AUT 0.14 0.32 0.02 0.04 (NTT, Aut, 2x Mul, 2x Add, RF)
Memory 16.1 16.1 1.2 1.2 Total compute (16 clusters) 63.52 140.0
ARK — ISCA’22 CraterLake — ISCA’22
2
Component Area (mm?) Peak power (W) Component Area [mm®]
4 BConvUs 9.3 18.9 CRB FU 158.8
[ANTTUs 572 952 | ||INTTFU 28.1)
4 AutoUs 20.6 4.6 Automorphism FU 9.0
8 MADUs 8.9 24.7 KSHGen FU 3.3
Multiply FU 2.2
Add FU 0.8
Total FUs (CRB, 2xNTT, 240.5
Aut, KSHGen, 5xMul, 5xAdd)
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roblem Statement

Can we make modular multiplications in the NTT/INTT units extremely inexpensive
and ensure NTT reusability 7
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The Fermat-number based
Technique




The ' ermat-number based Technique

The FNTT method:

Use the Fermat number (P = 2K + 1) as an auxiliary modulus before NTT.
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The ' ermat-number based Technique

The FNTT method:

Use the Fermat number (P = 2K + 1) as an auxiliary modulus before NTT.

NTTp

>{ZP}N
O e

i X] — ARy, 4 ‘RP ﬁNTTp {ZP}N
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The ' ermat-number based Technique

Advantages:

e All modular multiplications during NTT/INTT are transformed into simple shift
operations. — Multiplier-less NTT
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The ' ermat-number based Technique

Advantages:

e All modular multiplications during NTT/INTT are transformed into simple shift
operations. — Multiplier-less NTT

e The roots of unity modulo P are powers-of-two. — No storage required
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The ' ermat-number based Technique

Challenge:

B P =2X 41 K has K power-of-two twiddle factors.
B With K-th root of unity, we can perform %—point negacyclic NTT.
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The ' ermat-number based Technique

Challenge:

B P =2X 41 K has K power-of-two twiddle factors.
B With K-th root of unity, we can perform %—point negacyclic NTT.

Example: For N = 210, required K =21 — P = 22° 4+ 1. (65, 536-bit large modulus)
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The ' ermat-number based Technique

Challenge:

B P =2X 41 K has K power-of-two twiddle factors.
B With K-th root of unity, we can perform %—point negacyclic NTT.

Example: For N = 210, required K =21 — P = 22° 4+ 1. (65, 536-bit large modulus)
The auxiliary modulus is 1,214 larger than actual moduli g; (e.g., 54-bit).
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The ' ermat-number based Technique

Solution: We propose utilizing univariate polynomial to multivariate switch.

MV-NTT @ CRYPTO-2024 Aikata



The ' ermat-number based Technique

Solution: We propose utilizing univariate polynomial to multivariate switch.

NTTp

{ZP}N

SO
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The ' ermat-number based Technique

Solution: We propose utilizing univariate polynomial to multivariate switch.

Lq, [X] id Ry, emb R,P — S.P . {{ZP}KZ}Z
OO0 -0k
Zq;[X] < | Rai (mod qp) X7 Srever SVP T, {{ZP}Ki}f:
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The ' ermat-number based Technique

Our technique: For N = 216, we take required K = 27 — P =22 4 1.
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The ' ermat-number based Technique

Our technique: For N = 216, we take required K = 27 — P =22 4 1.

B With K-th root of unity, we can perform %-point negacyclic NTT.
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The ' ermat-number based Technique

Our technique: For N = 216, we take required K = 27 — P =22 4 1.
B With K-th root of unity, we can perform %-point negacyclic NTT.

We break Rq = Z(;,/(X216 + 1) as follows:

= (X2 +1)
= (X¥ +1) x (X2 +1)
= (X 4 1) < (XT +1) x (X2 +1)
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The ' ermat-number based Technique

Toy Example: For N =25 and K = 2% — P =22 4+ 1.
Rq="7Zq/(X¥ +1) =  (XT+1)x(X¥ +1)x (X +1)
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The ' ermat-number based Technique

Toy Example: For N =25 and K = 2% — P =22 4+ 1.
Rq="7Zq/(X¥ +1) =  (XT+1)x(X¥ +1)x (X +1)

N
S
- =laselaazloaslrol o] 0T 0 1‘0_ 'IbszllbnIba4lbsslbsslbsvlbsslbg 1 pr——l|i
:fo_z:l o af 0__0 9 (:U ,\bo b1 |ba|bg|by|bs|bs b7£ Heo [ es T dp |dy [l
a4 |as |ag a7 [0 10100 fp 98 | bg |b10|b11[b12[b13[b14 )15}, [c16[c2a | dy |ds |H[H]
ag |ag [atofag [0 0 | 0| O [o7] b16|b17{a18[b1o[b2o b1 |bz |basfe.] c39[cao| | dy |ds |1}
la12]a13fa14)a1s| 0] 0 [ 0] 0 [o7|FNTTs |b2a|b2s|bas|bar|bas|b20 30 [b31]0] c4s|cs6 | H | FNTTS |dg |d7
ofofofofofo]ofofg]™>[ofo[o[o[o]o[o0[s] corlenalHl ™ [esalerz
ofofofofofofofofg] ofofofofofofofofg] oo lcas|L cso|css
ofofofofofo]o[og] ofofofofofo]o[ofg] ooEroa Lt | cooErod L]
ofofofofofofofo[ ojlofojojofo]ofo[ :cs ¢g |c10[c11|c12|c13|C14C15| 1126120 H i 11212 i
(2 x8x8) (2x8x38) (8x2x38) (8 x8x2) (8 x8x2)
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The ' ermat-number based Technique

Implications:

e The auxiliary modulus is only 2x larger than actual moduli g; (e.g., 54-bit).
e The number of coefficients increase by 4x.
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The ' ermat-number based Technique

Implications:

e The auxiliary modulus is only 2x larger than actual moduli g; (e.g., 54-bit).
e The number of coefficients increase by 4x.

The multivariate has 8x more data overhead than the prior 1,214 x overhead.
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The Implementation Methodology




The mplementation Methodology

Building Blocks of an FHE accelerator:

e NTT/INTT Unit
e Multiply-and-Accumulate Unit
e Automorphism/Conjugation Unit
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The mplementation Methodology

The Communication vs Computation trade-off: Data in FNTT form is 8x larger
than data in prior NTT forms.
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The mplementation Methodology

The Communication vs Computation trade-off: Data in FNTT form is 8% larger
than data in prior NTT forms.

NTT(a)

4
e %> =30
MEMORY #Z=>1C O 0
NTT(a) - NTT(b) 4 ( ) D

bw
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The mplementation Methodology

The Communication vs Computation trade-off: Data in FNTT form is 8% larger
than data in prior NTT forms.

MV-NTT(a)

/
7 0
>0
MVNTT(@-b) s ( 1 0)
bw -8
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The mplementation Methodology

The Communication vs Computation trade-off: Data in FNTT form is 8x larger
than data in prior NTT forms.

{0
MEwORY A0
et eI

W

NTT — x — INTT
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ardware Architecture

To support increased MV-NTT/MV-INTT overhead, we instantiate multiple units.

(e ) ? (MV-(ONTT | PRNG ([ =)
= — > '
A= =
= “ | MV-(DNTT 2 x AUT : % :
1 = — '
| 2 <}::> - — 2 x MAC, |2 2|
B = | (MV-(DNTT £ % :
B — !
L & = 2 x MAC,, ; '
| = 2 |(MV-ONTT : S % ;
ii} —J : [4 a LlftquFK] ~— E
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mplementation Results

The results are for the 28nm ASIC technology, and our design runs at 1.2GHz.

Building Block Area (mm?)
MV-NTT/INTT 4x21.5 (vs. 38.2mm? [REED])
MV-NTT/INTT (mem.) 4x17.4

MAC (for Fx and g;) 2%2.8
Automorphism 2x0.14

On-chip memory 52

HBM3 PHY+NoC 33.8

Total 250.94

We achieve 1,200x speed-up compared to software implementation.
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Future Scope




imitations and Future Scope

e Communication Overhead: Multiplierless NTTs are cheap, but having to
instantiate multiple such units mitigates this advantage.

- The proposed MV-NTT finds potential in the emerging PIM architectures.
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imitations and Future Scope

e Communication Overhead: Multiplierless NTTs are cheap, but having to
instantiate multiple such units mitigates this advantage.

- The proposed MV-NTT finds potential in the emerging PIM architectures.

e Computation Overhead: The amount of arithmetic computation required
grows proportional to the reduced multiplications.

- Implementation of Schonhage-Strassen or Nussbaumer Approach should be

explored as they theoretically reduce the operation count.
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