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Fully Homomorphic Encryption

• FHE schemes are computationally intensive.

Solution: Hardware Acceleration.
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Acceleration Challenges



Challenges in accelerating Homomorphic Encryption

Many polynomial arithmetic operations

• Large degree polynomial arithmetic

• Long integer arithmetic
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Challenges with practical realization of Homomorphic Encryption
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Challenges in accelerating Homomorphic Encryption

Many polynomial arithmetic operations-Handled using NTT/INTT unit

• Large degree polynomial arithmetic

• Long integer arithmetic
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NTT Transformation
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NTT Transformation

NTT transformation for 1600-bit Q is very expensive.
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Residue Number System

One NTT transformation is cheap, but it has to support multiple moduli.
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Prior Works
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Problem Statement

Can we make modular multiplications in the NTT/INTT units extremely inexpensive

and ensure NTT reusability?
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The Fermat-number based

Technique



The Fermat-number based Technique

The FNTT method:

Use the Fermat number (P = 2K + 1) as an auxiliary modulus before NTT.
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The Fermat-number based Technique

Advantages:

• All modular multiplications during NTT/INTT are transformed into simple shift

operations. → Multiplier-less NTT

• The roots of unity modulo P are powers-of-two. → No storage required
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The Fermat-number based Technique

Challenge:

■ P = 2K + 1 K has K power-of-two twiddle factors.

■ With K -th root of unity, we can perform K
2 -point negacyclic NTT.

Example: For N = 216, required K = 216 → P = 22
16
+1. (65, 536-bit large modulus)

The auxiliary modulus is 1, 214× larger than actual moduli qi (e.g., 54-bit).

14 MV-NTT @ CRYPTO-2024 Aikata



The Fermat-number based Technique

Challenge:

■ P = 2K + 1 K has K power-of-two twiddle factors.

■ With K -th root of unity, we can perform K
2 -point negacyclic NTT.

Example: For N = 216, required K = 216 → P = 22
16
+1. (65, 536-bit large modulus)

The auxiliary modulus is 1, 214× larger than actual moduli qi (e.g., 54-bit).

14 MV-NTT @ CRYPTO-2024 Aikata



The Fermat-number based Technique

Challenge:

■ P = 2K + 1 K has K power-of-two twiddle factors.

■ With K -th root of unity, we can perform K
2 -point negacyclic NTT.

Example: For N = 216, required K = 216 → P = 22
16
+1. (65, 536-bit large modulus)

The auxiliary modulus is 1, 214× larger than actual moduli qi (e.g., 54-bit).

14 MV-NTT @ CRYPTO-2024 Aikata



The Fermat-number based Technique

Solution: We propose utilizing univariate polynomial to multivariate switch.
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The Fermat-number based Technique

Solution: We propose utilizing univariate polynomial to multivariate switch.
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The Fermat-number based Technique

Our technique: For N = 216, we take required K = 27 → P = 22
7
+ 1.

■ With K -th root of unity, we can perform K
2 -point negacyclic NTT.

We break Rq = Zq/(X
216 + 1) as follows:

⇒ (X 216 + 1)

⇒ (X 26 + 1)× (X 210 + 1)

⇒ (X 26 + 1)× (X 26 + 1)× (X 24 + 1)
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The Fermat-number based Technique

Toy Example: For N = 25, and K = 24 → P = 22
4
+ 1.

Rq = Zq/(X
25 + 1) ⇒ (X 22 + 1)× (X 22 + 1)× (X 21 + 1)
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The Fermat-number based Technique

Implications:

• The auxiliary modulus is only 2× larger than actual moduli qi (e.g., 54-bit).

• The number of coefficients increase by 4×.

The multivariate has 8× more data overhead than the prior 1, 214× overhead.
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The Implementation Methodology



The Implementation Methodology

Building Blocks of an FHE accelerator:

• NTT/INTT Unit

• Multiply-and-Accumulate Unit

• Automorphism/Conjugation Unit
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The Implementation Methodology

The Communication vs Computation trade-off: Data in FNTT form is 8× larger

than data in prior NTT forms.
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Hardware Architecture

To support increased MV-NTT/MV-INTT overhead, we instantiate multiple units.
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Implementation Results

The results are for the 28nm ASIC technology, and our design runs at 1.2GHz.

Building Block Area (mm2)

MV-NTT/INTT 4×21.5 (vs. 38.2mm2 [REED])

MV-NTT/INTT (mem.) 4×17.4

MAC (for FK and qi ) 2×2.8

Automorphism 2×0.14

On-chip memory 52

HBM3 PHY+NoC 33.8

Total 250.94

We achieve 1, 200× speed-up compared to software implementation.
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Future Scope



Limitations and Future Scope

• Communication Overhead: Multiplierless NTTs are cheap, but having to

instantiate multiple such units mitigates this advantage.

- The proposed MV-NTT finds potential in the emerging PIM architectures.

• Computation Overhead: The amount of arithmetic computation required

grows proportional to the reduced multiplications.

- Implementation of Schönhage-Strassen or Nussbaumer Approach should be

explored as they theoretically reduce the operation count.
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