
Speeding up Preimage and Key-recovery Attacks

with Highly Biased Differential-linear Approximations 

Zhongfeng Niu

School of Cryptology, University of Chinese Academy of Sciences 



Speeding up Preimage and Key-recovery Attacks

with Highly Biased Differential-linear Approximations 

Zhongfeng Niu

School of Cryptology, University of Chinese Academy of Sciences 

Jointed Work with 

Kai Hu, Siwei Sun, Zhiyu Zhang, Meiqin Wang



Outline

3

• Background and Motivation

• Preliminaries

• Speeding up Preimage Attacks 

• Speeding up Key-recovery Attacks

• Applications



Outline

4

• Background and Motivation

• Preliminaries

• Speeding up Preimage Attacks 

• Speeding up Key-recovery Attacks

• Applications



Background and Motivation
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• Searching for preimages and secret keys are central topics in symmetric-key 

cryptanalysis

• Techniques for permutation-based primitives are limited

• Sponge-based hash functions and XoFs: SHA3, ASCON-HASH/XOF, 
Esch/XOEsch (NIST LWC finalist Sparkle suite)

 
• Sponge-based AEADs: ASCON, Schwaemm (ARX constructions)

The NIST LWC report 2023

• [TMC+23] Meltem Sönmez Turan et al.  Status report on the final round of the NIST lightweight cryptography 
standardization process. 2023..



Background and Motivation
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• We are good at finding distinguishers

• Differential-linear distinguishers are often very effective

• Ascon permutation: 3- and 4-round practical DL distinguishers
• New development in DL cryptanalysis of ARX ciphers
• Alzette: 4-round deterministic DL distinguishers
• Sparkle permutation (the underlying permutation of Schwaemm)

• Can we use highly biased D-L distinguishers to speed up preimage and key-

recovery attack?



Background and Motivation
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• Recall the Complementary property of DES

• Known 𝑚, 𝑐 and 𝑚⊕ 111…111, 𝑐∗ , how to speed up the search of the 

key by a factor of 2?

• Testing k’ by computing c’ = DESk’(m), and if c = c’ we are done

• Otherwise: test whether 𝑐′ = ഥ𝑐∗

• Note that in the above process no oracle query with related-keys are made.

DES𝑘 𝑚 ⊕ 111…111 = DES𝑘⊕111…111(𝑚⊕ 111…111)
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• The x-translate:              is defined as                          , where               and 

• The algebraic complementary space of a linear space

Let be a linear space with                       spanned by                          

Let                   be a linear space with                                spanned by                          

are linearly independent



Preliminaries
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Preliminaries: The Correlation of Differential-linear Approximations
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• Differential-linear cryptanalysis （Langford and Hellman in 1994）

• . The correlation     is defined as 

• Thus we have 

• When                                                 is biased towards 

𝑆𝑖𝑔𝑛 𝑥 = ቊ
1, 𝑥 > 0
0, 𝑥 < 0
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Speeding up Preimage Attacks: The Naïve Case and the Basic Idea
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with a deterministic DL approximation

𝐹 ? = O

How to check 2 “guessed” preimages with about 1.5 evaluations of F?

• Guess x and compute 𝒚 = 𝑭(𝒙), if 𝒚 = 𝑶 we are done

• Otherwise, test whether 𝝀 ⋅ 𝑶⊕ 𝒚 = 𝟎, if 𝝀 ⋅ 𝑶⊕ 𝒚 ≠ 𝟎, 

𝒙⊕ 𝜹 can not be a preimage.



Speeding up Preimage Attacks: The Algorithmic Framework
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We require that the masks in Mi  are linearly independent.



Elements in                                                                                                           are evaluated !

Speeding up Preimage Attacks: Complexity analysis
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Elements in                                                                                                           are skipped !

The time complexity is about                                        evaluations of F

When the complexity of the testing procedure is not negligible compared with the
evaluations of F, we can use hash tables to deal with it (see later slides).



Speeding up Preimage Attacks: Success Probability
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•  The successful probability is lower bounded by                                         , where

• We always set                                   to make the success probability to be about 

• Note that for a random hash function with n-bit output the success probability 

after we try 2n random elements is

and

1 − 1 −
1

2𝑛

2𝑛

≈ 1 − 𝑒−1 ≈ 0.63
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• Make single-key queries once:

• Guess 𝐾 = 𝑘, compute 𝑌 = 𝐹(𝑘, 𝑃), and if 𝑌 = 𝐶, done. 

• Otherwise check whether 𝜆 ⋅ 𝐶 ⊕ 𝑌 = 0, and if it holds 𝑘 ⊕ 𝛿 is 

a candidate.

Speeding up Key-recovery Attacks: The Naïve Case and the Basic Idea
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is a keyed function with 

How to check 2 “guessed” keys with about 1.5 evaluations of F?

and  K being the secret key

can be regarded as a one-way function parameterized with P

be a deterministic related key D-L approximation



Speeding up Key-recovery Attacks: The Algorithmic Framework
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Key space



Complexity analysis and Success Probability

• The time complexity is about

• Success probability                             ,    where

Key size # Difference

# Masks per Difference
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If we have too many D-L distinguishers, the complexity of the 

testing process is not negligible.           



What if we have too many D-L distinguishers? A contrived example.
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2128 times F and 2128 times L

In total, 3×2128 times F, 2×2128 times L, and 2128 times hash table lookups. Speedup factor 2126.



What if we have too many D-L distinguishers? A contrived example.

23

2128 times F and 2128 times L

Dim = 128
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What if we have too many D-L distinguishers? A contrived example.

24

2128 times F and 2128 times L

Dim = 128

1 time / loop

1 time / loop

In total, 3×2128 times F, 2×2128 times L, and 2128 times hash table lookups. Speedup factor 2126.



What if we have too many D-L distinguishers? A contrived example.

25

2128 times F and 2128 times L

Dim = 128

1 time / loop

1 time / loop
1 hash table lookup / loop

In total, 3×2128 times F, 2×2128 times L, and 2128 times hash table lookups. Speedup factor 2126.



What if we have too many D-L distinguishers? A contrived example.

26

2128 times F and 2128 times L

Dim = 128

1 time / loop

1 time / loop

1 time / loop

1 hash table lookup / loop

In total, 3×2128 times F, 2×2128 times L, and 2128 times hash table lookups. Speedup factor 2126.



Outline

27

• Background and Motivation

• Preliminaries

• Speeding up Preimage Attacks 

• Speeding up Key-recovery Attacks

• Applications



Application 1: Preimage Attacks on XOEsch (XoFs)
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According to the specification of XOEsch, only when necessary, the message is padded.



Application 1: Preimage Attacks on XOEsch (XoFs)
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Differential-Linear Distinguishers for the Alzette Box 
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The difference space is
spanned by unit vectors.



Preimage Attack on 1.5-Step XOEsch384 with 128-bit Digest
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2123.64 1.5 step XOEsch384
evaluations

Speedup factor: 24.36



Preimage Attack on 2.5-Step XOEsch384 with 128-bit Digest
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Preimage Attack on 2.5-Step XOEsch384 with 128-bit Digest
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2125.76 2.5 step XOEsch384
evaluations

Speedup factor: 22.24



Preimage Attack on 3-ROUND ASCON-XOF WITH 128 BITS
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The rate is 64-bit.

2120.02 ASCON-XOF

Speedup factor: 28
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The rate is 64-bit.

2120.02 ASCON-XOF

Speedup factor: 28



Preimage Attack on 4-ROUND ASCON-XOF WITH 128 BITS
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The rate is 64-bit.

2125.47 ASCON-XOF

Speedup factor: 22.53



Preimage Attack on ASCON-Hash with State Recovery and MITM

37

The rate is 64-bit.

①



Preimage Attack on 3-ROUND ASCON-Hash with State Recovery and MITM
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The rate is 64-bit.

①

2183.98 ASCON Hash

Speedup factor: 28



Preimage Attack on 3-ROUND ASCON-Hash with State Recovery and MITM
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The rate is 64-bit.

①

2183.98 ASCON Hash

Speedup factor: 28



Preimage Attack on 4-ROUND ASCON-Hash with State Recovery and MITM
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The rate is 64-bit.

①

2188.61 ASCON Hash

Speedup factor: 23.39



Key Recovery Attack on 3.5-Step Schwaemm 256-128
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Input difference space:

Output mask set  for each input difference:

2^{65.3} Schwaemm 256-128

Speedup factor： 2^{63}  
compared with exhaustive search

Memory:  2^{64}



Key Recovery Attack on 4.5-Step Schwaemm 256-256-Extend one Step
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2^{65.4} Schwaemm 256-128

Speedup factor： 2^{63}  compared with exhaustive search

Success Probability： 0.63

Memory:  2^{64}



A Summary of Applications

43
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Thanks！
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