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The map

First introduced by Daemen!.

X is a permutation on n bits if and only if nis odd 1.
X is shift-invariant.

X Is quadratic, i.e. algebraic degree 2.

X! has algebraic degree (n+1)/2.

An explicit formula for the inverse is known?.

! Joan Daemen. “Cipher and hash function design strategies based on linear and
differential cryptanalysis”. PhD thesis. Doctoral Dissertation, March 1995, KU Leuven,
1995.

2Fukang Liu, Santanu Sarkar, Willi Meier, and Takanori Isobe. “The inverse of x and
its applications to rasta-like ciphers’. In: Journal of Cryptology 35.4 (2022),=p. 28:
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Cryptographic algorithm ‘ Length
SHA-3 (Keccak) n=>5
ASCON n=>5
Subterranean n =257
Rasta/Dasta/Agrasta several options for n
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The map

Let n be odd.
Definition. x : F§ — FJ, x — y = x(x) given by

yi = xi + (Xix1 + 1)xj42

where the indices are taken modulo n.
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The map

Let n be odd.
Definition. x : F§ — FJ, x — y = x(x) given by

yi = xi + (Xix1 + 1)xj42

where the indices are taken modulo n.

Vi = X; + 1l — (X,'_;,_l + 1)X,'+2 =1 <— (X,'+1,X,'+2) = (0, 1).
~+ x flips the bit x; if and only if x; is followed by the pattern 01.
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The map

Let n be odd.
Definition. x : F§ — FJ, x — y = x(x) given by

yi = xi + (Xix1 + 1)xj42

where the indices are taken modulo n.

Vi = X; + 1l — (X,'_;,_l + 1)X,'+2 =1 <— (X,'+1,X,'+2) = (0, 1).
~+ x flips the bit x; if and only if x; is followed by the pattern 01.

Equivalent Definition. x is given by the complementing landscape *01.
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The map x, an example

Example n =9.

x =1 1 01101 0 O
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The map x, an example

Example n =9.

x =1 1 01101 0 0
1
x(x) = 1
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The map x, an example

Example n =9.

x =1 1 01101 0 O

O
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The map x, an example

Example n =9.

x = 1 1 01101 0

x(x) = 1 0 0100 1
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The map x, an example

Example n =9.

x = 1 1 01101 0 O

O <

xx) = 1 0 01001 1
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lterates of x

We are interested in the iterates of y, i.e. what is

X (%) = x(x(.. . x(x)...))

forj > 1.
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rm-up

Let x = x(©) € FJ and denote xU) = yJ(x(9)). Then

) _

i = Xi
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Let x = x(©) € FJ and denote xU) = yJ(x(9)). Then
0)

1)

X
x,.( = x(x)i = xi + (X1 + 1)xi42
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Let x = x(©) € FJ and denote xU) = yJ(x(9)). Then

x,-(o) =X
X,-(l) = X(x); = X; + (X;+1 + 1)X,‘+2
2 = x(x®); =5V + (<) + 1))
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Let x = x(©) € FJ and denote xU) = yJ(x(9)). Then

0
)X,

!
,(1) = X(x)i = xi + (Xit1 + 1)Xip2
2 = x (M) = x4 () + 1)x)
=X + (1 4+ xiq1) - Xi42
+ (Xi41 + (1 + xi42) - xi13 + 1)
S(Xiv2 + (14 xi13) - Xiva)
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Let x = x(©) € FJ and denote xU) = yJ(x(9)). Then

0
)X,

!
,(1) = X(x)i = xi + (Xit1 + 1)Xip2
2 = x (M) = x4 () + 1)x)
=X + (1 4+ xiq1) - Xi42
+ (Xi41 + (1 + xi42) - xi13 + 1)
S(Xiv2 + (14 xi13) - Xiva)

=x; + Xita - (L4 x43) - (L + xi41)-
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Similarly,

NG

=X+ X2 (L4 xiq1)

+ Xita - (L4 x43) - (14 xi41)
+ Xi+6 * (L + Xi45) - (14 Xi+3) - (1 + Xit1)
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Similarly,
3
Xi( )— Xi + Xiy2 - (L+ xj11)
+ Xita - (L4 x43) - (14 xi41)
+ Xi+6 * (L + Xi45) - (14 Xi+3) - (1 + Xit1)
and
Xi(4): Xi 4+ Xipg - (L4 Xig7) - (1 + Xigs) - (1 + xi43) - (1 + xj41).
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We define vy, : F — 5 given by

Yor(X)i = Xigok - (1 + Xigok—1) - (1 + Xigok—3) - - - (1 + Xip1).
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We define vy, : F — 5 given by

Yor(X)i = Xigok - (1 + Xigok—1) - (1 + Xigok—3) - - - (1 + Xip1).

With that notation we have

X (x) = x

xH(x) = x + 72(x)

X2 (x) = x + 7a(x)

X3 (%) = x +72(x) + 7a(x) + 76(x)

X*Hx) = x +78(x)-

What is the general pattern?
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Our previous notation is ill-suited for our purposes.
For example

Xig1 0 (X2 - (1 + xi11)) = Xip3 - (1 + xi2)-

~ We want notation that is better suited for compositions.
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We introduce the cyclic left-shift operator S : F] — F5 given by
S(x1y..yxn) = (x2,X3, ..., Xn, X1)

and the Hadamard-product ® given by

X1 n X1y1

X2 y2 X2Y2
© . = .

Xn Yn XnYn
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Remember, y is given by

X(x)i = xi + xig2(1 + xiy1).
This can also be written as
X1 X3 1 X2 i

X2 X4 1 X3
xx)=|x|+|%s[o||[1]+ |

Xp X5 1 X1

Kriepke, Kyureghyan Algebraic Structure of the Iterates of x CRYPTO 2024 12 / 24



Now we can write it as
x=id+S20 (1+S) =7+
where id is the identity function and 1 = (1,1,...,1) € Fj. Furthermore,
Yok =S O (1+S* NHeo@+5*3o...00+S)

and v :=id.
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This notation is better suited for our purposes, for example
So(SPe(1+S)=S(S?0(1+S)=S*0(1+S5?
compared to

Xi1 0 (Xit2 - (L4 xit+1)) = xit3 - (L + xit2).
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Compositions of the functions 7,

Goal:

@ Study how the composition of the functions 5, and their linear
combination works.

@ Apply the results to x = v + 7.

Kriepke, Kyureghyan Algebraic Structure of the Iterates of x CRYPTO 2024 15 / 24



Compositions of the functions 7,

Key Lemma. It holds that
k k
Y2m | Y0 + Z ainai | = Z ain2i+2m-
i=1 i=0

It is very surprising that such a composition is again a linear combination of
the functions .
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Compositions of the functions 7,

Key Lemma. It holds that

k k
V2m (70 + Z aﬁz:‘) = Z ain2i+2m-
i=1 i=0

It is very surprising that such a composition is again a linear combination of
the functions .

If vo is not included, then the result does not hold. For example
_c4 3
Yoy =50(1+S5>)

is not a linear combination of .
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Generalized x-maps

Definition. Let G denote the set

G =0 +span{y2,74, ..., Yn-1}-

Note that x = v + 72 € G. We call the maps in G generalized x-maps.
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Compositions of the functions 7,

Key Lemma, Example.

Y20 (Y0 +74) =72+ %
Y4 © (Y0 + 72+ %) =7 + 76 + 710-
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Compositions of the functions 7,

Key Lemma, Example.

Y20 (Y0 +74) =72+ %
Y4 © (Y0 + 72+ %) =7 + 76 + 710-

This looks like polynomial multiplication!
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Polynomial interpretation

This looks like polynomial multiplication!

and

Kriepke, Kyureghyan

Y20 (Y0 +74) =72 + %6
X-1+X)=X+Xx3

Ya0 (Y0 +72+7) =74+ + 710
X2 (1+X+X3)=X2+ X34+ X5,

Algebraic Structure of the Iterates of x CRYPTO 2024 19 / 24



Polynomial interpretation

This looks like polynomial multiplication!

Y20 (Y0 +74) =72 + %6
X-1+X)=X+Xx3

and

Ya0 (Y0 +72+7) =74+ + 710
X2 (1+X+X3)=X2+ X34+ X5,

Observation: 7, seems to behave like Xk.
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Polynomial interpretation

Ynt1 is the zero map, so X("1)/2 should also be zero.
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Polynomial interpretation

Ynt1 is the zero map, so X("1)/2 should also be zero.

~~ Consider the polynomials modulo X("*1)/2 i e in the quotient ring
R = F,o[X]/(X(+1)/2),

Kriepke, Kyureghyan Algebraic Structure of the Iterates of x CRYPTO 2024 20 / 24



Polynomial interpretation

Ynt1 is the zero map, so X("1)/2 should also be zero.

~~ Consider the polynomials modulo X("*1)/2 i e in the quotient ring
R = F,o[X]/(X(+1)/2),

Lemma. The composition of functions in G behaves exactly like

polynomial multiplication for polynomials of the form 1 + Zf-;l a; X' in the
ring R = Fy[X]/(X(rt1)/2),
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Polynomial interpretation

Lemma. The composition of functions in G behaves exactly like

polynomial multiplication for polynomials of the form 1 + fozl a; X" in the
ring R = Fy[X]/(X(rt1)/2),
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Polynomial interpretation

Lemma. The composition of functions in G behaves exactly like

polynomial multiplication for polynomials of the form 1 + fozl a; X" in the
ring R = Fy[X]/(X(rt1)/2),

The polynomials of the form 1 + fozl a;X'" are all multiplicatively
invertible in R, in fact they form the unit group of R.
Furthermore, clearly polynomial multiplication is commutative.
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Polynomial interpretation

Lemma. The composition of functions in G behaves exactly like
polynomial multiplication for polynomials of the form 1 + fozl a; X" in the
ring R = Fy[X]/(X(rt1)/2),

The polynomials of the form 1 + fozl a;X'" are all multiplicatively
invertible in R, in fact they form the unit group of R.
Furthermore, clearly polynomial multiplication is commutative.

Theorem. G is an Abelian group under composition, in particular every
function in G is a permutation.
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lterates of x

We can now apply these results to x = o + ¥2, which behaves like 1 4+ X.

Composition of y corresponds to exponentiation of 1 + X.
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lterates of x

We saw previously:

X°(x) = x

XH(x) = x +72(x)

X2 (x) = x + 7a(x)

X3 (x) = x +72(x) +7a(x) +76(x)

X4(x) =x + v8(x).
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lterates of x

We saw previously:

X°(x) = x
XHX) = x +72(x)
X2 (x) = x + 7a(x)
X3(x) = X+ 72(x) +7a(x) + 76(x)
X4(x) =X + v8(x).
We now have the explanation:
1+X)P°=1
I+X)P =1+X
(1+X)2=1 + X2
I+XP=1+X+X2+ X3
(1+X)=1 + X4
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Thank you for your attention.

Kriepke, Kyureghyan Algebraic Structure of the Iterates of x CRYPTO 2024 24 /24



