
Laconic Function Evaluation and 
ABE for RAMs from (Ring-)LWE

Crypto 2024

Fangqi Dong Ethan MookZihan Hao Daniel Wichs
IIIS, Tsinghua 

University
IIIS, Tsinghua 

University
Northeastern 

University
Northeastern 

University 
& 

NTT Research

Hoeteck Wee
ENS, Paris 

& 
NTT Research



Laconic Function Evaluation (LFE)



Laconic Function Evaluation (LFE)

C x



Laconic Function Evaluation (LFE)

C x



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

digest very short compared to |C |

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)

digest very short compared to |C |

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)

𝖼𝗍

𝖣𝖾𝖼(C, 𝖼𝗍) = C(x)

digest very short compared to |C |

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)

𝖼𝗍

𝖣𝖾𝖼(C, 𝖼𝗍) = C(x) Security: Server learns nothing more than C(x)

digest very short compared to |C |

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)

𝖼𝗍

Like FHE: 2-round 2PC where Server does the computational work

𝖣𝖾𝖼(C, 𝖼𝗍) = C(x) Security: Server learns nothing more than C(x)

digest very short compared to |C |

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)

𝖼𝗍

Like FHE: 2-round 2PC where Server does the computational work
But “flipped”: Server learns the output (instead of Client)

𝖣𝖾𝖼(C, 𝖼𝗍) = C(x) Security: Server learns nothing more than C(x)

digest very short compared to |C |

* in CRS model, CRS hidden



Laconic Function Evaluation (LFE)

𝖼𝗍

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)𝖣𝖾𝖼(C, 𝖼𝗍) = C(x)



Laconic Function Evaluation (LFE)

𝖼𝗍

Prior work: 
- [Quach-Wee-Wichs’17]: LFE for circuits from LWE

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)𝖣𝖾𝖼(C, 𝖼𝗍) = C(x)



Laconic Function Evaluation (LFE)

𝖼𝗍

Prior work: 
- [Quach-Wee-Wichs’17]: LFE for circuits from LWE
- [Döttling-Gajland-Malavolta’23]: LFE for TM from iO + SSB 

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)𝖣𝖾𝖼(C, 𝖼𝗍) = C(x)



Laconic Function Evaluation (LFE)

𝖼𝗍

Prior work: 
- [Quach-Wee-Wichs’17]: LFE for circuits from LWE
- [Döttling-Gajland-Malavolta’23]: LFE for TM from iO + SSB 

Problem: Server computation is at least linear in inputs!

C x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(C)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)𝖣𝖾𝖼(C, 𝖼𝗍) = C(x)



Laconic Function Evaluation (LFE)

𝖼𝗍

Prior work:  
- [Quach-Wee-Wichs’17]: LFE for circuits from LWE 
- [Döttling-Gajland-Malavolta’23]: LFE for TM from iO + SSB 
- [Dong-Hao-M-Wichs’24]: LFE for RAM from RingLWE (+iO)
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Want  to run in time 𝖣𝖾𝖼 ≈ T
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f : {0,1}N → {0,1}
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i ∈ [L](y1, …, yL)
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yiEfficient access to a 
hardcoded database 

Efficient access to 
input/working memory

Fixed circuit topology  write locations must be fixed in advance⟹
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Lemma: A RAM program  of runtime  can be represented by a RAM circuit 
of size  for inputs of size 

f𝖣𝖡 T
Õ(max(T, N)) N

Note: The transformation yields RAM circuit of depth , but 
could do better if  is parallelizable

Õ(T)
f𝖣𝖡

⋯
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𝖤𝗏𝖺𝗅𝖢𝖳 (b1, …, blog L) ⋅ Hi



Handling Data-Read Gates

A1 Alog L
𝖤𝗏𝖺𝗅𝖯𝖪

⋯ A𝖽𝖱𝖾𝖺𝖽𝖣𝖡 ,

 
 

 
 

H1
H2
⋮

HL

𝖽𝖱𝖾𝖺𝖽𝖣𝖡

i ∈ [L]

𝖣𝖡[i]

b1 blog L⋯i

There are  many  matrices and each takes  time to compute 
  runs in time 

L H Õ(L)
⟹ 𝖤𝗏𝖺𝗅𝖯𝖪 Õ(L2)

Can get just  using a recursive data 
structure that lets you compute  on the fly

Õ(L)
H

𝖤𝗏𝖺𝗅𝖢𝖳 (b1, …, blog L) ⋅ Hi
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Handling Wire-Read Gates
𝗐𝖱𝖾𝖺𝖽

i ∈ [L](y1, …, yL)

yi

Problem:  has exponentially many inputs!𝗐𝖱𝖾𝖺𝖽

𝗐𝖱𝖾𝖺𝖽(y, i) =
L

∑
j=1

yi ⋅ 𝕀(i = j)

Saving Grace: For a given ,  only depends on one location of i b𝗐𝖱𝖾𝖺𝖽 y

Can precompute some data structure in time  over all ’s that allows 
computing  on the fly

Õ(L) i
Hy,i
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Removing depth dependence
Prior work: [HLL’23] show how to bootstrap homomorphic 
operations to eliminate error growth assuming circular security

We can apply [HLL’23] techniques to our setting to get 
unbounded depth RAM-LFE

⋯
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Additional Result: ABE
Result: We build ABE for RAM circuits of bounded depth from LWE

‣ Our preprocessing preserves linearity and hence lattice 
trapdoors  [BGG+’14] ABE construction goes through⟹

‣ As in [HLL’23] cannot remove depth dependence without 
stronger assumptions

- Still captures parallel RAM computation



Summary

Result: We build LFE for RAM programs from RingLWE + circular 
security 
•  runtime scales with circuit size of RAM program 
•  runtime slightly superlinear in input size 
•  runtime slightly superlinear in RAM runtime

𝖯𝗋𝖾𝗉
𝖤𝗇𝖼
𝖣𝖾𝖼

Result: We build ABE for RAM circuits of bounded depth from LWE

x
𝖽𝗂𝗀 = 𝖧𝖺𝗌𝗁(�̃�𝖡)

𝖼𝗍 ← 𝖤𝗇𝖼(𝖽𝗂𝗀, x)

𝖼𝗍

𝖣𝖾𝖼(�̃�𝖡 , 𝖼𝗍) = f𝖣𝖡(x)

𝖣𝖡 �̃�𝖡
𝖯𝗋𝖾𝗉


