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Cycles of elliptic curves

E(F))=q — #E'(Fy)=p




Cycles of pairing-triendly elliptic curves
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[BSCT14] Ben-Sasson-Chiesa-Tromer-Virza. Scalable zero-knowledge via cycles of elliptic curves. Crypto 2014.
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Dream cycles vs. MNT reality
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security level 128
requisite ext. field size 3968
Dream cycles p = q 256
MNT reality p = q 992

numbers in table are base-2 log



Pairing-friendly elliptic curve cycles are elusive

MNT cycles known prior to pairing-based proof popularity [KTO8]
Since then, no new 2-cycle constructions have been found

Several negative/impossibility results, e.g. [CCW19] & [BJS23]

[CCW19] explored q | #E(F,) — p | #E'(F,)
... but Hasse interval shackles this!

[KTO8] Karabina-Teske. On prime order elliptic curves of embedding degrees k=3, 4 and 6. ANTS 2008.
[CCW19] Chiesa-Chua-Weidner. On Cycles of Pairing-Friendly Elliptic Curves. SIAM J. Appl. Alg. Geom. 2019.
[BJS23] Bellés-Mufioz-Jiménez Urroz-Silva. Revisiting Cycles of Pairing-Friendly Elliptic Curves. Crypto 2023.



This work
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Relaxation 1 A and B can be abelian varieties of any dimension

Relaxation 2: A/Fyu and B/Fgv defined over ext. field

Relaxation 3: q | #A(Fpu) and p | #B(F,v) ala [CCW19]



The downsides A/Fpu == B [Fg

» Higher-dimensional varieties were/are practically interesting because of the following
trade-off: #4(F,) = p4im@)

« But cycles prohibit exploiting this: we can't shrink p
« Arithmetic slows drastically as dim(A4) grows

« We cheat with g = y(1), with y char. poly. of p* - Frobenius on A. This forces q =
1 mod p so B has embedding degree 1

« (Can get q twice as large as optimal by boosting the size of v, but we could only
manage to do this when A has embedding degree 3/2



The upsides A[Fpu == B/Fg»

Ordinary higher-dimensional pairing-friendly difficult to find, but supersingular easier

[RSO1] give a theorem that allow us to construct supersingular
A/Fyu with dim(4) =2 and k=3 2dim(4)-1

identified with trace-zero subgroup of supersingular E(Iszeﬂ,u)

Allows us to get arbitrarily large embedding degree on A; optimal p at any security level

Construction with p optimal may already be interesting in practice, despite suboptimal B /F v

[RSO2] Rubin-Silverberqg. Supersingular abelian varieties in cryptography. CRYPTO 2002.



Questions? g

MNT cycle for 128-bit security

p=25641744522180213985074042382512419032582
20596409224110423319250106996162690899080468
90460629858073677631573882081481427830242113
37097607475328728764501059521991679940707134
91138845449056672200641413433890523759234530
06680558980780341326697923090293964430227681
00968479265087506725202295216329962501

q=25641744522180213985074042382512419032582
20596409224110423319250106996162690899080468
90460629858073677631573882081481427830242113
37097607475328728764501059521991679940707134
91138845449056672200641413433890523759234530
06680558980780341326697923090293964430227681
009684 79265087506725202295216329962501

A — B cycle for 128-bit security

p=11579208923731619542357098500868790785326
9984665640564039457584007913129633397

A/F 2 is dimension 4
A has embedding degree 24

g=32317006071311007300714876688669951960444102669715484032130345
42752465512426786741372098789687689374568689786706908834569194042
43028471776372805144657828423275771064646227630614489333223078401
84531707045266747760809697747397050381802487119142571586876333102
26619311180371098960807776798583633623581011756385814398665779591
97601725425815064552271834140335753261070466492610519496430375026
74639404374312759780842461711599819906372297719593696908291522507
05170844222123338682625720103050471229401647712607065423283431434
81920077829445403040292072658846877042318725197017314553298081303
76653722879318888477919293560927281
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