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authenticated key encapsulation mechanism (AKEM) [ABH+21]

(sks, pks) $← Gen (skr, pkr) $← Gen
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c
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▶ The primitive behind HPKE [BBLW22] used in MLS [BBR+23]
▶ Confidentiality: Use
▶ Authenticity: Use
▶ Deniability:
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ring signature scheme (RSig) [RST01]

Sgn(ski, ρ = {pk1, . . . , pk4}, m)
m σ

(sk4, pk4) $← Gen (sk3, pk3) $← Gen

(sk2, pk2) $← Gen(sk1, pk1) $← Gen

▶ Unforgeability: One ski is needed to generate σ .
▶ Anonymity: Given σ and ρ, it is not possible to identify who signed.
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RSig schemes are deployed

▶ Originally introduced as a mechanism to protect whistle-blowers.
▶ Currently used in voting systems and cryptocurrencies such as Dash & Monero.
▶ Deniable Authentication
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RSig schemes: linear vs sub-linear
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warmup: a linear RSig construction

fh : Rq ×Rq → Rq

(u,v) 7→ h ∗ u + v

f−1
h : c 7→ (u,v) ∼ D2

|h∗u+v=c

(u1,v1) $← D (ui,vi) (uk,vk) $← D

fh1 f−1
hi

fhk

+ = H(m, ρ = {h1, . . . ,hk})

. . . . . .

Output σ = (u1,v1 . . . ,uk,vk) such that ∀ i ∈ [k] : ∥(ui,vi)∥2 ≤ β
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RSig construction: Gandalf

fh : Rq ×Rq → Rq

(u,v) 7→ h ∗ u + v
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$← Du1 (ui,v)ui uk

$← Duk

h1 ∗u1 f−1
hi

hi ∗ ui hk ∗uk

SgnVer

+ = H(m, ρ = {h1, . . . ,hk})v

. . . . . .

Output σ = (u1, . . . ,uk) ∈ Rk
q Check that: ∥(u1, . . . ,uk,v)∥2 ≤ β
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Gandalf: comparison to other linear RSig schemes
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Gandalf security bounds

▶ Unforgeability: One-per-message unforgeability under chosen ring attacks

Adv(n,κ,QSgn)-UF-CRA1
Gandalf[TpdGen,PreSmp] ≤ QH ·AdvR-LWE

m=1,q,α,s

+ c ·QH ·AdvR-ISIS
m=n,q,α,β

+ c

|Rq|
,

for β = τs
√

(κ + 1)N and c =
√

2 ·R2λ(PreSmp || D)QSgn .

▶ Anonymity: Under full key exposure and multiple challenges

Adv
(n,QChl)-MC-Ano
Gandalf[TpdGen,PreSmp] ≤ QChl ·KL(PreSmp || D).
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authenticated key encapsulation mechanism (AKEM) [ABH+21]

(sks, pks) $← Gen (skr, pkr) $← Gen

pks pkr

c

(c, k)← Enc(sks, pkr) k ← Dec(skr, pks, c)

ksr krs

▶ Confidentiality: ksr and krs should look random. ✓

▶ Authenticity: r knows s sent the ciphertext c. ✓

▶ Deniability: s can deny having sent c to r.
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deniability for AKEM

b $← {0, 1}

if b = 0
(c, k) $← Enc(sks, pkr)

if b = 1
(c, k) $← Sim(. . .)

if b = b′

return win

pk1, . . . , pkn

. . .

Chall(s ∈ [n], r ∈ [n])

(c, k)

b′
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deniability for AKEM: different notions

Honest Receiver Dishonest Receiver

skr does not leak skr leaks skr does not leak skr leaks

H
on
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t

Se
nd

er

sk
s

do
es

no
t

le
ak

Sim(∅), A(∅) Sim(∅), A(skr) Sim(skr), A(∅) Sim(skr), A(skr)

sk
s

le
ak

s

Sim(∅), A(sks) Sim(∅), A(sks, skr) Sim(skr), A(sks) Sim(skr), A(sks, skr)

=⇒ =⇒ =⇒ =⇒

=⇒ =⇒

=⇒ =⇒

=⇒
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deniable AKEM: black-box construction

pkr

KEM

kct kk

= kk1||kk2

RSig ρ = {pks, pkr}

sks

σ

SymEnc

sctct

Hash

kct
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AKEM comparison

Scheme (variant) Confidentiality Authenticity Deniability PQ
Size (in bytes)

c pk

DH-AKEM (Curve25519) [ABH+21] Ins-CCA Out-Aut DR-Den∗ ✗ 32 32
EtStH-AKEM (NTRU-A + Antrag) [AJKL23] Ins-CCA Out-Aut — ✓ 1 414 1 664
NIKE-AKEM (Swoosh1) [AJKL23] Ins-CCA Out-Aut DR-Den∗ ✓ > 221 184 > 221 184
FrodoKEX+ [CHDN+24] IND-1BatchCCA UNF-1KCA DR-Den ✓ 72 21 300
This Work (NTRU-A + Gandalf) Ins-CCA Out-Aut HR-Den & DR-Den ✓ 2 004 1 664

19



summary



summary

Contributions:

▶ Gandalf an NTRU-based ring signature scheme:
▶ 50% reduction in signature size compared to Raptor [LAZ19].
▶ For rings of size two, |σ| = 1236 bytes, a quarter the size of DualRing [YEL+21].

▶ Formalised deniability for AKEM, the primitive behind HPKE used in MLS.
▶ Black-box construction of deniable AKEM:

▶ Ciphertext size of 2004 bytes when instantiated with Gandalf.

� ia.cr/2024/890

# phillip.gajland@{mpi-sp.org,rub.de}
� p4i11ip

21
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Gandalf parameters

Parameter Description Value

N dimension of R := Z[X]/(XN + 1) 512

ϵ Smoothing parameter order 1√
QSgn·λ

δKL maximum KL-divergence of PreSmp 2ϵ

a Rényi order 2λ

Ra maximum Rényi divergence of PreSmp 1 + 2aϵ2

α quality of NTRU trapdoor 1.15

q prime modulus 12289

s standard deviation of Gaussian sampler 1
π ·

√
ln(4N(1+1/ϵ))

2 · α · √q

τ tailcut rate of signatures [1.08, 1.22]

κ maximum size of signing ring ≥ 2

|ρ| = k size of signing ring [2, κ]

β maximum norm of signatures τ · s ·
√

(κ + 1)N

|pk| verification key size (bytes) 896

|σ| signature size (bytes) 606 · k + 24
24
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