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AKEM COMPARISON

Scheme (variant) Confidentiality ‘ Authenticity Deniability ‘ PQ Stée (in byt;i)
DH-AKEM (Curve25519) [ABH21] Ins-CCA Out-Aut DR-Den” X 32 32
EtStH-AKEM (NTRU-A + ANTRAG) [AJKL23] | Ins-CCA Out-Aut — v 1414 1664
NIKE-AKEM (Swoosn!) [AJKL23] Ins-CCA Out-Aut DR-Den* Vo >221184 [ > 221184
FrodoKEX+ [CHDN24] IND-1BatchCCA | UNF-1KCA | DR-Den v 72 21 300
THIS WORK (NTRU-A + GANDALF) Ins-CCA Out-Aut HR-Den & DR-Den | / 2004 1664
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GANDALF PARAMETERS

‘ Parameter ‘ Description Value
N dimension of R := Z[X]/(X" + 1) 512
€ Smoothing parameter order \/@
0K maximum KIL-divergence of PreSmp 2€
a Rényi order 2\
R, maximum Rényi divergence of PreSmp 1+ 2a¢?
@ quality of NTRU trapdoor 1.15
q prime modulus 12289
s standard deviation of Gaussian sampler % . \/ M ca /g
T tailcut rate of signatures [1.08,1.22]
K maximum size of signing ring >2
|p| =k |size of signing ring [2,K]
5] maximum norm of signatures T-S- (K +1)N
|pk| verification key size (bytes) 896
lo| signature size (bytes) 606 - k + 24
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