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Homomorphic Encryption

~

\,A'f What are we talking about? f

+ = m1+m
C & [ Cadd &
x = (moxmdf
C1 B C2 B Crnult

Dec([m])
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[m] Eval(f, [m]) [f(m>]

@ Ensure confidentiality during calculations

@ Typically, for Cloud Computing
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Homomorphic Encryption

C{) What are we talking about?

gl + gl - = (), g = g+l

C1 Co adc
(] x (el = (mocmy] c={ a , b =mtaste]
C1 B C2 b Crult é
FHE relies on LWE

To ensure security, noise is added during encryption

but it increases at each homomorphic operation,

and may lead... to incorrect decryptions!
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CPA, CCA and CPA” security game

CPA Security Game

Chosen Plaintext Attack

> Encryption oracle

v/ FHE

CCA Security Game

Chosen Ciphertext Attack
> Encryption oracle

> Decryption oracle

X FHE

a A

Challenger Adversary

Picks mg, my

o, s.t. [mo| = |m]

B S

Picks b*€ {0, 1}

Encrypts ¢* = [my] ———3  Challenge c*

Py

b'=1b ? -« Guesses b € {0,1}

CPAP Security Game

Chosen Plaintext Attack
with “Decryption oracle”

> Encryption oracle
> Evaluation oracle
> Limited

Decryption oracle
on well-formed ctxt

? FHE

Li & Micciancio. On the security of homomorphic encryption on approximate numbers. EUROCRYPT 21
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e CPAP = CPA + Limited Decryption Oracle
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e The adversary seems to know all the output of the decryption oracle! }



CPA = CPAP?

e CPAP = CPA + Limited Decryption Oracle

: > CPA=CPA"?
e The adversary seems to know all the output of the decryption oracle! }

Li & Micciancio attack on CKKS Approximate LWE Scheme - EUROCRYPT’ 21

CKKS.Encrypt(m) : return  (cg,c1) =(m—a-s+e, a), with a & Lq, € & X
CKKS.Decrypt((co,c1)) : return ¢g+c¢1-s =m—a-s+e+a-s
= m —|—

~1m



CPA = CPAP?

e CPAP = CPA + Limited Decryption Oracle
e The adversary seems to know all the output of the decryption oracle!

} > CPA =CPAP?
Li & Micciancio attack on CKKS Approximate LWE Scheme - EUROCRYPT’ 21
3

CKKS.Encrypt(m) : return  (cg,c1) =(m—a-s+e, a), with a & Ly, e < X
CKKS.Decrypt((co,c1)) : return ¢g+c¢1-s =m—a-s+e+a-s

:m—|—

~m
Compare to usual “Exact” LWE Schemes
Encrypt(m) : return  (co,c1) = (Bm—a-s+e, a), witha & Zq, € & X
Decrypt((co, 1)) : return [(co+ci-s)/B| = [(Bm—a-steta-s)/p|

m
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Find noiseless ciphertexts

neryption Evaluation i Evaluation Evaluation
mm/( oracle oracle oracle

e @F al @

2

| @

Decryption Decryption
0 oracle 1 oracle

either Dec(cy—1)=0 & Dec(cy)=1 —T

Ckp, = Ck—1 + Ck—1 until

= (2%a, (2%a,s)+2%e) or Dec(c)=0 & 2/“2(]/27?

Co 0




A CPAD Key recovery attack - Dichotomic search for |e| (1/3)



A CPAD Key recovery attack - Dichotomic search for |e| (1/3) Sk

clos) encryption of 0 with noise a.e cl@x+1) encryption of 0 with noise (ax + 1)e
cla) ™ e et ) (o Al)e
QU QA

O Decryption 1 Decryption

oracle oracle



A CPAD Key recovery attack - Dichotomic search for |e| (1/3)
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A CPAD Key recovery attack - Dichotomic search for |e| (1/3)

clos) encryption of 0 with noise a.e cl@x+1) encryption of 0 with noise (ax + 1)e
clow) e clas+D) ™ (e
[
*Y D t *¢ D +
ecryption ecryption
O ()I‘l//{/(’ ]. mu{'/(
with

___4qa _4q
st S lel < 377

N . q | 4 - ) In
> |e| is uniquely determined when [2t(a*+1)1 = {%Q*J —  Occurs when |e| < \ 3

> Construct ¢, = cx_1 + 1 and ¢ :=Y(ap = 1)z, then @ = (aa,{aa,s) + ae)
k



A CPAD Key recovery attack - Dichotomic search for |e| (2/3) e

Identify ciphertexts with same noise sign.

— Evaluation and decryption oracles

e=0 e=0
+ —_— |E| —_ + ﬁm@ —— X
—al< <
@ ase +alel <4/, @ awe +alel > 4o,

aLe ale
e'<0 e’>0



A CPAD Key recovery attack - Dichotomic

Solve two systems of 7 linear equations to recover the key

(b
by
b3
by

bn

<a175>
<a275>
<a373>
<a475>

{an, )

le1]
|ea
les]
|e4]

|en]

search for |e| (3/3)

by
bo
b3
by

<a1’8>
<a275>
<a3’8>
<a478>

<ana5> -

Try to decrypt fresh encryptions of 0 — the correct key always outputs O

Win the CPAP game by decrypting the challenge ciphertext c*!

le1]
|ea
les|
|ea

|en]



Some experimental results

. Parameters Proportion of ctxt|Proportion of .
Library | Scheme Time
A n  |logy(q) o t with |e| recovered |noisefree ctxt
BFV 95 4096 {109 3.2 1024 1 6250/232858  |2mb0s
SEAL |BFV 227 4096 |58 3.2 1024 1 1481/860557 1m20s
BGV 227 4096 |58 3.2 1024 1 124/65405 52s
BFV 128 8192 |120 3.19 1024 1 69/48929 19m30s
BFV 256 16384 120 3.19 1024 1 173/130535 75m30s
OpenFHE
BGV 128 8192 |69 3.19 1024 1 59/32811 18m30s
BGV 256 16384 |71 3.19 1024 1 80/65559 68m50s
TFHE 97 630 32 217 2 1295/5427 0 0.245s
TEHElib TFHE 128 700 32 81604.378 |2 1363/3678 0 0.195s
TFHE 128 1024 |32 81604.378 |4 2070/5608 0 0.412s
TFHE 128 1024 |32 279.172 16 2021/2041 11/2041 0.237s
BFV 95 4096 {109 3.2 65537 1 785/29241 5mb50s
BFV 98 2048 |54 3.2 65537 1 69/24518 465
Lattigo |BFV 106 4096 [101 3.2 65537 1 829/32260 6m40s
BFV 106 8192 (202 3.2 65537 1 457/23943 52m00s
BFV 217 4096 {60 3.2 65537 1 828/31934 1m25s
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Impact on Threshold FHE
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Impact on Threshold FHE

A A A A& A
8¢ a2 a8« a< 8

pk* Sk1 pk* Skz Sk5 Sk4 pk* Sk5
[m]pk* a —_— —> | [result]ye —>» result
(&
E ti 1 Ci tati 1 »
ncryption under omputations under . .
llaborative decrypt
the joint key the joint key Collaborative decryption

aJoint public key pk* = pk* =" pk; : a = ﬂ+ﬂ+a—|—ﬂ—|—a
‘Joint secret key sk* - sk® = sk; : \ = \+\—|—\—|—\+\



tionship between CPAP and Threshold FHE

@ Choose a plaintext
m

() EIICI'ypt pl‘d,lIltGXt under pk* |
i‘

“»
[m]pk* B D [re5”|t]pk* —> result

® Ask for computations @ Ask to perform a collaborative decryption




tionship between CPAP and Threshold FHE

Each user has

A A (m, ¢ =Enc,.(m), Decsk*(c)>

8% as Any user in a threshold scheme
@ Choose a plaintext is a potential CPAP attacker
m

() EIICI'ypt pl‘d,lIltGXt under pk* |
i‘

“»
[m]pk* B D [re5”|t]pk* —> result

® Ask for computations @ Ask to perform a collaborative decryption




Does the attack work against Threshold FHE schemes?

Algorithm 1: Collective Key Switch

Input: Ciphertext ct = (co, c;) of variance o2,

Private input: s;, s/ for each party P;
Output: Key-switched ciphertext ct’ = (cf, ¢1)
Each party P;
L Samples e; < xcxs(0%)

Computes and Discloses h; = (s; — s}) - ¢1 + ¢
return ct’ = (co + X p. hi,c1)

Mouchet et al. Multiparty Homomorphic Encryption from Ring-Learning-with-Errors. POPETs’21



Does the attack work against Threshold FHE schemes?

Algorithm 1: Collective Key Switch

Input: Ciphertext ct = (co, c;) of variance o2,

Private input: s;, s/ for each party P;
Output: Key-switched ciphertext ct’ = (cf, ¢1)

Each party P;
Samples e; < xcxs(o%) > Smudging noise sampled from xcxs = N (0,2%02,)
Computes and Discloses h; = (s; — s}) - ¢1 + ¢

return ct’ = (co + X p, hi, 1)

Mouchet et al. Multiparty Homomorphic Encryption from Ring-Learning-with-Errors. POPETs’21



Does the attack work against Threshold FHE schemes?

Algorithm 1: Collective Key Switch

Input: Ciphertext ct = (co, c;) of variance o2,

Private input: s;, s/ for each party P;
Output: Key-switched ciphertext ct’ = (cf, ¢1)

Each party P;
Samples e; < xcxs(o%) > Smudging noise sampled from xcxs = N (0,2%02,)
Computes and Discloses h; = (s; — s}) - ¢1 + ¢

return ct’ = (co + X p, hi, 1)

Mouchet et al. Multiparty Homomorphic Encryption from Ring-Learning-with-Errors. POPETs’21

C;(:mg) = (2%a,(2%a, s) + 2¥e + esmg) indistinguishable from c; = (2%a, (2%a, s) + esmg),

A
where osmg = 0tV K22 and ooy = 2k g
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Countermeasures

> Bootstrapping (~ 50% cost)
m Bootstrap after each homomorphic operation
m Since bootstrapping resets the noise variance to a preset value, decryption errors cannot occur.
m Choose FHE parameters such that bootstrapping errors occur with prob neg(\).

> Monitor & Block (~ 35% cost)

m Fix a noise deviation budget B.

m Choose FHE parameters such that decryption error occur with prob neg(\) at noise dev. B.
m Monitor (worst-case) noise deviation during FHE execution.

m Block: return | when noise deviation > B.

> Monitor & Smudge (~ 45% cost)
m Prior to decryption, flood/smudge the ciphertext
with a large A-dependent and o-dependent variance.
m Works for threshold scheme (and must not be optional)
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Concurrent works

> Guo et al.
Key recovery attacks on approximate homomorphic encryption with non worst-case noise
flooding countermeasures. Usenix Security 2024

m CPAP attack on CKKS, when smudging based on non worst-case noise estimation

> Cheon et al.
Attacks Against the IND-CPAP Security of Exact FHE Schemes. IACR Eprint 2024/127
= BGV/BFV CPAP” attack, migrate the noise polynomial in the plaintext domain
» TFHE CPAP attack, exploit bootstrapping error

> Alexandru et al.
Application-aware approximate homomorphic encryption: configuring FHE for practical use.
IACR Eprint 2024/203
m Application-aware security: new weaker variant of CPA? security
m CPAP security should be defined relative to a circuit class and a noise estimation strategy



Key Takeaways

> CPAP is not just a theoretical threat, thus...

CPAP security must be carefully considered by all FHE schemes

> Simple CPAP attacks can be implemented in most popular FHE libraries, but...

Simple countermeasures can be devised, but have an impact on performance

> Recall that CPAP is a natural security context in multi-user threshold FHE, so...

Recall to have smudging appropriately implemented in your favorite threshold library



CPAP key recovery attack on “exact” and threshold FHE

Thank_ you for your Kind attention!

TVE BEEN POSING 11y
FPUBLIC KEv FOR 15 YEARS
NOLJ, BUT NO ONE HAS
EVER ASKED ME FOR IT

OR USED ITFOR ANYTHING
AS FAR AS T (ANTELL.




Generalization to RLWE

ad Zg, € & X(Zq) A& Zg|X)/x741, E - x(ZalX)/x741)
c=(a,b:=m+<a,s)+e) C=(AB=M+A-S+E)

> Just have to look at one coefficient of the RLWE polynomial: it is an LWE instance!

C =cy +X+c2X+---+cn_1X”*1



Bootstrapping list

ceatech

And boot...boot... What? Bootstrapping!

@

Bootstrapping (~50% cost ). (©) Whatis it and what for?
> Bootstrap after each homomorphic oper-

ation. + — |mi+m
> Since bootstrapping resets the noise vari- € & 2 Cadd

ance to a preset value, decryption errors

cannot occur. X — mlxmé
> Choose FHE parameters such that boot- a® Q8 Cnult

strapping errors occur with prob neg(A).  Nojge grows with each homomorphic operations.

We need to regularly reduce the noise:
that’s bootstrapping!



Monitor & Block

d [log,(q) n |[log,(q) mn |ratio
1] 120 8192 131 8192 | 1,09
Monitor & Block (~35% cost ). 2] 180 8192 | 181 8192 (1,00
> Fix a noise deviation budget B. 3| 180 8192 237 16384/2,96
> Choose FHE parameters such that de- 4| 240 16384\ 289 16384 1,35
cryption error occur with prob neg()) at 5] 240 16384| 341 16384)1,68
noise dev. B. 6| 300 16384 392 16384|1,46
> Monitor (worst-case) noise deviation 7| 300 16384) 444 16384) 1,66
| 300 10384)| 570 32708503

> i 1 ;
Block decryption when noise dev. > B. 10| 420 16384|| 624 32768|3.65

> Scheme becomes “‘somewhat correct”.
[lustration of the performance cost of the
Monitor&Block countermeasure for OpenFHE/BFV.



Monitor & Smudge

d [logy(q) n ||logo(q) mn |ratio

1] 120 8192 153 8192 |1,28

2| 180 8192 202 8192 |1,12

3| 180 8192 258 16384| 3,22

Monitor & Smudge (~45% cost ). 4| 240 16384|| 310 16384|1,45
> Prior to decryption, flood the cipher- 51 240 16384| 362 16384 1,79
text with a large A-dependent and og- 6| 300 16384| 414 16384/1,55
dependent variance. 71 300 16384| 483 32768|3,99
> Works for threshold scheme 81 360 16384|) 537 327683,70
<> must not be optional! 91 360 16384|| 591 32768|4,30

10| 420 16384| 645 32768|3,95

[lustration of the performance cost of the
Monitor&Smudge countermeasure for OpenFHE/BFV
and K-out-of-K decryption, with K = 5.



Correctness and CPAP

Correctness

A scheme is a correct/exact scheme if

P (Dec (Enc(m,r)) # m) < neg(\)
and

P (Dec (Eval (f,Enc(mi,71),...,Enc(my,ri))) # f(ml,...,mg)) < neg(X)

If the scheme is correct/exact, our attack is not applicable

Li & Micciancio, EUROCRYPT 21, Lemma 1.
“Any exact homomorphic encryption scheme & is IND-CPA secure if and only if it is IND-CPA” secure.”



CPAP Security Game List

Encryption scheme & = (KeyGen, Enc, Dec, Eval), plaintext domain % and security parameter
A. Adversary o.

Game parameterized by b* & {0, 1} unknown to ¢, and an initially empty state .S of
msg-msg-ctxt triplets:
o Key generation. Run (ek, dk) — KeyGen(1"), and give ek to «.
¢ Encryption request. &/ queries (test_messages, mg, m), where mgy, m; € .
Compute ¢ = ENCek(, ), give ¢ to of and do S := [S; (mg, ma, c)].
e Evaluation request. o/ queries (eval, f,l1,...,lx).
Compute my = f(S[l1].mo, ..., S[lk].mo), m} = f(S[l].mu,...,S[lk].m1), and
d =EBval(f,S[li].c,...,S[lk].c). Update S as follows: S := [S; (my, m}, )]
e Decryption request. o/ queries (ciphertext,l).
If S[l].mgo # S[l].m1, return L. Otherwise return Decgy (S|l].c).
¢ Guessing stage. o/ outputs (guess, b).
If b = b*, o4 wins the game, otherwise & looses it.



	Introduction & Background
	Homomorphic Encryption
	Security model and CPAD game

	A CPAD attack on ``exact'' FHE schemes
	Impact on Threshold FHE
	Countermeasures for ``exact'' and Threshold Schemes
	Conclusion and Key takeaways
	Conclusion
	Appendix

