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Abstract

Towards building more scalable blockchains, an approach known as data availability sampling
(DAS) has emerged over the past few years. Even large blockchains like Ethereum are planning
to eventually deploy DAS to improve their scalability. In a nutshell, DAS allows the participants
of a network to ensure the full availability of some data without any one participant downloading
it entirely. Despite the significant practical interest that DAS has received, there are currently no
formal definitions for this primitive, no security notions, and no security proofs for any candidate
constructions. For a cryptographic primitive that may end up being widely deployed in large real-world
systems, this is a rather unsatisfactory state of affairs.

In this work, we initiate a cryptographic study of data availability sampling. To this end, we
define data availability sampling precisely as a clean cryptographic primitive. Then, we show how
data availability sampling relates to erasure codes. We do so by defining a new type of commitment
schemes which naturally generalizes vector commitments and polynomial commitments. Using our
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Abstract

As blockchains like Ethereum continue to grow, clients with limited resources can no longer store
the entire chain. Light nodes that want to use the blockchain, without verifying that it is in a good -
state overall, can just download the block headers without the corresponding block contents. As e P rl nt: zo 24_ / 24_8
those light nodes may eventually need some of the block contents, they would like to ensure that they
are in principle available.

o Data availability sampling, introduced by Bassam et al., is a process that allows light nodes to
Be n ed I kt w a g n e r check the availability of data without download it. In a recent effort, Hall-Andersen, Simkin, and

Wagner have introduced formal definitions and analyzed several constructions. While their work
thoroughly lays the formal foundations for data availability sampling, the constructions are either

o ooo prohibitively expensive, use a trusted setup, or have a download complexity for light clients scales
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