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Main theorem (more formal)

Unconditionally, there exists a quantum auxiliary-input commitment 
scheme with inverse exponential security error that is:

• Statistically binding against (unbounded) committer/Alice

• Computationally hiding against exponential-size receiver/Bob

Q24: Preparing 𝑎𝑢𝑥  takes at most uniform doubly-exponential time

❖Preprocessing time can be reduced to single exponential
 either with communication or assuming BQP = QMA
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means it is practically irrelevant, 

right?

Well, you could pick a 
smaller security parameter...
(48? so that preprocessing 

time is at most 2 years)
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Can we do applications of commitments?

Yes! (without too much trouble)

• MNY24: Quantum auxiliary-input zero knowledge proofs for NP
with non-uniform simulators

• Q24: Quantum auxiliary-input 𝜀-simulation secure multiparty 
computations with non-uniform simulators

(see papers for details)
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with 𝜓(𝑏)

𝑏 ∈ 0, 1

Theorem: picking 𝐻 
randomly is good with 

overwhelming probability

Good function := commitment is computationally hiding
Goal: Prove 𝐻 𝑥  is indistinguishable from random 𝑦 

even against non-uniform adversary
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Classical non-uniform security

Sparse pseudorandomness: [Goldreich-Krawczyk’92]

    Almost all functions satisfy 𝐻 𝑥 ≈𝑐 𝑦  against all 2𝜆-size circuits

(proof idea: standard counting/probabilistic argument)

Generalizes to quantum circuits without quantum advice:

• There are 2𝑆 different classical circuits/bitstrings of size 𝑆

• There are exp 2𝑆  approximately-different quantum states of size 𝑆
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Post-quantum sparse pseudorandomness

Goal: almost any function 𝐻 is pseudorandom against
 quantum non-uniform circuits (with quantum advice)

1. Invoke results in non-uniform QROM security [Chung-Guo-Liu-Q’20, Liu’23]

• Random oracles are pseudorandom against quantum advice

• Underlying proof is more general and more algorithmic

2. A more GK-style algebraic proof [Ma (private communication)]

• Similar idea but use a matrix Hoeffding bound for operator norm

• Less general but better security: 6𝑆/2𝜆 instead of 12
3

𝑆/2𝜆

asymptotically matches classical attack Ω 𝑆/2𝜆
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Randomized auxiliary-input commitment

(Inefficient) 
preprocessing

(Inefficient) 
preprocessing

𝑎𝑢𝑥𝐴 𝑎𝑢𝑥𝐵

Q24: classical commitments with sampling oracles ⇒ P ≠ NP
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Secret parameter model (trusted preprocessing)

Correlated 
distribution

𝑠𝐴 𝑠𝐵

Statistical (even classical) commitment is possible
MNY24: commitments impossible if correlation < .127
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(Unclonable) common reference
quantum state model

Trusted state 
distributor

𝑎𝑢𝑥 𝑎𝑢𝑥

Adversaries 
can get poly-
many copies

Statistically secure completely-efficient commitments is possible in this model
Q24: impossible in the common reference classical distribution model
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Conclusions

• First demonstration of useful cryptography 
with unconditional inherently-computational 
security

• Reassess the necessity of computational 
assumptions and the existence of barriers
for quantum cryptography

Thank you! Questions?

Unconditional computational 
cryptography is far from reach 
w/o quantum auxiliary input?

Beginning of unconditional 
computational cryptography?

Image: Wikipedia

https://en.wikipedia.org/wiki/Is_the_glass_half_empty_or_half_full%3F
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