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“New" signature candidate submitted to NIST

e Multivariate, ad hoc design

e lLevel | : sig size 32 B, pk size 1.5 kB 4+ VERY efficient
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“New" signature candidate submitted to NIST

e Multivariate, ad hoc design

e Level | : sig size 32 B, pk size 1.5 kB + VERY efficient

This talk

A practical key recovery attack (< 1s for Level I, naive Magma script)
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Description of DME



Multivariate signature scheme

Public key
P=(p1,...,Pm) € Fg[x1,...,xa]"

H n m
Gives map Fg — Fyg

o € [y valid on message m € Fj' & P(o) = m
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Multivariate signature scheme

Public key
P=(p1,...,Pm) € Fg[x1,...,xa]"

H n m
Gives map Fg — Fyg

o € [y valid on message m € Fj' & P(o) = m

Standard—multivari
e P has high degree (quadraticP)
e For A-bit security, m = n =8 and g = 2*/* (mon , )
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Multiple rounds

We have P % R3 0 Ry o Ry o Ry, where

R ColioFa,

and

e Fp, : "exponential map”
e [; : specific Fg-linear map

e (; : addition of constants

Sign : compute P~1(m) by inverting the rounds
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Exponential map Fa, (1)

Field extension F2/Fq, U € Fo \ Fy
(x,y) EIF% < x+ Uy €Fp

d(x1, ..., x8) def (x1+ Uxa,...,x7 + Uxg) € FfIQ

: 8 8
Final map F, — Fg

Fa def ¢_1 oEpo ¢, Ep: ]Fzg — ]F?,z

Big-field map Ep

. def .
Matrix A = (ajj) € Zéffl contains exponents

def
EA(XI, o ,X4) Zcl (anX;uX;wa“, — 1341X;42X3‘343Xf44)
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Exponential map Fa. (2)

VA7 A, c Zi;fl, FA o) FA’ = FAA’
det (A) invertible = FA‘qb—l((qu\{O})“) bijective

B., Bros, Perlner, Smith-Tone Practical attack on the DME signature scheme Eurocrypt 2024 6 /17



Exponential map Fa, (2)

VA7 A’ c Zi?fl, FA (@] FA’ = FAA’
det (A) invertible = FA‘d)*l((qu\{O})“) bijective

DME matrices
We have Ag = I and

200 0 0 2bb g o 2B 20 2 0 0
291 22 (0 0 22 0 o0 0 22 0 29
! 0 0 23 o] 2 0 2bs ok g | 73 0 2% 0 2%
0 0 2% 2% 0 0 0 2b 0 0 2% 2
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Linear map L;

Direct sum of 4 maps ]Ff, — ]Ff,

def
Li(xt,. . ,x8) = (Lin(x1,x2), -, Lia(x7,x3)),

where Lj; : IE‘?, — IF‘?, linear, det (L) #0

Also contributes to efficiency
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Rest of the talk

Equivalent key recovery
Find Rz3o RaoRioRy = P, R # R

Unpeel rounds one by one, start from ,33
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Main ideas




Public key over I

Lift to extension field

def q2 4
PE poPogte(FplX,...,Xa]/(XT — X, £ €{1.4}))
,»"'-‘)"“k-—i_ p ‘_7‘—_7ﬁ‘_‘;“‘_
F, = FX, Fr, —— Fh, Ft —— TN %, ;-L‘ F,
COOLQ ! EA] K C1DL1 ! F"AZ ! CQOLQ ! EAS ! C;;OL:( !
%5 @5} l@S" 4 de‘ 4 ‘qﬁ” Jrﬂﬂ"
o Fa, Fa, o Fa, o
Jl‘ﬂ C L(] IFZ;' A lEm' Croln ﬂ';,“ A [Fg Cyo0 Lo JF’,; A ﬂ‘m C L1 1[‘“’
___“‘Hi‘kk‘ p -”’>)"),_

We can write P = R3 0 Ry o Ry o Ry,
def def —=

R = (poCiopt)o(poLiop )o(sop tobao0pos )™ Golioky,
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New linear maps

Recall that Li(x1,...,xs) = (Li1(x1,x2),...) and ¢(x1,x2,...) = (x1 + Uxp,...)

= E, =¢oljo qﬁfl = (E\,l cee If,\4) where Z; : qu — FqQ is Fg-linear

Expression of Z;
X = AiX + BjjX9, where Aj;, Bj € Fo (g-polynomial)
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New linear maps

Recall that Li(x1,...,xs) = (Li1(x1,x2),...) and ¢(x1,x2,...) = (x1 + Uxp,...)

= E, =¢oljo qﬁfl = (E\,l cee If,\4) where Z; : qu — FqQ is Fg-linear

Expression of Z;
X = AiX + BjjX9, where Aj;, Bj € Fo (g-polynomial)

e Components only mixed within exponential maps Ep,
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Monomials in intermediate states (1)

State after applying R; (G:Ei), e Gﬁi))
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Monomials in intermediate states (1)

State after applying R; (G:Ei), R Gﬁi))

Orbit of y1 € Fo[Xi, ..., Xa]/(XT — Xp, € € {1..4})

All monomials obtained from p by raising one or several variables to the power g

For = X0 X3 — {X7X3, X0 X539, X7X39, X1 X5}
Lemma

For all i, j, the set of monomials present in GJ-(i) is a union of orbits

Proof: true after IT?B = /C\o ozg on (Xi,...,Xs). Then preserved by +, x, X — X O
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Monomials in intermediate states (2)

Orbits are unknown

For x € Zg_4, X rep. € {0..°> — 2}
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Monomials in intermediate states (2)

Orbits are unknown
For x € Zg_4, X rep. € {0..°> — 2}
n=XPXEXIX) — (@, 5,4, 9)

Hamming weights of binary decompositions

HW(BinDec(a)), HW(BinDec(/3)), HW(BinDec(%)), HW(BinDec(¢))

(constant within one orbit)

200 0 0 2o g o oM 2% 29 0 0
291 22 0 0 22 0 o0 0 22 0 29
Al = 2 A2 — b b, A3 = C, C
0 0 2% 0 0 2B 2b+ 0 2% 0 2%
0 0 2% 2% 0 0 o0 2b 0 0 2% 2
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How we invert R;

~

From P = (G§3), e Gf;)) and known Hamming weights

e deduce monomials in (Gf)‘ e Gf)) + some info on Ea, (exponent differences)

o coefficients in (G{Q)7 el Gf)) are still unknown
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How we invert R;

~

From P = (G§3), e Gf)) and known Hamming weights
e deduce monomials in (Gf)‘ e Gf)) + some info on Ea, (exponent differences)

o coefficients in (G{z)7 el Gf)) are still unknown

To find them, we solve polynomial systems (1 bilinear and 2 linear)

e variables : unknown coefficients

e scalars : known monomials
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Bilinear system




For j € {1..4}, let G; = Gj(z) (secret linear form)

—~ ~

R3(G17 G27 G37 G4) =P
T

|
En,(G1,Go,G3,Ga) =Lz oG (P1, P2, P3, Py)

Recall that
* x 0 0
0 2« 0 2°
Az =
*“lo 27 0 2
0 0 =« =%

Exploit common pattern in rows 2 and 3
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Components 2 and 3

We obtain
G2 x G2’ = APy + BoPY + Ds
G x G¥ = AsPs + B3P + Ds

(Ga, Gy linear forms) (Ai, Bi, Di € Fp2)
From partial information on Ep,

B 4
We can assume G2 = G2
def def — def o8 5
With FE G2 HEZ G3', G= G2 = GF', we get

FxG= A>Py + B2P + D,
Hx G = A3P3+B3P3 + D3
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Bilinear equations

For each monomial, match the 2 secret coefficients

e bilinear equations (on the left, product of linear forms)

e the system is overdefined (common G factor)

Level |

We have #eqs =2 x (25 —1) =48 and #vars= 5 + 5 + 5 +2=17
~ Y
F G H

Trivially solved by Grobner bases
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Bilinear equations

For each monomial, match the 2 secret coefficients

e bilinear equations (on the left, product of linear forms)

e the system is overdefined (common G factor)

Level |

We have #eqs =2 x (25 —1) =48 and #vars= 5 + 5 + 5 +2=17
~ Y
F G H

Trivially solved by Grobner bases

Components 1 and 4 (+ solutions) — 2 linear systems
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Conclusion

e Same procedure applies for the previous rounds

e Attack not a lot more costly on the other levels (also m = n = 8)

In theory, DME can still be patched !
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