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We show: This bound can be preserved when adding key confirmation (achieving FFS)!
12/13



Conclusion

Our Results

e Tightly-secure AKE protocols with full forward secrecy via key confirmation (in the ROM)
e Modular approach using Verifiable AKE and KEMs which avoids the impossibility result of GGJJ
e Match QROM bounds of previous weak forward secure AKE

13/13



Conclusion

Our Results

e Tightly-secure AKE protocols with full forward secrecy via key confirmation (in the ROM)
e Modular approach using Verifiable AKE and KEMs which avoids the impossibility result of GGJJ
e Match QROM bounds of previous weak forward secure AKE

Open Questions
e Does the GGJJ impossibility also hold in the ROM?

o Tightly-secure protocols from search assumptions

e Better QROM bounds

— via ‘quantum verifiability "’

13/13



Conclusion

Our Results

e Tightly-secure AKE protocols with full forward secrecy via key confirmation (in the ROM)
e Modular approach using Verifiable AKE and KEMs which avoids the impossibility result of GGJJ
e Match QROM bounds of previous weak forward secure AKE

Open Questions
e Does the GGJJ impossibility also hold in the ROM?

o Tightly-secure protocols from search assumptions

e Better QROM bounds

— via ‘quantum verifiability "’

a.cr/2024 /361 Thank you!

13/13



