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Our Contributions

Our Results

• Definition for One-Way Verifiable AKE (OW-VAKE) with WFS

• Key Confirmation preserves tightness (in the ROM)

• OW-VAKE from OW-KEMs 

• Key Confirmation in the QROM (loss of )N

OW-VAKE-WFS
KEM MU-OW-PCVA 

with Corruptions
LWE / 

(M)DDH AKE-FFSROMROM

Tight
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Verifiable Authenticated Key Exchange (VAKE)

Goal  or  ?𝖪* 𝖪$ Compute 𝖪*

Control network Yes Yes

Corrupt users Yes Yes

Session keys Reveal 𝖪 Check 𝖪′￼ =? 𝖪

OW-VAKE-WFSAKE-WFS
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𝖪 = (𝖪𝖠, 𝖪𝖡, 𝖪𝖤)

(𝖼𝖠, 𝖪𝖠) ←$ 𝖤𝗇𝖼𝖺𝗉𝗌(𝗉𝗄𝖠)(𝖼𝖡, 𝖪𝖡) ←$ 𝖤𝗇𝖼𝖺𝗉𝗌(𝗉𝗄𝖡)

(𝗉𝗄𝖤, 𝗌𝗄𝖤) ←$ 𝖦𝖾𝗇(𝗉𝗄𝖤) (𝖼𝖤, 𝖪𝖤) ←$ 𝖤𝗇𝖼𝖺𝗉𝗌(𝗉𝗄𝖤)

(𝖪𝖠𝖡, 𝗍𝖠, 𝗍𝖡) = 𝖧𝖺𝗌𝗁(𝖪, 𝖼𝗈𝗇𝗍𝖾𝗑𝗍)(𝖪𝖠𝖡, 𝗍𝖠, 𝗍𝖡) = 𝖧𝖺𝗌𝗁(𝖪, 𝖼𝗈𝗇𝗍𝖾𝗑𝗍)

𝗉𝗄𝖤 , 𝖼𝖡

, 𝗍𝖡𝖼𝖤, 𝖼𝖠
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