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Consider: P is an n-gate arithmetic —
circuit over £-bit integers
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Goal: Generate small encoding P

Main Result: P is O(n - £ - 1) bits long

Surprise Factor: f—bit « A is a computational security parameter
multiplication At CcOSt 0(f . /l) e Assumes circular-correlation robust hashes
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Switch Systems

Alternative to Boolean Circuits
Relatively Straightforward to Garble

Models Computation as a
Constraint System that the
evaluator will solve

Captures much of the state-of-the-
art iIn symmetric-key garbling
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Switch Systems

Join Switch systems evaluate as a
system of constraints, but they
must be set up as a circuit

X D q y

X =Y

NOTE! The only gates that contribute to To improve GC handling, reduce the
the size of a garbled circuit are joins! number of joins!
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Example: Scaling a one-hot vector
0

+ P o X

Scaling length-7 one-hot
vector uses only a
single join!
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Uses only a single join gate » garbled encoding of size k - A bits
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How to Multiply Short Integers

hot(x),y— x -y

To multiply again, we need to convert single wire to one-hot encoding

This is achieved by another (complex) switch system,
somewnhat similar to one-hot scaling
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This Work

First symmetric-key garbling scheme
for arithmetic circuits that achieves
linear-cost multiplication

switch systems generalize much of
the garbled circuit literature

Opens possibility of new custom
arithmetic garbled “gates”
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See Paper For

More details on (oblivious)
switch systems

How to garble switch systems

Switch system that converts between
one-hot representation and arithmetic
representation

Long integer handling, based on
Chinese Remainder Theorem



