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Pseudorandom Functions with constrained access to the evaluation.

Set of Outputs ()

010 11 101 1161 110 101 010 1
100111 10 0160 1001 1000 11 100

11010 1016 1111 101011 010001 ck A9 10160 1111 101011
1116010 10101000 1011 01001

1110010 10101000 1011
11001 10101011

using ck

constrained evaluation on S

For a subset

1000 11001 10101011 100101
ScCcX

10110 101111 00000 10001 1
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Pseudorandom Functions with constrained access to the evaluation.

ck “=" msk only for all xc §
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1116010 10101000 1011 01001
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+ Every predicate F': X — {0,1}defines a subset Sp = {z € X: F(z) =0}

Set of Outputs ()

010 11 1601 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001

1010 1111 101011

1110010 10101000 1011
11001 10101011

using ck

constrained evaluation on SF

1000 11001 10101011 100101
10110 101111 00000 10001 1
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+ Every predicate F': X — {0,1}defines a subset Sp = {z € X: F(z) =0}

(w)PRF . Pecudorandomly Conctrained PRF

Set of Outputs ()

010 11 1601 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001

1010 1111 101011

1110010 10101000 1011
11001 10101011

using ck

constrained evaluation on SF

1000 11001 10101011 100101
10110 101111 00000 10001 1
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can generate a ck for
either:

-all x ¢.t. Fk(xjra

or

-all x ¢.t. Fk(xjr’l
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-wPRF F: X — {0,1}

- CPREF for F} and F,

, k [wP,Q/: key]
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-wPRF F: X — {0,1}

- ...... ke - CPRF for Fyand Fj

, k [wP,Q/: key]

= (B(e)-04, CPRF( 2 p,2)
b 7
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PCF for OT from CPRF -WPRF F: X — {0,1}

ko . - ,,,,,, k - CPRF for Fiand Fj

ckrp 9
= T K (wPRF key)

="on x s.t. F (x)= 1

) o\ = (F(z)=@, CPRF(A, 1))
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PCF for OT from CPRF -WPRF F: X — {0,1}

ko . - ,,,,,, k - CPRF for Fiand Fj

ckrp 9
= T K (wPRF key)

on xs.t. F (x)= 1

) o = (Fk(x CPRF(ﬂ ,))"

g
1 7‘1

113 ”
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-wPRF F: X — {0,1}

- CPREF for F} and F,

, k [wP,Q/: key]

b Tb
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PCF for OT from CPRF -WPRF F: X — {0,1}

_________ ko - k - CPRF for Fj and Fk

ﬁ%

CkF @
kl

‘)
| o
) = ()04, CPRE( 2,5

Y Y
b Tb

OT-corvelated

wPRF cecurity

, k [wP,Q/: key]
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PCF for OT from CPRF -WPRF F: X — {0,1}

ko ...... - ,,,,,, k1 - CPRF for Fiand Fj
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PCF for OT from CPRF | -WPRF Fy: & — {0,1}
R ok - CPRF for Fi and F,

OT-corvelated
Secure N/

, k [wP,Q/: key]
Pkecam,bvtab/e
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Efficient Public-Key PCF for OT Correlations

from

Naor-Reingold Constrained-PRF

Tweaked ’ Pseudorandomly-Constrained PCE for OT ’ PK—P(f:rFIi)r oT
Naor-Reingold PRF PRF © o
Naor-Reingold
CPRF for precomputable

(w)PRFEs and their complement
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(G of prime order p)

......... 1
1
1
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Naor-Reingold PRF
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Naor Reingold PRF

Master Secret Key :
msk : = (g i G, (a17a27 s 7a’n) — (Z*)n)

binary

N\

Evaluationon Z = =1, Z3,...,T,:

g

Fmsk(m) — gH?:l a;

cecurz‘tg: DDH acmm,btiou
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: ck can evaluate on all Z s.t.
Naor-Reingold CPRF : (G of prime order p)

1
i
i
L

Naor Reingold PRF Constraining Inner-Product
binary
Master Secret Key : Constrained Key for Z = ,;:1, 22y zn :

msk : = (g i G, (&1,02, <. '7a’n) A (Z*)n)

Evaluationon Z = =1, Z3,...,T,:

Frni(z) 1= gl

Constrained Evaluation:
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: ck can evaluate on all Z s.t.
Naor-Reingold CPRF : (G of prime order p)
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Naor Reingold PRF Constraining Inner-Product
Master Secret Key : Constrained Key for Z = 21, 25,..., 2,
s S . a\n L 5 .
msk : = (g < G, (a1,a2,...,a,) < (Z,)") ck; := (g, {ai .7 zz}ie[n]); T < Ly

Evaluationon Z = =1, Z3,...,T,:

Frni(z) 1= gl

Constrained Evaluation:
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: ck can evaluate on all Z s.t.
Naor-Reingold CPRF : (G of prime order p)

1
1
1
1
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i
i
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Naor Reingold PRF Constraining Inner-Product
Master Secret Key : Constrained Key for Z = 21, 25,..., 2,
$ $ . w\n . S«
msk : = (g — G, (a,a9,...,a,) < (Zp) ) Ckz — (g, {ai .y zz}ie[n]); T < Zp

Evaluationon Z = =1, Z3,...,T,: Constrained Evaluation:

Fmsk(m) = gH?:l a’ Fckz (37) = gH?:1 (a;r—2i)%

— (gHZ-;l a; i)”‘ @
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: ck can evaluate on all Z s.t.
Naor-Reingold CPRF : (G of prime order p)

1
i
i
L

Naor Reingold PRF Constraining Inner-Product
Master Secret Key : Constrained Key for Z = 21, 25,..., 2,
s S . a\n L 5 .
msk : = (g < G, (a1,a2,...,a,) < (Z,)") ck; := (g, {ai .7 zz}ie[n]); T < Ly

Evaluationon Z = =1, Z3,...,T,: Constrained Evaluation:

no equal if N\
Fmsk(w) — gHizl a;’ T Fckz(w) _ gHz‘:I (a;-r )

— (gH?=1 afi)r_@’a
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Naor Reingold PRF

Master Secret Key :

msk : = (giG, (a1,a2,...,a,)

Evaluationon Z = =1, Z3,...,T,:

Fmsk(w) — gH?:la’ii e

No-Evaluation g'ecam'ty

(,2)
g looks random

(unconditional)

Mahshid Riahinia, ENS Lyon

Naor-Reingold CPRF (G of prime order p)

ck can evaluate on all Z s.t.

Constraining Inner-Product

Constrained Key for Z = 21, 25,..., 2,

*

ck; := (g, {ai : r_zi}ie[n]); r e Ly

Constrained Evaluation:

Fckz (CL‘) = gH?:l (ai-r—zz')f”z'

— (gHZ-;l a; i)”‘ @

Full secvrify via random oracle

Fast PK-Silent-OT and More from Constrained Naor-Reingold
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Naor-Reingold CPRF : (G of prime order p)

1
i
i
L

Naor Reingold PRF Constraining Inner-Product Membership

Master Secret Key : Constrained Key for (Z € {0,1}", S C [n]):

msk : = (g i G, (&1,02, <. '7a’n) A (Z*)n)

Evaluationon Z = =1, Z3,...,T,:

Frni(z) 1= gl

Constrained Evaluation:
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Naor-Reingold CPRF : (G of prime order p)

Mahshid Riahinia, ENS Lyon

ck(z,s) can evaluate on all Z s.t.

1
1
1
1

Naor Reingold PRF Constraining Inner-Product Membership

Master Secret Key : Constrained Key for (Z € {0,1}", S C [n]):

msk : = (g i G, (&1,02, <. '7a’n) A (Z*)n)

Evaluationon Z = =1, Z3,...,T,:

Frni(z) 1= gl

Constrained Evaluation:
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ck(z,s) can evaluate on all Z s.t.

Naor-Reingold CPRF (G of prime order p)

......... A
N 1
1 .
: i
i !
i !
[

Naor Reingold PRF Constraining Inner-Product Membership

Master Secret Key : Constrained Key for (Z € {0,1}",)S C [n]):
$ $ *\ N S .
msk : = (g — G, (a,a9,...,a,) < (Zp) ) Ck(Z,S) pp— ((gr )seS’ {ai . zz}ie[n])
r&zy T
Evaluationon Z = =1, Z3,...,T,: Constrained Evaluation:
L HZL: afi . L1 (ai . ,r,—Zi)ﬂEi

Frns(2) := g Fo. () = (¢7)" 5 p(B2)
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Naor-Reingold CPRF (G of prime order p)

1
i
i
L

Naor Reingold PRF

Master Secret Key :

msk : = (g i G, (&1,02, s 7a’n) i (Z*)n)

Mahshid Riahinia, ENS Lyon 14/16

ck(z,s) can evaluate on all Z s.t.

Constraining Inner-Product Membership

Constrained Key for (Z € {0,1}",S C [n]):
Ck(Z,S) = ((gr )seS’ {a’i ' r_zi}z‘e[n])

$ *
(r < Zp)

Constrained Evaluation:

Fast PK-Silent-OT and More from Constrained Naor-Reingold



ck(z,s) can evaluate on all Z s.t.

Naor-Reingold CPRF (G of prime order p)

......... A
N 1
1 .
: i
i !
i !
[

Naor Reingold PRF Constraining Inner-Product Membership
Master Secret Key : Constrained Key for (Z € {0,1}",)S C [n]):
$ $ *\ N S .
msk : = (QFG, (al,ag,...,an) < (Zp) ) Ck(Z,S) = <(gr )SES’ {ai .r zz}ie[n])
r&zy T
Evaluationon Z = =1, Z3,...,T,: Constrained Evaluation:
N (az . r—zl)xz
ke (@) = (97)" s p—(@2)

(cparce power-DDH) Full security via random oracle
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® Inner-Product Equality & Inequality

e DPuncturing
o Puncturing a Hamming ball
o Puncturable PRF in NC!

e weak PRFs

o LWR [BPR12],[BIPSW18]

\\ o XOR-MAJ (GAR) [Goloo,Aw

—————————————————————————————————————

EFE(z)zo — <E,£>6SE
S ={s€Zug | 512 =0} |
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Conclusion
Efficient Public-Key PCF for OT Correlations

from

Naor-Reingold Constrained-PRF

Tweaked Pseudorandomly-Constrained PR-PCF for OT
Naor-Reingold PRF » PRF » rcroror 2 Naof;f:ngol .
CPRF for CPRF for orecomputable
Inner-Product Membership (w)PRFEs and their complement + reusable DV-NIZKs
wPREs expressed as IPM + lots of optimizations
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Conclusion
Efficient Public-Key PCF for OT Correlations

from

Naor-Reingold Constrained-PRF

PK-PCF for OT

Tweaked Pseudorandomly-Constrained
Naor-Reingold PRF » PRF 2 rcrfror 2 Naof;g‘ngol .

CPRF for CPRF for precomputable
Inner-Product Membership (w)PRFEs and their complement + reusable DV-NIZKs

wPRFs expressed as IPM + lots of optimizations

Thank You!

ia.cr/2024/178

Mahshid Riahinia, ENS Lyon 16/16 Fast PK-Silent-OT and More from Constrained Naor-Reingold



