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Main Application: OT is complete for 2PC/MPC
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Communication complexity 
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≥ 2 ≥ 2Semi-honest 

One-sided malicious

Malicious ≥ 2 ≥ 3

*  In the CRS model

* **

** In two rounds
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How much interaction needed for Malicious OT?

Size ≥ |b | + |m0 | + |m1 | = 3

If communication is  then it’s optimal rate≈ 3
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Malicious two-round OT with optimal rate with a short CRS?

• LWE via spooky FHE [DHRW16]


• QR/DCR with long CRS via PCGs [OSY21]


• LPN and Random Oracle via silent OT extensions [BCG+19] 
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Our Result: Two-round batch-OT scheme: 

• UC-secure against malicious adversaries under QR+LPN.


• Short and reusable CRS 

• Optimal rate: Total communication of  for a batch 3k + o(k) ⋅ 𝗉𝗈𝗅𝗒(λ) k
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• KeyGen with respect to : 

𝖧(𝗁𝗄, x) → 𝗁

f (𝖾𝗄, 𝗍𝖽)
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Security:  hides 𝖾𝗄 f Instantiations: DDH, LWE, QR

Perfect correctness
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• Main insight: how to use TDH with LPN for improved communication and 
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Thanks!

• This talk: two-round maliciously-sender secure OT with optimal download rate 
from QR + LPN.
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