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Our Result

mm Security Assumptions | Size of ciphertext
Main Result

Reg-IPFE (1) Linear Ad-IND K-lin
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sReg-IPFE with Adaptive IND-Security
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sReg-IPFE with Adaptive IND-Security
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sReg-IPFE to sReg-QFE: Attempt
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sReg-IPFE to sReg-QFE: Attempt

Attempt: IPFE ==> QFE [Wee20]
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sReg-IPFE to sReg-QFE: Attempt

Attempt: IPFE ==> QFE [Wee20]
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sReg-IPFE to sReg-QFE: Attempt

Attempt: IPFE ==> QFE [Wee20]
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sReg-IPFE to sReg-QFE: Challenge-1
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sReg-IPFE to sReg-QFE: Solution-1
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sReg-IPFE to sReg-QFE: Solution-1
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sReg-IPFE to sReg-QFE: Solution-1
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sReg-IPFE to sReg-QFE: Solution-1

—

iDec(cty, sk; hsk) —> [1-XMf ], With fixed DLOG base

Nested — Standard
dual-system - | dual-system

Adaptive Selective
Security Security
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sReg-IPFE to sReg-QFE: Solution-2

[A] [A;]

M]=| I®A,
A ® A,

_Determine

e

For security: must be over group, to use MDDH
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A QI
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Sampled in Setup of Reg-QFE
fT L ~ *****
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sReg-IPFE to sReg-QFE: Solution-2
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sReg-IPFE to sReg-QFE: Solution-2

New notion: Pre-constrained Reg-IPFE
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New notion (more general): PReg-FE
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration

Simulator

Claim at beginning:

o < > ‘challenge X 5
corrupted & malicious set &,

functions f;

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - - - - e e e e - - — — — ]

Corrupted & —— [ T
malicious f: Crs« 1,
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration

Simulator
Interact
Sh
Corrupted & ——

malicious f OF A\ 12

Claim at beglnnlng

_______________________
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corrupted & malicious set €, #
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration
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Interact
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration

Simulator

Claim at beginning:

= iInteract
o < > challenge X
corrupted & malicious set 6,

functions f

Corrupted & ——~

malicious f: ~ CTS ™ IXML; Iy
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration

Simulator

Claim at beginning:

= iInteract
o < > challenge X
corrupted & malicious set 6,

functions f

Corupted & —— [T
malicious f: Crs« 1,

e — sel* ad
S — TS 7
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sReg-IPFE to sReg-QFE: Challenge-3

First time consider SIM-security in registration

Simulator

Claim at beginning:

= iInteract
o < > challenge X
corrupted & malicious set 6,

functions f

Corrupted & ~——_ [~ oT |

malicious f : crs- %

e —————————————

P — —

S Crs ct
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To achieve sel*-SIM PReg-IPFE

Real: ¢t Crs hsk;
X 0 M (|0 [ff|
_______ A .
X (1]
0 ict A
________________ fT
A 1
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sReg-IPFE to sReg-QFE: Solution-3
To achieve sel*-SIM PReg-IPFE

Real: ¢t Crs hsk;

With PKE
o (ipk, isk) < iGen(1*)
I x ________ O M 0 £ icty| < iEnc(0)
_______ ST N
X | 1
0 icty|. -
________________ cT
T L
Mi
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sReg-IPFE to sReg-QFE: Solution-3
To achieve sel*-SIM PReg-IPFE

Real: ¢t Crs hsk;

With PKE
S (ipk, isk) < iGen(1%)
I x ________ O M 0 £7 icty| < 1Enc(0)
_______ (__/\__‘________ | | |
X . | 1
0 ity A BT T
——————— — f7 xMf; = xMTf,
M, .
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sReg-IPFE to sReg-QFE: Solution-3
To achieve sel*-SIM PReg-IPFE

Sim: ¢t crs hsk.

l With PKE
o (ipk, isk) < iGen(1*)
| om o] g | e
=7
_________ ) - — - | i 1€ 6 U M
X ny
N
t/
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sReg-IPFE to sReg-QFE: Solution-3
To achieve sel*-SIM PReg-IPFE

Sim: ¢t crs sk, With PKE
e (ipk, isk) < iGen(1%)
0 | sk i it < iEnc(xM])
A l i i [ EC UM i
fAT XMAT = < isk, ict, >
l
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sReg-IPFE to sReg-QFE: Solution-3
To achieve sel*-SIM PReg-IPFE

Sim: ¢t crs sk, With PKE
e (ipk, isk) < iGen(1%)
o | sk fT et < iEnc(xMf])
A l i i [ EC UM i
fAT XMAT = < isk, ict, > = xMf;
l
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sReg-IPFE to sReg-QFE: Solution-3
To achieve sel*-SIM PReg-IPFE

L~ = hsk.
Sim: ct crs >N With PKE
o (ipk, isk) < iGen(1*)
0 7 ety — iEnc(xMI])
_________ ) —— - - | i i €E6CUM
X n T —
f@l_ ~ ’;}’MifT |< 1Sk, ict, > = XMfT
i A

[ linear decryption ]
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To Compact Ciphertext
|

O(n) x =n

b5

sReg-FE:




To Compact Ciphertext
|

O(n) x =n
R

“power-of-two” in [HLWW23]

|
Reg-FE: I ® o o I O(n)

O(log L)

sReg-FE:
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To Compact Ciphertext
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To Compact Ciphertext
|

O(n) x =n

b5

sReg-FE:

. ® o o . About users in sReg-FE instance.

O(log L)

Reg-FE:
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To Compact Ciphertext
|

sReg-FE: O(n) x = ni

® o o About x.
Reg-FE:

® o o
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To Compact Ciphertext

sReg-FE:

Reg-FE:

C1

|

O(n)

|

Shared part

O(log L)

Consolidate them with a
unified random coin.
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To Compact Ciphertext

sReg-FE:

Reg-FE:

C1

|

O(n)

Shared part

O(n)
l

. ® o o .0%1)

O(log L)




To Compact Ciphertext

sReg-FE:

C1

|

O(n)

O(n + log L)
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