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Goals
• Original SQIsign is ideal for 

applications where each signature 
gets verified many times.


• Tiny public key and signature

• Relatively fast and easy 

verification

• Complex and costly signing


• This work aims to make verification 
as fast as possible.
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SQIsign Signature - Key Generation
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SQIsign Signature - Commitment
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SQIsign Signature - Challenge
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SQIsign Signature - Response
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SQIsign Signature - Response
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• In SQIsign: 


• 


• 


•  

f = 75
φresp : K1, K2, …, K13

Kchall := H(E1, m)

φchall : E1 → E′￼2
φ2

E(1) E(2)
φ3 …

φ13

φchall

E′￼2
?=

Verifying SQIsign Signature



14

Advantage of bigger f
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• In SQIsign: 


•  

• E.g.  gives 4 points.
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BENCHMARKS
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Effect of larger f



17

Effect of larger f



• Several low-level optimisations.

• Faster basis generation.

• Faster kernel point computation.
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Other Optimisations



• Several low-level optimisations.

• Faster basis generation.

• Faster kernel point computation.


• Size-speed tradeoffs.

• Seeds for basis generation.

• Uncompressed signatures.


• Compressed NIST-signatures: 177 B

• Uncompressed NIST : 896 B

• Uncompressed : 322 B
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Other Optimisations
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Effect of larger f
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All Results
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All Results
• Increasing :


• 1.68x faster

• Optimised:


• 2.65x faster

• Seeded (+10 B)


• 3.04x faster

• Uncomp. (2x B)


• 4.40x faster

f



SIGNING WITH FIELD-EXTENSIONS
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Recall - Response
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Computing the T-isogenies

φi E(i) φi+1

ψ′￼i ψ′￼′￼i

……

deg ψ′￼i = T = ∏ℓri
i

Supersingular magic  All isogenies defined over  
 We can work with one prime power at a time

⇒ 𝔽p2

⇒
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Computing the T-isogenies: Four options

𝔽p2

• Compute  generated by 


• Let  be defined over 


• Let  be defined over 


• 

• Case 1: Different field extensions


• Rational polynomial (Kohel)

φ(P), φ K
K 𝔽qK

P 𝔽qP

deg φ = n 𝔽qP
𝔽qK
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Computing the T-isogenies: Four options
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• 


• Case 2:  and containment

• Velu
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Computing the T-isogenies: Four options
• Compute  generated by 


• Let  be defined over 


• Let  be defined over 


• 


• Case 3:  and containment

• Square-root Velu
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Computing the T-isogenies: Four options
• Compute  generated by 


• Let  be defined over 


• Let  be defined over 


• 


• Case 4: Containment and  small

• Computing norms (F&F)

φ(P), φ K
K 𝔽qK

P 𝔽qP

deg φ = n
n

𝔽p2

𝔽qP
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• 7-block verification 
 

  
 is -smooth 

• 4-block verification 
 

 
 is -smooth

p7 = 2145 ⋅ 39 ⋅ 593 ⋅ 3113 ⋅ 3173 ⋅ 5033 − 1.
T 997

p4 = 2242 ⋅ 3 ⋅ 67 − 1
T 2293
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Example prime
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Sage-Math Implementation

Proof-of-concept signing implemented with Velu, SqrtVelu and Kohel's formulae:



THANK YOU!
Mountains:

🇳🇴 ,🇨🇭 ,🇨🇭 ,🇳🇴 ,🇳🇴 ,🇨🇭  


