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Attribute-Based Signature

Signer Verifier

m: message

x: policy

y: attribute

I have a secret key sky



Attribute-Based Signature

Signer VerifierSig(sky,m, x) → σm,x

Ver(mpk,m, x, σm,x) → 0/1

I believe m when 
P(x, y) = 1

m: message

x: policy

y: attribute
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Attribute-Based Signature

Signer Verifier

Setup(1𝜆, P) → (mpk,msk)

sky

mpk

mpk

I believe m when 
P(x, y) = 1

Authority

m: message

x: policy

y: attribute



Attribute-Based Signature

Signer Verifier

KeyGen(msk, y) → sky

sky

mpk

mpk

I believe m when 
P(x, y) = 1

Authority

Setup(1𝜆, P) → (mpk,msk)

m: message

x: policy

y: attribute



Motivation: Key-Escrow Problem

Adversary Verifier

Ver(mpk,m, x, σm,x) → 1

I can forge any

valid signature

mpkmsk

signature σm,x

Authority



This Work: Registered ABS

ABS Decentralized ABS Registered ABS

Reference [OT11] [OT13] This work

Key-escrow

Standard 

model

Assumption DLIN DLIN k-Lin



Registered ABS

Signer Verifier

crs
Setup(1𝜆, P) → crs

Curator



Registered ABS

Signer Verifier

Gen(crs, aux) → (pk, sk)

(pk, y)

Curator



Registered ABS

Signer Verifier

mpk(pk, y)

hk
Reg(crs, pk, y) → mpk

Upd(crs, aux, pk) → hk

Curator



Registered ABS

Signer Verifier

mpk(pk, y)

hk
Reg(crs, pk, y) → mpk

Fully transparent

No secret stored

Curator

Upd(crs, aux, pk) → hk



Registered ABS

Signer VerifierSig(hk, sk,m, x)
→ σm,𝐱/𝐠𝐞𝐭𝐮𝐩𝐝

sk

Ver(mpk,m, x, σm,𝐱) → 0/1

I believe m when 
P(x, y) = 1



Unforgeability

AdversaryChallenger

crs

Setup(1𝜆 , P) → crs



Unforgeability

AdversaryChallenger

crs

ORegHK(y):

y

(|ℛ|,mpk, pk)

Repeat

➢ (pk, sk) ← Gen(crs, aux);
➢ Update mpk ← Reg(crs, pk, y);

➢ Record (pk, sk) into ℛ:

1 2 ⋯ |ℛ|

(pk, sk) (pk, sk) ⋯ (pk, sk)



Unforgeability

AdversaryChallenger

crs

i

ℛ[i]. sk

Repeat
➢ Find ℛ[i]:

⋯ i ⋯

⋯ (pk, sk) ⋯

OCor(i):



Unforgeability

AdversaryChallenger

crs

OSig(i,m, x):
(i,m, x)

σm,𝐱

Repeat
➢ Run hk ←

Upd(crs,ℛ[i]. pk)
➢ Run σm,𝐱 ←

Sig(hk,ℛ[i]. sk, x,m)



Unforgeability

AdversaryChallenger

crs

(i∗, m∗, x∗, σ∗)

Forgery Phase:

➢ ℛ[i∗] is not empty

➢ P(x∗, yi) = 0 for all OCor(i)
➢ No query to OSig(i∗, m∗, x∗)
➢ σ∗ is valid

Successfully 

Forge!



Building Block: Slotted Registered ABS

Verifier

mpk

Agg(crs, {pki, yi})
→ (mpk, {hki})

Signer 1

Signer L

Signer 2

⋮

(pk2, y2)

hk2



Building Block: Slotted Registered ABS

Signer 1

Signer L

Signer 2

⋮

(pk2, y2)

Slotted Registered ABS

register at once 

static

Registered ABS

register dynamically 

updatable

vs



Construct Registered ABS

20 ⋯⋯

Multiple slotted registered ABS instances
Slotted Registered ABS

21

22

2log L

Registered ABS



Construct Registered ABS

20 ⋯⋯
21

2log L

Slotted Registered ABS

(Unforgeability)

Registered ABS

(Unforgeability)

Multiple slotted registered ABS instances



Construct Slotted Registered ABS

Inspired by [OT13], we start from slotted registered attribute-based 

encryption (ABE) based on bilinear groups [ZCGQ23]

Slotted Registered ABE ⟹ Slotted Registered ABS
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(crs,mpk)

Slotted Registered ABE ⟹ Slotted Registered ABS

Enc(mpk,m, x) → ctm,x

(ski, hki)

Dec(ski, hki, ctm,x) → m

(crs,mpk)

(ski, hki)

Sig(ski, hki, m, x) → σm,x

Ver(mpk,m, x, σm,x) → 0/1
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Construct Slotted Registered ABS

Inspired by [OT13], we start from slotted registered attribute-based 

encryption (ABE) based on bilinear groups [ZCGQ23]

Enc(mpk,m, x) → ctm,x

(ski, hki)
Delegate⇓

(crs,mpk) (crs,mpk)

(ski, hki)

Sig(ski, hki, m, x) → σm,x

Ver(mpk,m, x, σm,x) → 0/1
Dec(ski, hki, ctm,x) → m

Slotted Registered ABE ⟹ Slotted Registered ABS



Dec(ski, hki, ctm,x) → m

Construct Slotted Registered ABS

Inspired by [OT13], we start from slotted registered attribute-based 

encryption (ABE) based on bilinear groups [ZCGQ23]

Enc(mpk,m, x) → ctm,x

(ski, hki)

⟹

⇓

νi,m,x

(crs,mpk) (crs,mpk)

(ski, hki)

Sig(ski, hki, m, x) → σm,x

Ver(mpk,m, x, σm,x) → 0/1

Verification Text

Slotted Registered ABE ⟹ Slotted Registered ABS



Dec(ski, hki, ctm,x) → m

Construct Slotted Registered ABS

Inspired by [OT13], we start from slotted registered attribute-based 

encryption (ABE) based on bilinear groups [ZCGQ23]

Enc(mpk,m, x) → ctm,x

(ski, hki)

⟹

⇓

σi,m,x

When P x, y = 1, 

recover m?
νi,m,x

(crs,mpk) (crs,mpk)

(ski, hki)

Sig(ski, hki, m, x) → σm,x

Ver(mpk,m, x, σm,x) → 0/1

Verification Text

νi,m,x

Slotted Registered ABE ⟹ Slotted Registered ABS

Decryption



Construct Slotted Registered ABS

mpk: [

j

((αj + uj)𝐚yj + 𝐰j𝐊yj
)]1 , [

j

𝐰j]1, [α]𝑇

hki: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj
)]2,

[riσj≠i𝐰j]2, [ri, riαi + α]2

ski: ui
Secrets: αi, α



Construct Slotted Registered ABS

Predicate Encoding: ∃ Mx,y =
𝐚y 𝟎

𝐊y 𝐂x
and 𝐝x,y:

➢ 𝜶-reconstruction: P(x, y) = 1 ⇒ Mx,y𝐝x,y
𝛵 = (1,0, . . . , 0)𝑇;

➢ 𝜶-privacy: P(x, y) = 0 ⇒ {x, y, α, (α||𝐰)Mx,y} ≈𝑠 {x, y, α, (0||𝐰)Mx,y}.

mpk: [

j

((αj + uj)𝐚yj + 𝐰j𝐊yj
)]1 , [

j

𝐰j]1, [α]𝑇

hki: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj
)]2,

[riσj≠i𝐰j]2, [ri, riαi + α]2



Construct Slotted Registered ABS

+ ui [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj
)]2,

[ri

j≠i

𝐰j𝐂x]2, [ri, riαi + riui + α]2

νi∗,m∗,x∗: [s, s

j

((αj + uj)𝐚yj +𝐰j𝐊yj
)]1,

[s

j

𝐰j𝐂x∗]1, [αs]𝑇

Verification Text

ski: ui
Secrets: αi, α

mpk: [

j

((αj + uj)𝐚yj + 𝐰j𝐊yj
)]1 , [

j

𝐰j]1, [α]𝑇

hki: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj
)]2,

[riσj≠i𝐰j]2, [ri, riαi + α]2



Construct Slotted Registered ABS

νi∗,m∗,x∗: [s, s

j

( (αi + ui)𝐚yi + 𝐰i𝐊yi
)]1,

[s

j

(𝐰i𝐂x∗)]1, [αs]𝑇

σi,m,x: [ri

j≠i

((αj + uj)𝐚yj + 𝐰j𝐊yj
)]2,

[ri

j≠i

𝐰j𝐂x]2 , [ri, riαi + riui + α]2

ski: ui
Secrets: αi, α

Verify signature from slot i:



Construct Slotted Registered ABS

νi∗,m∗,x∗: [s, s ( (αi + ui)𝐚yi + 𝐰i𝐊yi
)]1,

[s (𝐰i𝐂x∗)]1, [αs]𝑇

σi,m,x:

[ri, riαi + riui + α]2

Verify signature from slot i:

1. Cancel cross terms for j ≠ i via pairing

ski: ui
Secrets: αi, α



Construct Slotted Registered ABS

νi∗,m∗,x∗: [s, s (αi + ui) ]1,

[αs]𝑇

σi,m,x:

[ri, riαi + riui + α]2

Verify signature from slot i:

1. Cancel cross terms for j ≠ i via pairing

2. Check P(x, yi) = 1 via 𝜶-reconstruction

ski: ui
Secrets: αi, α

➢ 𝜶-reconstruction: P(x, y) = 1 ⇒ Mx,y𝐝x,y
𝛵 = (1,0, . . . , 0)𝑇.



Construct Slotted Registered ABS

νi∗,m∗,x∗:

[αs]𝑇

σi,m,x:

[ αs]𝑇

Verify signature from slot i:

1. Cancel cross terms for j ≠ i via pairing

2. Check P(x, yi) = 1 via 𝜶-reconstruction

3. Cancel (αi, ui) and check 

[αs]𝑇= [αs]𝑇 ?

ski: ui
Secrets: αi, α



Construct Slotted Registered ABS

νi∗,m∗,x∗:

[αs]𝑇

σi,m,x:

[ riαi + riui + α]2

Problem:

ui is completely leaked, anyone can 

acquire it!

Verify signature from slot i:

1. Cancel cross terms for j ≠ i via pairing

2. Check P(x, yi) = 1 via 𝜶-reconstruction

3. Cancel (αi, ui) and check 

[αs]𝑇= [αs]𝑇 ?

ski: ui
Secrets: αi, α



Construct Slotted Registered ABS

νi∗,m∗,x∗:

[s(ci + Hash(i,m∗, x∗) ∙ di)]1 [αs]𝑇

σi,m,x:

[ t, t(ci + Hash(i,m, x) ∙ di) + riui + riαi + α]2

Solution:

sample new randomness t and use

(ci + Hash ∙ di) to hide ui

Verify signature from slot i:

1. Cancel cross terms for j ≠ i via pairing

2. Check P(x, yi) = 1 via 𝜶-reconstruction

3. Cancel (αi, ui) and check 

[αs]𝑇= [αs]𝑇 ?

ski: ui, ci, di
Secrets: αi, α



Security Proof

νi∗,m∗,x∗:

[αs]𝑇

σi,m,x:

[ riui + riαi + α]2

Verify signature from slot i:

1. Cancel cross terms for j ≠ i via pairing

2. Check P(x, yi) = 1 via 𝜶-reconstruction

3. Cancel (αi, ui) and check 

[random]𝑇= [αs]𝑇 ?

ski: ui, ci, di
Secrets: αi, α

Invalid forged signature



Security Proof

σi,m,x: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj)]2, [ri

j≠i

𝐰j𝐂x]2,

[t, ri, t(ci + Hash(i,m, x) ∙ di) + riui + riαi + α]2

νi∗,m∗,x∗: [s, s

j

((αj + uj)𝐚yj +𝐰j𝐊yj
)]1, [αs]𝑇 ,

[s

j

𝐰j𝐂x]1 , [s

j

(ci + Hash(i∗, m∗, x∗) ∙ di)]1

Honest Case

slot 1 slot 2 slot 3

m1 , x1

mq , xq
⋯

m1 , x1

mq , xq

⋯
m1 , x1

mq , xq

⋯

P(x∗, yi) = 1 and allow signature 

queries on (i, m, x) ≠ (i∗,m∗ , x∗)

ski: ui, ci, di
Secrets: αi, α



Security Proof

σi,m,x: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj)]2, [ri

j≠i

𝐰j𝐂x]2,

[t, ri, riαi + α]2

νi∗,m∗,x∗: [s, s

j

((αj + uj)𝐚yj +𝐰j𝐊yj
)]1, [αs]𝑇 ,

[s

j

𝐰j𝐂x]1 , [s

j

(ci + Hash(i∗, m∗, x∗) ∙ di)]1

Honest Case

slot 1 slot 2 slot 3

m1 , x1

mq , xq
⋯

m1 , x1

mq , xq

⋯
m1 , x1

mq , xq

⋯

Adversary don’t know ui and

(ci + Hash(i, m, x) ∙ di) hide 

extra ui so that αi can hide α

ski: ui, ci, di
Secrets: αi, α



Security Proof

σi,m,x: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj)]2, [ri

j≠i

𝐰j𝐂x]2,

[t, ri, riαi + α]2

νi∗,m∗,x∗: [s, s

j

((αj + uj)𝐚yj +𝐰j𝐊yj
)]1, [αs]𝑇 ,

[s

j

𝐰j𝐂x]1 , [s

j

(ci + Hash(i∗, m∗, x∗) ∙ di)]1

Honest Case

slot 1 slot 2 slot 3

m1 , x1

mq , xq
⋯

m1 , x1

mq , xq

⋯
m1 , x1

mq , xq

⋯Random

ski: ui, ci, di
Secrets: αi, α

Adversary don’t know ui and

(ci + Hash(i, m, x) ∙ di) hide 

extra ui so that αi can hide α



Security Proof

σi,m,x: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj)]2, [ri

j≠i

𝐰j𝐂x]2,

[t, ri, riαi + α]2

νi∗,m∗,x∗: [s, s

j

((αj )𝐚yj +𝐰j𝐊yj
)]1, [αs]𝑇 ,

[s

j

𝐰j𝐂x]1 , [s

j

(ci + Hash(i∗, m∗, x∗) ∙ di)]1

Corrupt Case

slot 1 slot 2 slot 3

P(x∗, yi) = 0 and adversary has 

known ui, ci, di

ski: ui, ci, di
Secrets: αi, α



Security Proof

σi,m,x: [ri

j≠i

((αj + uj)𝐚yj +𝐰j𝐊yj)]2, [ri

j≠i

𝐰j𝐂x]2,

[t, ri, riαi + α]2

νi∗,m∗,x∗: [s, s

j

((0 )𝐚yj + 𝐰j𝐊yj
)]1, [αs]𝑇 ,

[s

j

𝐰j𝐂x]1 , [s

j

(ci + Hash(i∗, m∗, x∗) ∙ di)]1

Corrupt Case

slot 1 slot 2 slot 3

hide extra αi when P(x∗, yj) = 0

➢ 𝜶-privacy: P(x, y) = 0 ⇒ {x, y, α, (α||𝐰)Mx,y} ≈𝑠 {x, y, α, (0||𝐰)Mx,y}.

Random

ski: ui, ci, di
Secrets: αi, α



Open Problems

➢ More expressive predicates such as finite state automata and circuits;

➢ Signer Anonymity;

➢ LWE-based construction;

......

Thank You!


