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• Not implied by IND-CCA security (counterexamples [BDWY12, HR14, 
HRW16])

• Post-Quantum IND-so-CCA PKE does already exist from LWE [LSSS17,BL17]
• But these constructions are not compact 

• Compact IND-so-CCA PKE do exist [Hof12]
• But from non-quantum-resistant assumptions (Paillier-like)

Our Result:
The first compact IND-so-CCA secure PKE scheme from LWE (and PRFs in NC1).
Our Technique:
Use dual GSW FHE [GSW13] and a compression trick for messages.
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In the standard model:

• A lossy trapdoor function LTF

• An all-but-many lossy trapdoor function ABM-LTF
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𝑥 ∈ 𝒟

Gen 1𝜆, 𝑖𝑛𝑗𝑒𝑐𝑡𝑖𝑣𝑒 Gen 1𝜆 , 𝑙𝑜𝑠𝑠𝑦
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Correctness:
Inv(𝑖𝑘, Eval(𝑒𝑘𝑖𝑛𝑗 , 𝑥))=𝑥
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𝑥 ∈ 𝒟

Gen 1𝜆, 𝑖𝑛𝑗𝑒𝑐𝑡𝑖𝑣𝑒 Gen 1𝜆 , 𝑙𝑜𝑠𝑠𝑦

𝑖𝑘 𝑒𝑘𝑖𝑛𝑗 𝑒𝑘𝑙𝑜𝑠

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘𝑖𝑛𝑗, 𝑥

𝑥 =Inv 𝑖𝑘, 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘𝑙𝑜𝑠, 𝑥Indistinguishability:
𝑒𝑘𝑖𝑛𝑗 ≈ 𝑒𝑘𝑙𝑜𝑠
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𝑥 ∈ 𝒟

Gen 1𝜆, 𝑖𝑛𝑗𝑒𝑐𝑡𝑖𝑣𝑒 Gen 1𝜆 , 𝑙𝑜𝑠𝑠𝑦

𝑖𝑘 𝑒𝑘𝑖𝑛𝑗 𝑒𝑘𝑙𝑜𝑠

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘𝑖𝑛𝑗, 𝑥

𝑥 =Inv 𝑖𝑘, 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘𝑙𝑜𝑠, 𝑥
ℓ-Lossiness:

#𝒞𝑙𝑜𝑠 ≤
#𝒟

2ℓ
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𝑥 ∈ 𝒟

Gen 1𝜆, 𝑖𝑛𝑗𝑒𝑐𝑡𝑖𝑣𝑒 Gen 1𝜆 , 𝑙𝑜𝑠𝑠𝑦

𝑖𝑘 𝑒𝑘𝑖𝑛𝑗 𝑒𝑘𝑙𝑜𝑠

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘𝑖𝑛𝑗, 𝑥

𝑥 =Inv 𝑖𝑘, 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘𝑙𝑜𝑠, 𝑥

Compactness:
#𝑦 ∈ 𝑂 #𝑥



A Compact LTF from LWE

Generating Keys:

Draw an MP12-Trapdoor 𝐀, 𝑡𝑑 ← 𝐺𝑒𝑛𝑇𝑟𝑎𝑝 𝑢 × 𝑛 ,

𝐁 ← ℤ𝑞
𝑚×𝑛,

𝐒 ← ℤ𝑞
𝑛×𝑁 , 𝐄 ← 𝜒 𝑚+𝑢 ×𝑁.

Output 𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆
and 𝑖𝑘 ≔ 𝐴, 𝐵, 𝑡𝑑 (if injective mode).
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Generating Keys:

Draw an MP12-Trapdoor 𝐀, 𝑡𝑑 ← 𝐺𝑒𝑛𝑇𝑟𝑎𝑝 𝑢 × 𝑛 ,

𝐁 ← ℤ𝑞
𝑚×𝑛,

𝐒 ← ℤ𝑞
𝑛×𝑁 , 𝐄 ← 𝜒 𝑚+𝑢 ×𝑁.

Output 𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆
and 𝑖𝑘 ≔ 𝐴, 𝐵, 𝑡𝑑 (if injective mode).

𝐆 =
1 2 4 …2log 𝑞 ⋯

⋮ ⋱ ⋮
⋯ 1 2 4 …2log 𝑞



A Compact LTF from LWE

Generating Keys:

Draw an MP12-Trapdoor 𝐀, 𝑡𝑑 ← 𝐺𝑒𝑛𝑇𝑟𝑎𝑝 𝑢 × 𝑛 ,

𝐁 ← ℤ𝑞
𝑚×𝑛,

𝐒 ← ℤ𝑞
𝑛×𝑁 , 𝐄 ← 𝜒 𝑚+𝑢 ×𝑁.

Output 𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆
and 𝑖𝑘 ≔ 𝐴, 𝐵, 𝑡𝑑 (if injective mode).

Injective Mode: 𝑏 = 1
Lossy Mode: 𝑏 = 0

𝐆 =
1 2 4 …2log 𝑞 ⋯

⋮ ⋱ ⋮
⋯ 1 2 4 …2log 𝑞



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥

𝐄 =
𝐄𝟏
𝐄𝟐



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥

Let‘s call this 𝑔.

𝐄 =
𝐄𝟏
𝐄𝟐



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥

Let‘s call this 𝑔.

𝐄 =
𝐄𝟏
𝐄𝟐



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥

Let‘s call this 𝑔.

Use MP12 trapdoor 𝑡𝑑
to extract 𝑆𝑔.

𝐄 =
𝐄𝟏
𝐄𝟐



A Compact LTF from LWE

Generating Keys:

𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆

Evaluating 𝑥 ∈ ℤ𝑝
𝑚′:

𝑦 ≔ 𝑒𝑘 ⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

Inverting 𝑦:

𝑦 =
𝐀

𝐁
⋅ 𝐒 ⋅ 𝐆−1

0
𝑞
𝑝
⋅ 𝑥

+
𝐄𝟏
𝐄𝟐

⋅ 𝐆−1
0

𝑞
𝑝
⋅ 𝑥

+
0

𝑞
𝑝
⋅ 𝑥

=
𝐀𝐒𝑔 + 𝐄1𝑔

𝐁𝐒𝑔 + 𝐄2𝑔 +
𝑞
𝑝
⋅ 𝑥

Let‘s call this 𝑔.

Use MP12 trapdoor 𝑡𝑑
to extract 𝑆𝑔.

Use 𝑆𝑔 to extract
𝑞

𝑝
⋅ 𝑥.

𝐄 =
𝐄𝟏
𝐄𝟐



A Compact LTF from LWE

• Correctness:

• Indistinguishability: 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝐆 ≈ 𝐀
𝐁

⋅ 𝐒 + 𝐄.

• ℓ-Lossiness: Counting argument.

• Compactness: 
Messages lie in ℤ𝑝

𝑚′.
Ciphertexts lie in ℤ𝑞

𝑚+𝑢.
Choose log 𝑝 ∈ Ω log 𝑞 and 𝑚′ ∈ Ω 𝑚 + 𝑢 .
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• Correctness:

• Indistinguishability: 𝐀
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⋅ 𝐒 + 𝐄.

• ℓ-Lossiness: Counting argument.

• Compactness: 
Messages lie in ℤ𝑝

𝑚′.
Ciphertexts lie in ℤ𝑞
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A Compact LTF from LWE

• Correctness:

• Indistinguishability: 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝐆 ≈ 𝐀
𝐁

⋅ 𝐒 + 𝐄.

• ℓ-Lossiness: Counting argument.

• Compactness: 
Messages lie in ℤ𝑝

𝑚′.
Ciphertexts lie in ℤ𝑞

𝑚+𝑢.
Choose log 𝑝 ∈ Ω log 𝑞 and 𝑚′ ∈ Ω 𝑚 + 𝑢 .



A Compact LTF from LWE

• Correctness:

• Indistinguishability: 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝐆 ≈ 𝐀
𝐁

⋅ 𝐒 + 𝐄.

• ℓ-Lossiness: Counting argument.

• Compactness: 
Messages lie in ℤ𝑝

𝑚′.
Ciphertexts lie in ℤ𝑞

𝑚+𝑢.
Choose log 𝑝 ∈ Ω log 𝑞 and 𝑚′ ∈ Ω 𝑚 + 𝑢 .

Low Rank

Short Entries



A Compact LTF from LWE

• Correctness:

• Indistinguishability: 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝐆 ≈ 𝐀
𝐁

⋅ 𝐒 + 𝐄.

• ℓ-Lossiness: Counting argument.

• Compactness: 
Messages lie in ℤ𝑝

𝑚′.
Ciphertexts lie in ℤ𝑞

𝑚+𝑢.
Choose log 𝑝 ∈ Ω log 𝑞 and 𝑚′ ∈ Ω 𝑚 + 𝑢 .



Lossy Trapdoor Function

𝑥 ∈ 𝒟

Gen 1𝜆, 𝑖𝑛𝑗𝑒𝑐𝑡𝑖𝑣𝑒 Gen 1𝜆 , 𝑙𝑜𝑠𝑠𝑦

𝑖𝑘 𝑒𝑘𝑖𝑛𝑗 𝑒𝑘𝑙𝑜𝑠

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘𝑖𝑛𝑗, 𝑥

𝑥 =Inv 𝑖𝑘, 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘𝑙𝑜𝑠, 𝑥



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥

𝑥 =Inv 𝑖𝑘, 𝑡𝑖𝑛𝑗 , 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥

𝑥 =Inv 𝑖𝑘, 𝑡𝑖𝑛𝑗 , 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥

Correctness:
Inv(𝑖𝑘,𝑡𝑖𝑛𝑗, Eval(𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥))=𝑥



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥

𝑥 =Inv 𝑖𝑘, 𝑡𝑖𝑛𝑗 , 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥

Indistinguishability:
𝑡𝑖𝑛𝑗 ≈ 𝑡𝑙𝑜𝑠



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥

𝑥 =Inv 𝑖𝑘, 𝑡𝑖𝑛𝑗 , 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥

ℓ-Lossiness:

#𝒞𝑙𝑜𝑠 ≤
#𝒟

2ℓ



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥

𝑥 =Inv 𝑖𝑘, 𝑡𝑖𝑛𝑗 , 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥

Compactness:
#𝑦 ∈ 𝑂 #𝑥



All-But-Many Lossy Trapdoor Functions

Gen 1𝜆

𝑒𝑘 𝑖𝑘 𝑡𝑘

𝑡1 ← 0,1 𝜆𝑡2 ← 0,1 𝜆

𝑡2′ ← LTag 𝑡𝑘, 𝑡1

𝑡𝑖𝑛𝑗 = 𝑡1, 𝑡2 𝑡𝑙𝑜𝑠 = 𝑡1, 𝑡2′

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑖𝑛𝑗

𝑦 =Eval 𝑒𝑘, 𝑡𝑖𝑛𝑗 , 𝑥

𝑥 =Inv 𝑖𝑘, 𝑡𝑖𝑛𝑗 , 𝑦

𝑥 ∈ 𝒟

𝑦 ∈ 𝒞𝑙𝑜𝑠

𝑦 =Eval 𝑒𝑘, 𝑡𝑙𝑜𝑠, 𝑥

Evasiveness:
Without 𝑡𝑘 it is hard to forge new lossy tags.



Compact ABM Lossy Trapdoor Functions

ABM-LTF = (Gen, Eval, Inv, LTag)

• Gen 1𝜆 outputs 𝑒𝑘 and 𝑖𝑘 and tag key 𝑡𝑘.

• LTag(𝑡𝑘, 𝑡1) outputs 𝑡2 s.t. 𝑡1, 𝑡2 is lossy.

• Eval 𝑒𝑘, 𝑡1, 𝑡2, 𝑥 evaluates 𝑥 to 𝑦.

• Inv(𝑖𝑘, 𝑡1, 𝑡2, 𝑦) extracts 𝑥 if 𝑡1, 𝑡2 is injective.



A Compact LTF from LWE

Generating Keys:

Draw a MP12-Trapdoor 𝐀, 𝑡𝑑 ← 𝐺𝑒𝑛𝑇𝑟𝑎𝑝 𝑢 × 𝑛 ,

𝐁 ← ℤ𝑞
𝑚×𝑛,

𝐒 ← ℤ𝑞
𝑛×𝑁 , 𝐄 ← 𝜒 𝑚+𝑢 ×𝑁.

Output 𝑒𝑘 ≔ 𝐀
𝐁

⋅ 𝐒 + 𝐄 + 𝑏 ⋅ 𝐆
and 𝑖𝑘 ≔ 𝐴, 𝐵, 𝑡𝑑 (if injective mode).
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Fix PRF ∶ 0,1 𝜆 × 0,1 𝜆 → 0,1 𝜆.
Generating Keys:

Draw a PRF key 𝑘 = 𝑘1, … , 𝑘𝜆 ← 0,1 𝜆.

Draw an MP12-Trapdoor 𝐀, 𝑡𝑑 ← 𝐺𝑒𝑛𝑇𝑟𝑎𝑝 𝑢 × 𝑛 ,

𝐁 ← ℤ𝑞
𝑚×𝑛,

𝐒1, … , 𝐒𝜆 ← ℤ𝑞
𝑛×𝑁 , 𝐄1, … , 𝐄𝜆 ← 𝜒 𝑚+𝑢 ×𝑁.

Output 𝐂1 ≔
𝐀
𝐁

⋅ 𝐒1 + 𝐄1 + 𝑘1 ⋅ 𝐆,…,
𝐂𝜆 ≔

𝐀
𝐁

⋅ 𝐒𝜆 + 𝐄𝜆 + 𝑘𝜆 ⋅ 𝐆 as 𝑒𝑘.
and 𝑖𝑘 ≔ 𝐴, 𝐵, 𝑡𝑑 and 𝑡𝑘: = 𝑘.
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Fix PRF ∶ 0,1 𝜆 × 0,1 𝜆 → 0,1 𝜆.
Generating Keys:

Draw a PRF key 𝑘 = 𝑘1, … , 𝑘𝜆 ← 0,1 𝜆.

Draw an MP12-Trapdoor 𝐀, 𝑡𝑑 ← 𝐺𝑒𝑛𝑇𝑟𝑎𝑝 𝑢 × 𝑛 ,

𝐁 ← ℤ𝑞
𝑚×𝑛,

𝐒1, … , 𝐒𝜆 ← ℤ𝑞
𝑛×𝑁 , 𝐄1, … , 𝐄𝜆 ← 𝜒 𝑚+𝑢 ×𝑁.

Output 𝐂1 ≔
𝐀
𝐁

⋅ 𝐒1 + 𝐄1 + 𝑘1 ⋅ 𝐆,…,
𝐂𝜆 ≔

𝐀
𝐁

⋅ 𝐒𝜆 + 𝐄𝜆 + 𝑘𝜆 ⋅ 𝐆 as 𝑒𝑘.
and 𝑖𝑘 ≔ 𝐴, 𝐵, 𝑡𝑑 and 𝑡𝑘: = 𝑘.

𝐂1, … , 𝐂𝜆 are dual GSW 
encryptions of 𝑘1… , 𝑘𝜆.



A Compact ABM-LTF from LWE

Fix PRF ∶ 0,1 𝜆 × 0,1 𝜆 → 0,1 𝜆.
Generating Keys:

𝐂𝑖 ≔
𝐀
𝐁

⋅ 𝐒𝑖 + 𝐄𝑖 + 𝑘𝑖 ⋅ 𝐆 for 𝑖 = 1, . . , 𝜆

Generating Lossy Tags:

Ltag(𝑡𝑘 = 𝑘, 𝑡1) outputs 𝑡2 ≔PRF 𝑘, 𝑡1 .

Evaluating 𝑥:

Eval 𝑒𝑘, 𝑡1, 𝑡2, 𝑥 uses FHE to evaluate the function

𝑓 𝑘 ≔ ቊ
𝑥, if PRF 𝑘, 𝑡1 ≠ 𝑡2
0, if PRF 𝑘, 𝑡1 ≠ 𝑡2

on 𝑒𝑘 = 𝐂1, … , 𝐂𝜆 .
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Fix PRF ∶ 0,1 𝜆 × 0,1 𝜆 → 0,1 𝜆.
Generating Keys:

𝐂𝑖 ≔
𝐀
𝐁

⋅ 𝐒𝑖 + 𝐄𝑖 + 𝑘𝑖 ⋅ 𝐆 for 𝑖 = 1, . . , 𝜆

Generating Lossy Tags:

Ltag(𝑡𝑘 = 𝑘, 𝑡1) outputs 𝑡2 ≔PRF 𝑘, 𝑡1 .

Evaluating 𝑥:

Eval 𝑒𝑘, 𝑡1, 𝑡2, 𝑥 uses FHE to evaluate the function

𝑓 𝑘 ≔ ቊ
𝑥, if PRF 𝑘, 𝑡1 ≠ 𝑡2
0, if PRF 𝑘, 𝑡1 = 𝑡2

on 𝑒𝑘 = 𝐂1, … , 𝐂𝜆 .



A Compact ABM-LTF from LWE

• Correctness

• Indistinguishability of injective and lossy tags

• Evasiveness of lossy Tags

• Compactness

• ℓ-Lossiness



A Compact ABM-LTF from LWE

• Correctness

• Indistinguishability of injective and lossy tags

• Evasiveness of lossy Tags

• Compactness

• ℓ-Lossiness

(follows from pseudorandomness of PRF)



On Parameters

In theory, we get high lossiness and small ciphertext expansion.

But in praxis, parameters turn out to be huge 

Problem: using FHE/PRF makes modulus large.

Possible solution:

Switch to (Q)ROM and use Fujisaki-Okamoto transformation [next talk].



On Parameters

In theory, we get high lossiness and small ciphertext expansion.

But in praxis, parameters turn out to be huge 

Problem: using FHE/PRF makes modulus large.

Possible solution:

Switch to (Q)ROM and use Fujisaki-Okamoto transformation [next talk].



On Parameters

In theory, we get high lossiness and small ciphertext expansion.

But in praxis, parameters turn out to be huge 

Problem: using FHE/PRF makes modulus large.

Possible solution:

Switch to (Q)ROM and use Fujisaki-Okamoto transformation
[next talk, Pan&Zeng].



Summary

Our results:

• Compact ABM-LTFs from LWE (and PRFs in NC1).

• Compact IND-so-CCA PKE from LWE (and PRFs in NC1).

• Along the way: fix mistake in proof of [Hof12].

Our techniques:

• Use dual GSW FHE [GSW13].

• Compression technique for elements of ℤ𝑝.
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Our results:

• Compact ABM-LTFs from LWE (and PRFs in NC1).

• Compact IND-so-CCA PKE from LWE (and PRFs in NC1).

• Along the way: fix mistake in proof of [Hof12].

Our techniques:

• Use dual GSW FHE [GSW13].

• Compression technique for elements of ℤ𝑝.

„Quantum-Resistant“


