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• Motivation: any user can be the receiver

PEKS in multi-user setting (MU-PEKS)
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• Observation:

    - one user, one ciphertext, multiple trapdoors

• So: cover one-user, one-ciphertext, multi-trapdoor scenario without corruption

Insufficient security model of PEKS
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• Observation:
- multi-user, multi-ciphertext, multi-trapdoor scenario with corruptions

• The goal: security guarantee for uncorrupted users 
• So: security model in Multi-User, Multi-Challenge setting with Adaptive Corruption (MUMC-C)

Real-world attack in MU-PEKS

Corrupted

User 1

𝑝𝑘", 𝑠𝑘", {𝑇",*}*∈[-!], {𝑐𝑡",*}*∈[-"]

Uncorrupted

User 3

𝑝𝑘#, 𝑠𝑘#, {𝑇#,*}*∈[-!], {𝑐𝑡#,*}*∈[-"]

User 2

Corrupted

𝑝𝑘$, 𝑠𝑘$, {𝑇$,*}*∈[-!], {𝑐𝑡$,*}*∈[-"]

User 4

Uncorrupted

𝑝𝑘%, 𝑠𝑘%, {𝑇%,*}*∈[-!], {𝑐𝑡%,*}*∈[-"]

Attacker

{𝑝𝑘/}/∈ %
{𝑐𝑡/,*}/∈ % ,*∈ -"

𝑠𝑘", 𝑠𝑘$
{𝑇/,*}/∈ % ,*∈ -!
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• Security proof via security reduction
    - 𝒜 breaking the scheme Π ⇒ ℬ solving the hard problem 𝒫

- 𝐿: security loss
- 𝐿 in general is in the number of users and queries made by 𝒜
- but: larger 𝐿 ⇒ lower efficiency

• Tight security:
    - tight: 𝐿 = 𝒪(1)

- enable scenario where the setting is huge or unknown

Tight security

𝒫Π𝒜 ℬ

𝜀𝒜 ≤ 𝐿 $ 𝜀ℬ(𝑡 + 𝑇, 𝜀𝒜) (𝑡, 𝜀2)



Our contribution 

• Security model in MUMC-C for MU-PEKS

• Two MU-PEKS schemes over composite-order groups:

- tight security

    - standard model

    - simple assumptions

    not yet practical, but theoretical progress

• New technique for proving multi-user security



Difficulty 

• [ABC+]: any anonymous IBE scheme can be transformed into a secure PEKS scheme

    - what about MU-PEKS?

       MUMC-C ⟺ Multi-Instance, Multi-Challenge setting with adaptive Corruption (MIMC-C)

    - but no known anonymous IBE scheme in MIMC-C

• State-of-the-art work:

    - anonymous IBE in MIMC ([GDCC], [CGW], [Wee], ...)

       (1) non-tight reduction (2) no corruption

- IBE in MIMC ([HKS]) (non-anonymous)

       (1) non-tight reduction (2) no corruption 

    - Emphasis: (1) and (2) technically difficult



Dual system encryption 

• Dual system encryption: a powerful tool to constructing adaptively secure IBE schemes.

• Non-anonymous Lewko-Waters IBE scheme via dual system encryption:

𝑚𝑝𝑘: 𝑔!, 𝑔", 𝑒(𝑔, 𝑔)#

𝑐𝑡: 𝑔$, 𝑔$(!&'("), 𝑒(𝑔, 𝑔)#$ 6 𝑚
𝑠𝑘: 𝑔* 6 𝑅+, 𝑔#(*(!&'(") 6 𝑅+,

𝑔 ∈ 𝐺3$, 𝑅#, 𝑅#
4 ∈ 𝐺3%,
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Pairwise-
independence
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Technical overview

• Our first MU-PEKS scheme:

- the variant of Lewko-Waters IBE scheme (over asymmetric composite-order groups )

• Intuition:

   - mask only keyword 𝒘 in ciphertext:

introduce 𝐺-!-components and entropy to 𝑐𝑡; no need to introduce 𝐻-!-components to 𝑡𝑑
- address adaptive corruption:

never introduce entropy to 𝑡𝑑; generate all secret keys

- obtain tight reduction:

introduce entropy via computational hard problems

𝑝𝑘: 𝑔!, 𝑔", 𝑒(𝑔, ℎ#)
𝑠𝑘: 𝑥, 𝑦, 𝛼
𝑐𝑡: 𝑔$, 𝑔$(!.("), 𝑒 𝑔$, ℎ# 6 𝛿, 𝛿
𝑡𝑑: ℎ*, ℎ#(*(!.(")



Technical overview

• Proof idea:

Transition by SD: 𝒈𝒓 ≈ 𝒈𝒓 6 𝒈𝟐𝒓
"

(𝒒 instances via self-reducibility) 

Game 0
(real game)

𝑠𝑘: 𝑥, 𝑦, 𝛼
𝑐𝑡: 𝑔$, 𝑔$(!.#("), 𝑒(𝑔$, ℎ#) 6 𝛿, 𝛿
𝑡𝑑: ℎ*, ℎ#(*(!.(")

Game 1

𝑠𝑘: 𝑥, 𝑦, 𝛼

𝑐𝑡: 𝑔$ 6 𝑔1$
" , 𝑔$(!.#(") 6 𝑔1

$"(!.#("), 𝑒(𝑔$, ℎ#) 6 𝛿, 𝛿

𝑡𝑑: ℎ*, ℎ#(*(!.(")
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Technical overview

• Proof idea:

Transition by DDH in 𝑮𝒑𝟐: (𝒈𝟐
𝒓" , 𝒈𝟐

𝒓"𝒚) ≈ 𝒈𝟐𝒓
"
, 𝒈𝟐

𝒓"𝒚 6 𝒈𝟐𝒛

(𝒒 instances via the self-reducibility)

Game 2

𝑠𝑘: 𝑥, 𝑦, 𝛼

𝑐𝑡: 𝑔$ 6 𝑔1$
" , 𝑔$(!.#(") 6 𝑔1

$"!.#($"" 6 𝑔15, 𝑒(𝑔$, ℎ#) 6 𝛿, 𝛿

𝑡𝑑: ℎ*, ℎ#(*(!.(")



• Proof idea:

• Our second MU-PEKS scheme:

-the variant of Wee IBE scheme (over asymmetric composite-order groups )

- similar proof idea 

Game 3 𝑐𝑡: 𝑔$ 6 𝑔1$
" , 𝑔$(!6(") 6 𝑔1

$"!6($"" 6 𝑔15, 𝑒(𝑔$, ℎ#) 6 𝛿, 𝛿

𝑝𝑘: 𝑔!, 𝑒(𝑔, ℎ)#

𝑐𝑡: 𝑔$(!(.), 𝑒(𝑔, ℎ)#$ 6 𝛿, 𝛿

𝑡𝑑: ℎ
#

!(.,

Technical overview

each 𝒈𝟐𝒛 is randomly distributed in 𝑮𝒑𝟐 and 𝒑𝟏, 𝒑𝟐 are all 𝜣(𝝀) bits



• Note: the randomized trapdoor is important to some extensions of PEKS

- e.g. public key authenticated encryption with keyword search (requiring trapdoor privacy)

Comparison

Scheme 
|𝑝𝑘| |𝑐𝑡| |𝑡𝑑| Enc Trapdoor Test

MUMC-C Security 
loss

Randomized
𝒕𝒅|𝐺%| |𝐺&| |𝐺%| |𝐺&| |𝐻%| 𝐸'! 𝐸& 𝐸(! 𝑃

The first 2 1 2 2 2 3 1 2 2 ✔ 𝒪(1) ✔

The second 1 1 1 2 1 1 1 1 1 ✔ 𝒪(1) ✖



Future work and open problem

• Future work: 

   - more tightly secure encryption schemes in multi-user setting (e.g. proxy re-encryption)

• Open problem: transform our schemes to prime-order version

- ineffective transformation techniques of dual system encryption ([CGW], [Att])

 



Thank you for your attention!

Email: yhlingyy@163.com


