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Setting: Range query on encrypted database
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CMP 𝑐𝑖 , 𝑐𝑗 𝒪(𝑚𝑖 , 𝑚𝑗)൞

1, if 𝑚𝑖 > 𝑚𝑗

−1, if 𝑚𝑖 < 𝑚𝑗

0, otherwise

Encrypted database

𝑶𝒓𝒅𝒆𝒓 − 𝑹𝒆𝒗𝒆𝒂𝒍𝒊𝒏𝒈 𝑬𝒏𝒄𝒓𝒚𝒑𝒕𝒊𝒐𝒏 (𝑶𝑹𝑬)



On the Leakage of ORE

ℒ0 𝑚1, ⋯ ,𝑚𝑞 ≔ ∀1 ≤ 𝑖, 𝑗 ≤ 𝑞, 𝟏 𝑚𝑖 < 𝑚𝑗

• 𝓛𝟎 - Ideal leakage

• 𝓛𝟐 - CLWW leakage [CLWW16, ]

ℒ2 𝑚1, ⋯ ,𝑚𝑞 ≔ ∀1 ≤ 𝑖, 𝑗 ≤ 𝑞, 𝟏 𝑚𝑖 < 𝑚𝑗 , msdb(𝑚𝑖 , 𝑚𝑗)

msdb : most significant differing bit

ℒ1 𝑚1, ⋯ ,𝑚𝑞 ≔ ∀1 ≤ 𝑖, 𝑗, 𝑘 ≤ 𝑞, 𝟏 𝑚𝑖 < 𝑚𝑗 , 𝟏 msdb 𝑚𝑖 , 𝑚𝑗 = msdb(𝑚𝑖 , 𝑚𝑘)

• 𝓛𝟏 - Smooth CLWW leakage



About 𝓛𝟐 - CLWW leakage

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 0 4 5 10 11

CLWW leakage

w.r.t. {0,4,5,10,11}

Plaintext space 0,1 4

msdb 0,4 = 2

2 6 7 12 13

CLWW leakage

w.r.t. {2,6,7,12,13}

msdb 2,7 = 2

Ignored node

Note that for some plaintexts such as {2, 6, 7, 12, 13}, it would also have equivalent subtree w.r.t. {0, 4, 5, 10, 11}.

The ciphertext that 𝑚𝑖 = 4 has the bit form "01-0", where "-" indicates the unknown bits. 



About 𝓛𝟏 - Smooth CLWW leakage

Ignored node

Considering the leakage 𝓛𝟏 which leaks the

equality pattern of msdb:

• The comparator can infer additional information

i.e., msdb(0,4) < msdb(5, 11)

• Green nodes in subtrees are unknown to the

comparator as the positions of msdb are not

determined.

• Also, the position of gray nodes can be moved

up or down.

• So, one can see that {0, 4, 5, 10, 11} and {1, 2, 3,

5, 6} leak the same information under 𝓛𝟏 .
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Original Message: 𝑚 and 𝑚′

ORE Technique——Bit-wise encryption
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Bit-wise encryption: {𝑢𝑖} and {𝑢𝑖
′}

𝒖𝒊 = PRF 𝒔,𝒎 :𝒊−𝟏 +𝒎𝒊
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Equal Not equal May equal

𝒖𝒊 = PRF 𝒔,𝒎 :𝒊−𝟏 +𝒎𝒊

𝒎𝒐𝒅𝑴 (𝑴 ≥ 𝟐𝝀)



ORE Technique——Random permutation 

Bit-wise encryption: {𝑢𝑖} and {𝑢𝑖
′}
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ℰ 𝒔,𝒎, 𝒊 = PRF 𝒔, 𝒊||𝒎 :𝒊−𝟏 ||𝟎[𝒊:] +𝒎𝒊 𝒎𝒐𝒅𝑴 (𝑴 ≥ 𝟐𝝀)

Equal Not equal May equal

Random Permutation: 𝜋 and 𝜋′: 𝑛 → [𝑛]

𝒖𝒊 = ℰ(𝒔,𝒎, 𝝅(𝒊))
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un-equaled blocks



1. Randomness

Make the number of equaled blocks secret?

Need the function 𝐻 output random value, i.e.

𝐻 𝑥 ≠ 𝐻 𝑦 if 𝑥 = 𝑦.

2. Property-Preserving

Preserve a testable predicate relation 𝒫, such as 

𝑥 = 𝑦 ± 1
Need an algorithm satisfying

Test 𝐻 𝑥 , 𝐻 𝑦 = 𝒫 𝑥, 𝑦

3. Collision Resistance

The probability 

Pr Test 𝐻 𝑥 , 𝐻 𝑦 ≠ 𝒫 𝑥, 𝑦 < 𝐧𝐞𝐠𝐥 𝜆

is negligible.

ORE Technique——Predicate relation 

Random commitment: 𝐻(𝑥)

𝑯(𝒖𝟏) 𝑯(𝒖𝟏
′ )

𝑯(𝒖𝟐) 𝑯(𝒖𝟐
′ )

⋯ ⋯

𝑯(𝒖𝒊) 𝑯(𝒖𝒊
′)

⋯ ⋯

𝑯(𝒖𝒋) 𝑯(𝒖𝒋
′)

⋯ ⋯

𝑯(𝒖𝒏) 𝑯(𝒖𝒏
′ )

 If 𝑚 > 𝑚′, we have 𝑢𝑖 = 𝑢𝑗
′ + 1

 If 𝑚 < 𝑚′, we have 𝑢𝑖 = 𝑢𝑗
′ − 1

𝒊 =

𝜋 𝐦𝐬𝐝𝐛 𝑚,𝑚′

𝒋 =

𝜋′ 𝐦𝐬𝐝𝐛 𝑚,𝑚′

Question

Only 𝒫 𝑢𝑖 , 𝑢𝑗
′ = 1, otherwise 0

𝑢𝑖 =
ℰ(𝑠,𝑚, 𝜋(𝑖))

𝑢𝑖
′ =

ℰ(𝑠,𝑚, 𝜋′(𝑖))



ORE Technique——Parameter-Hiding ORE (at Asiacrypt 2018)

𝒈𝒓𝟏𝟎 𝒈𝒓𝟏𝟎⋅𝑭 𝒌,𝒖𝟏 ෝ𝒈𝒓𝟏𝟏 ෝ𝒈𝒓𝟏𝟏⋅𝑭 𝒌,𝒖𝟏+𝟏 ≠ 𝒈𝒓𝟏𝟎
′

𝒈𝒓𝟏𝟎
′ ⋅𝑭 𝒌,𝒖𝟏

′
ෝ𝒈𝒓𝟏𝟏

′
ෝ𝒈𝒓𝟏𝟏

′ ⋅𝑭 𝒌,𝒖𝟏
′+𝟏

⋯ ⋯ ⋯ ⋯ ≠ ⋯ ⋯ ⋯ ⋯

𝒈𝒓𝒊𝟎 𝒈𝒓𝒊𝟎⋅𝑭 𝒌,𝒖𝒊 ෝ𝒈𝒓𝒊𝟏 ෝ𝒈𝒓𝒊𝟏⋅𝑭 𝒌,𝒖𝒊+𝟏 ≠ 𝒈𝒓𝒊𝟎
′

𝒈𝒓𝒊𝟎
′ ⋅𝑭 𝒌,𝒖𝒊

′
ෝ𝒈𝒓𝒊𝟏

′
ෝ𝒈𝒓𝒊𝟏

′ ⋅𝑭 𝒌,𝒖𝒊
′+𝟏

⋯ ⋯ ⋯ ⋯ ≠ ⋯ ⋯ ⋯ ⋯

𝒈𝒓𝒋𝟎 𝒈𝒓𝒋𝟎⋅𝑭 𝒌,𝒖𝒋 ෝ𝒈𝒓𝒋𝟏 ෝ𝒈𝒓𝒋𝟏⋅𝑭 𝒌,𝒖𝒋+𝟏 ≠ 𝒈𝒓𝒋𝟎
′

𝒈
𝒓𝒋𝟎
′ ⋅𝑭 𝒌,𝒖𝒋

′
ෝ𝒈𝒓𝒋𝟏

′

ෝ𝒈
𝒓𝒋𝟏
′ ⋅𝑭 𝒌,𝒖𝒋

′+𝟏

⋯ ⋯ ⋯ ⋯ ≠ ⋯ ⋯ ⋯ ⋯

𝒈𝒓𝒏𝟎 𝒈𝒓𝒏𝟎⋅𝑭 𝒌,𝒖𝒏 ෝ𝒈𝒓𝒏𝟏 ෝ𝒈𝒓𝒏𝟏⋅𝑭 𝒌,𝒖𝒏+𝟏 ≠ 𝒈𝒓𝒏𝟎
′

𝒈𝒓𝒏𝟎
′ ⋅𝑭 𝒌,𝒖𝒏

′
ෝ𝒈𝒓𝒏𝟏

′
ෝ𝒈𝒓𝒏𝟏

′ ⋅𝑭 𝒌,𝒖𝒏
′ +𝟏

Find a tuple satisfying 𝑂 𝑛2 , for check whether 𝑚 > 𝑚′;

𝑂 𝑛2 , for check whether 𝑚 < 𝑚′;

Complexity

New Property Preserving Hash (PPH) construction:

 ElGamal Encryption

 Bit-wise randomness

 No efficient map 

between 𝒈 and ෝ𝒈



ORE Technique——First Optimization

𝑶 𝒏𝟐 times pairing operations are decided by bit-wise randomness in encryption

𝒈𝒓𝟏𝟎 𝒈𝒓𝟏𝟎⋅𝑭 𝒌,𝒖𝟏

⋯ ⋯

𝒈𝒓𝒊𝟎 𝒈𝒓𝒊𝟎⋅𝑭 𝒌,𝒖𝒊

⋯ ⋯

𝒈𝒓𝒋𝟎 𝒈𝒓𝒋𝟎⋅𝑭 𝒌,𝒖𝒋

⋯ ⋯

𝒈𝒓𝒏𝟎 𝒈𝒓𝒏𝟎⋅𝑭 𝒌,𝒖𝒏

𝒈𝒓𝟎

𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝟏

ෝ𝒈𝒓𝟏

ෝ𝒈𝒓𝟏⋅𝑭 𝒌,𝒖𝟏+𝟏 ≠

𝒈𝒓𝟎
′

𝒈𝒓𝟎
′ ⋅𝑭 𝒌,𝒖𝟏

′

ෝ𝒈𝒓𝟏
′

ෝ𝒈𝒓𝟏
′ ⋅𝑭 𝒌,𝒖𝟏

′+𝟏

⋯ ⋯ ≠ ⋯ ⋯

𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝒊 ෝ𝒈𝒓𝟏⋅𝑭 𝒌,𝒖𝒊+𝟏 ≠ 𝒈𝒓𝟎
′ ⋅𝑭 𝒌,𝒖𝒊

′
ෝ𝒈𝒓𝟏

′ ⋅𝑭 𝒌,𝒖𝒊
′+𝟏

⋯ ⋯ ≠ ⋯ ⋯

𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝒋 ෝ𝒈𝒓𝟏⋅𝑭 𝒌,𝒖𝒋+𝟏 ≠ 𝒈
𝒓𝟎
′ ⋅𝑭 𝒌,𝒖𝒋

′

ෝ𝒈
𝒓𝟏
′ ⋅𝑭 𝒌,𝒖𝒋

′+𝟏

⋯ ⋯ ≠ ⋯ ⋯

𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝒏 ෝ𝒈𝒓𝟏⋅𝑭 𝒌,𝒖𝒏+𝟏 ≠ 𝒈𝒓𝟎
′ ⋅𝑭 𝒌,𝒖𝒏

′
ෝ𝒈𝒓𝟏

′ ⋅𝑭 𝒌,𝒖𝒏
′ +𝟏

The security reduce to whether vector ElGamal encryption with the same randomness is IND-CCA1 security?

𝒈𝒓𝟎
′
, 𝒈𝒓𝟎

′ ⋅𝑭 𝒌,𝒖𝟏
′
, ⋯ , 𝒈𝒓𝟎

′ ⋅𝑭 𝒌,𝒖𝒊
′
, ⋯ , 𝒈𝒓𝟎

′ ⋅𝑭 𝒌,𝒖𝒏
′

𝒈𝒓𝟎 , 𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝟏 , ⋯ , 𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝒊 , ⋯ , 𝒈𝒓𝟎⋅𝑭 𝒌,𝒖𝒏 VS



Motivating Question & Our Contributions

𝑰𝒔 𝒊𝒕 𝒑𝒐𝒔𝒔𝒊𝒃𝒍𝒆 𝒕𝒐 𝒅𝒆𝒔𝒊𝒈𝒏 𝒂 𝒑𝒂𝒓𝒂𝒎𝒆𝒕𝒆𝒓 − 𝒉𝒊𝒅𝒊𝒏𝒈 𝒐𝒓𝒅𝒆𝒓
− 𝒓𝒆𝒗𝒆𝒂𝒍𝒊𝒏𝒈 𝒆𝒏𝒄𝒓𝒚𝒑𝒕𝒊𝒐𝒏 𝒔𝒄𝒉𝒆𝒎𝒆 𝒘𝒊𝒕𝒉𝒐𝒖𝒕 𝒑𝒂𝒊𝒓𝒊𝒏𝒈𝒔?

• Design a generic PPH construction from a special type of identification schemes which is of additional property 

called map-invariance} and prove its restricted-chosen-input secure w.r.t. the predicate 

𝒫 𝑥, 𝑦 = ± 1 if and only if 𝑥 = 𝑦 ± 1. 

• Provide a generic ORE construction with smoothed CLWW leakage ℒ1 from identification protocols, and prove that 

the proposed scheme is ℒ1 non-adaptive-simulation secure with respect to the predicate 

𝒪 𝑥, 𝑦 = ± 1 if and only if 𝑥 > 𝑦 or 𝑥 < 𝑦. 

• Instanced with Schnorr identification, we presented an ORE scheme, which can be converted to parameter-hiding ORE 

via Cash et al.'s framework. The results demonstrate that our scheme outperforms the current parameter-hiding ORE at 

the same security level, in which the ciphertext length reduced more than 31.25%, the encryption efficiency 

increased by nearly 2.6 times and the comparison efficiency increased by more than 3 times.

Contributions



Attractive Properties of Schnorr Identification

VerifierProver

⚫ Completeness

⚫ Soundness

⚫ Special honest verifier zero-knowledge

Basic Properties

⚫ Commitment-Independency

⚫ Commitment-Recoverability

⚫ Commitment-Augmentability

⚫ Response-Indistinguishability

Attractive Properties



Attractive Properties of Schnorr Identification

VerifierProver

• 𝑪𝒐𝒎𝒎𝒊𝒕𝒎𝒆𝒏𝒕 − 𝑰𝒏𝒅𝒆𝒑𝒆𝒏𝒅𝒆𝒏𝒄𝒚 Schnorr Instance

• 𝑔𝑟0 𝑎𝑛𝑑 𝑟0 are determined by 
𝑔 𝑎𝑛𝑑 |𝔾|

• 𝑔𝑟0 = 𝑔𝑟0′ ⟺ 𝑟0 = 𝑟0′



Attractive Properties of Schnorr Identification

VerifierProver

• 𝑪𝒐𝒎𝒎𝒊𝒕𝒎𝒆𝒏𝒕 − 𝑹𝒆𝒄𝒐𝒗𝒆𝒓𝒂𝒃𝒊𝒍𝒊𝒕𝒚 Schnorr Instance

• The commitment  cmt = 𝑔𝑟0

• Rec par, pk, ch, rsp = 𝑔𝑧𝑦𝜉 = 𝑔𝑟0

• sk = 𝑥, pk = (𝑔, 𝑦 = 𝑔𝑥)
• ch = 𝜉
• rsp = 𝑧 = 𝑟0 − 𝜉 ⋅ 𝑥



Attractive Properties of Schnorr Identification

VerifierProver

• 𝑪𝒐𝒎𝒎𝒊𝒕𝒎𝒆𝒏𝒕 −
𝑨𝒖𝒈𝒎𝒆𝒏𝒕𝒂𝒃𝒊𝒍𝒊𝒕𝒚

Schnorr Instance

• The commitment  cmt = 𝑔𝑟0

• Apd cmt, rnd′ = (𝑔𝑟0)𝑟′ = 𝑔𝑟0⋅𝑟′

• Com𝟏 par,sk;rnd ⋅ rnd′ = 𝑔𝑟0⋅𝑟′



Attractive Properties of Schnorr Identification

VerifierProver

• 𝑹𝒆𝒔𝒑𝒐𝒏𝒔𝒆 − 𝑰𝒏𝒅𝒊𝒔𝒕𝒊𝒏𝒈𝒖𝒊𝒔𝒉𝒂𝒃𝒊𝒍𝒊𝒕𝒚 Schnorr Instance

• rsp = 𝑧 = 𝑟0 − 𝜉 ⋅ 𝑥negligible

The response is indistinguish with any 
random element in ℤ𝑝



Main Observation: Map-Invariance

Parameters、public keys and commitments are mapped by rnd′ ,
but the verification equation holds.

✓ Commitment-Independency

✓ Commitment-Recoverability

✓ Commitment-Augmentability

✓ Response-Indistinguishability



Our Efficient PPH from Schnorr Identification

Check whether

𝑢𝑖 = 𝑢𝑗
′ + 1

Checkwhether

𝑢𝑖 + 1 = 𝑢𝑗
′

𝑔1
𝑟0 𝑔1

𝑟0⋅𝐻 𝑠,𝑢𝑖 𝑔2
𝑟1 𝑔2

𝑟1⋅𝐻(𝑠,𝑢𝑖+1)

𝑔1
𝑟0
′

𝑔1
𝑟0
′⋅𝐻 𝑠,𝑢𝑗

′

𝑔2
𝑟1
′

𝑔2
𝑟1
′⋅𝐻(𝑠,𝑢𝑗

′+1)

𝑒 𝐵1, 𝐶2 = 𝑒(𝐴1, 𝐷2)

𝑒 is a bilinear pairing operation

𝑔1
𝑟0 𝑔1

𝑟0⋅𝐻 𝑠,𝑢𝑖 𝑔2
𝑟1 𝑔2

𝑟1⋅𝐻(𝑠,𝑢𝑖+1)

𝑔1
𝑟0
′

𝑔1
𝑟0
′⋅𝐻 𝑠,𝑢𝑗

′

𝑔2
𝑟1
′

𝑔2
𝑟1
′⋅𝐻(𝑠,𝑢𝑗

′+1)

𝑒 𝐵2, 𝐶1 = 𝑒(𝐴2, 𝐷1)

Cash et al.'s  Pairing-Based PPH

？

？

？

？



Our Efficient PPH from Schnorr Identification

Check whether

𝑢𝑖 = 𝑢𝑗
′ + 1

Checkwhether

𝑢𝑖 + 1 = 𝑢𝑗
′

𝑔1
𝑟0 𝑔1

𝑟0⋅𝐻 𝑠,𝑢𝑖 𝑔2
𝑟1 𝑔2

𝑟1⋅𝐻(𝑠,𝑢𝑖+1)

𝑔1
𝑟0
′

𝑔1
𝑟0
′⋅𝐻 𝑠,𝑢𝑗

′

𝑔2
𝑟1
′

𝑔2
𝑟1
′⋅𝐻(𝑠,𝑢𝑗

′+1)

𝑒 𝐵1, 𝐶2 = 𝑒(𝐴1, 𝐷2)

𝑒 is a bilinear pairing operation

𝑔1
𝑟0 𝑔1

𝑟0⋅𝐻 𝑠,𝑢𝑖 𝑔2
𝑟1 𝑔2

𝑟1⋅𝐻(𝑠,𝑢𝑖+1)

𝑔1
𝑟0
′

𝑔1
𝑟0
′⋅𝐻 𝑠,𝑢𝑗

′

𝑔2
𝑟1
′

𝑔2
𝑟1
′⋅𝐻(𝑠,𝑢𝑗

′+1)

𝑒 𝐵2, 𝐶1 = 𝑒(𝐴2, 𝐷1)

Cash et al.'s  Pairing-Based PPH

𝜉𝑔𝑟1 𝑦0
𝑟1 𝑧0 𝑔𝑟0 𝑦1

𝑟0 𝑧1

𝜉′𝑔𝑟1
′

𝑦0
𝑟1
′

𝑧0
′ 𝑔𝑟0

′
𝑦1
𝑟0
′

𝑧1
′

Ƹ𝑒 𝐸2, 𝐶1, 𝐹2, 𝐷1 = Ƹ𝑒 𝐴1, 𝐺2, 𝐵1, 𝐷2

𝜉𝑔𝑟1 𝑦0
𝑟1 𝑧0 𝑔𝑟0 𝑦1

𝑟0 𝑧1

𝜉′𝑔𝑟1
′

𝑦0
𝑟1
′

𝑧0
′ 𝑔𝑟0

′
𝑦1
𝑟0
′

𝑧1
′

Ƹ𝑒 is defined as Ƹ𝑒 𝑎, 𝑏, 𝑐, 𝑑 = 𝑎𝑏 ⋅ 𝑐𝑑

Ƹ𝑒 𝐸1, 𝐶2, 𝐹1, 𝐷2 = Ƹ𝑒 𝐴2, 𝐺1, 𝐵2, 𝐷1

Our Pairing-Free PPH

？ ？

？ ？

？

？



Our Efficient PPH from Schnorr Identification

Check whether

𝑢𝑖 = 𝑢𝑗
′ + 1

Checkwhether

𝑢𝑖 + 1 = 𝑢𝑗
′

𝜉𝑔𝑟1 𝑦0
𝑟1 𝑧0 𝑔𝑟0 𝑦1

𝑟0 𝑧1

𝜉′𝑔𝑟1
′

𝑦0
𝑟1
′

𝑧0
′ 𝑔𝑟0

′
𝑦1
𝑟0
′

𝑧1
′

Ƹ𝑒 𝐸2, 𝐶1, 𝐹2, 𝐷1 = Ƹ𝑒 𝐴1, 𝐺2, 𝐵1, 𝐷2

𝜉𝑔𝑟1 𝑦0
𝑟1 𝑧0 𝑔𝑟0 𝑦1

𝑟0 𝑧1

𝜉′𝑔𝑟1
′

𝑦0
𝑟1
′

𝑧0
′ 𝑔𝑟0

′
𝑦1
𝑟0
′

𝑧1
′

Ƹ𝑒 is defined as Ƹ𝑒 𝑎, 𝑏, 𝑐, 𝑑 = 𝑎𝑏 ⋅ 𝑐𝑑

Ƹ𝑒 𝐸1, 𝐶2, 𝐹1, 𝐷2 = Ƹ𝑒 𝐴2, 𝐺1, 𝐵2, 𝐷1

Our Pairing-Free PPH

？

？
？

Ƹ𝑒 𝐸2, 𝐶1, 𝐹2, 𝐷1 = 𝑔𝑟0⋅𝑟1
′⋅𝐻(𝑠,𝑢𝑖)

Ƹ𝑒 𝐴1, 𝐺2, 𝐵1, 𝐷2 = 𝑔𝑟0⋅𝑟1
′⋅𝐻(𝑠,𝑢𝑖+1)

Ƹ𝑒 𝐸1, 𝐶2, 𝐹1, 𝐷2 = 𝑔𝑟1⋅𝑟0
′⋅𝐻(𝑠,𝑢𝑖+1)

Ƹ𝑒 𝐴2, 𝐺1, 𝐵2, 𝐷1 = 𝑔𝑟1⋅𝑟0
′⋅𝐻(𝑠,𝑢𝑗)

𝑂 4𝑛 , for check whether 𝑢𝑖 = 𝑢𝑗
′ + 1;

𝑂 4𝑛 , for check whether 𝑢𝑖 + 1 = 𝑢𝑗
′;

Complexity



Our Efficient PPH from Schnorr Identification

PPH Construction from Schnorr IdentificationGeneric PPH Construction



From PPH to Parameter-Hiding ORE

ℰ 𝒔,𝒎, 𝒊 = PRF 𝒔, 𝒊||𝒎 :𝒊−𝟏 ||𝟎[𝒊:] +𝒎𝒊 𝒎𝒐𝒅 𝒑

ො𝑢𝑖,0 ← 𝐻𝑟(𝑠, 𝑢𝑖)

ො𝑢𝑖,1 ← 𝐻𝑟 𝑠, 𝑢𝑖 + 1

𝜉𝑖 = 𝐻𝑐(ො𝑢𝑖,0 ∥ 𝑔
ෝ𝑢𝑖,0⋅𝑟𝑖,0 ∥ ො𝑢𝑖,1 ∥ 𝑔

ෝ𝑢𝑖,1⋅𝑟𝑖,1)

𝑧𝑖,0 = ො𝑢𝑖,0 ⋅ 𝑟𝑖,0 − 𝜉𝑖 ⋅ 𝑥0

𝑧𝑖,1 = ො𝑢𝑖,1 ⋅ 𝑟𝑖,1 − 𝜉𝑖 ⋅ 𝑥1

𝒖𝒊 = ℰ(𝒔,𝒎, 𝝅(𝒊))
𝜉1𝑔𝑟1,1 𝑦0

𝑟1,1 𝑧1,0 𝑔𝑟1,0 𝑦1
𝑟1,0 𝑧1,1

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝜉𝑖𝑔𝑟𝑖,1 𝑦0
𝑟𝑖,1 𝑧𝑖,0 𝑔𝑟𝑖,0 𝑦1

𝑟𝑖,0 𝑧𝑖,1

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝜉𝑛𝑔𝑟𝑛,1 𝑦0
𝑟𝑛,1 𝑧𝑛,0 𝑔𝑟𝑛,0 𝑦1

𝑟𝑛,0 𝑧𝑛,1

𝑶𝑹𝑬 𝒄𝒊𝒑𝒉𝒆𝒓𝒕𝒆𝒙𝒕

𝒖𝟏

⋯

𝒖𝒊

⋯

⋯

⋯

⋯

𝒖𝒏

𝒎

𝒎



Reduce ORE Ciphertext Size

𝜉1𝑔𝑟1,1 𝑦0
𝑟1,1 𝑧1,0 𝑔𝑟1,0 𝑦1

𝑟1,0 𝑧1,1

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝜉𝑖𝑔𝑟𝑖,1 𝑦0
𝑟𝑖,1 𝑧𝑖,0 𝑔𝑟𝑖,0 𝑦1

𝑟𝑖,0 𝑧𝑖,1

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝜉𝑛𝑔𝑟𝑛,1 𝑦0
𝑟𝑛,1 𝑧𝑛,0 𝑔𝑟𝑛,0 𝑦1

𝑟𝑛,0 𝑧𝑛,1

𝑶𝑹𝑬 𝒄𝒊𝒑𝒉𝒆𝒓𝒕𝒆𝒙𝒕

𝜉

𝑔𝑟1,1 𝑦0
𝑟1,1 𝑧1,0 𝑔𝑟1,0 𝑦1

𝑟1,0 𝑧1,1

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝑔𝑟𝑖,1 𝑦0
𝑟𝑖,1 𝑧𝑖,0 𝑔𝑟𝑖,0 𝑦1

𝑟𝑖,0 𝑧𝑖,1

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝑔𝑟𝑛,1 𝑦0
𝑟𝑛,1 𝑧𝑛,0 𝑔𝑟𝑛,0 𝑦1

𝑟𝑛,0 𝑧𝑛,1

𝑶𝒑𝒕𝒊𝒎𝒊𝒛𝒆𝒅 𝑶𝑹𝑬 𝒄𝒊𝒑𝒉𝒆𝒓𝒕𝒆𝒙𝒕

𝝃𝒊 = 𝑯𝒄(ෝ𝒖𝒊,𝟎 ∥ 𝒈
ෝ𝒖𝒊,𝟎⋅𝒓𝒊,𝟎 ∥ ෝ𝒖𝒊,𝟏 ∥ 𝒈

ෝ𝒖𝒊,𝟏⋅𝒓𝒊,𝟏) 𝝃 = 𝑯𝒄( ෝ𝒖𝒊,𝟎 ∥ 𝒈
ෝ𝒖𝒊,𝟎⋅𝒓𝒊,𝟎 ∥ ෝ𝒖𝒊,𝟏 ∥ 𝒈

ෝ𝒖𝒊,𝟏⋅𝒓𝒊,𝟏
𝟏≤𝒊≤𝒏

)



From PPH to Parameter-Hiding ORE

ORE. 𝑬𝒏𝒄(𝒎)

𝜉

𝑔𝑟1,1 𝑦0
𝑟1,1 𝑧1,0 𝑔𝑟1,0 𝑦1

𝑟1,0 𝑧1,1

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝑔𝑟𝑖,1 𝑦0
𝑟𝑖,1 𝑧𝑖,0 𝑔𝑟𝑖,0 𝑦1

𝑟𝑖,0 𝑧𝑖,1

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝑔𝑟𝑛,1 𝑦0
𝑟𝑛,1 𝑧𝑛,0 𝑔𝑟𝑛,0 𝑦1

𝑟𝑛,0 𝑧𝑛,1

𝜉

𝑔𝑟1,1
′

𝑦0
𝑟1,1
′

𝑧1,0
′

𝑔𝑟1,0
′

𝑦1
𝑟1,0
′

𝑧1,1
′

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝑔𝑟𝑗,1
′

𝑦0
𝑟𝑗,1
′

𝑧𝑗,0
′

𝑔𝑟𝑗,0
′

𝑦1
𝑟𝑗,0
′

𝑧𝑗,1
′

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

⋯ ⋯ ⋯ ⋯ ⋯ ⋯

𝑔𝑟𝑛,1
′

𝑦0
𝑟𝑛,1
′

𝑧𝑛,0
′

𝑔𝑟𝑛,0
′

𝑦1
𝑟𝑛,0
′

𝑧𝑛,1
′

PPH.Test

Check whether

𝑢𝑖 = 𝑢𝑗
′ ± 1

ORE. 𝑬𝒏𝒄(𝒎′)

At most 8𝑛2 group exponentiation operations



Improving Efficiency with 𝓛𝟏
′ -Leakage

ℒ1
′ 𝑚1, ⋯ ,𝑚𝑞 ≔ ∀1 ≤ 𝑖, 𝑗, 𝑘, 𝑙 ≤ 𝑞, 𝟏 𝑚𝑖 < 𝑚𝑗 , 𝟏 msdb 𝑚𝑖 , 𝑚𝑗 = msdb(𝑚𝑘 , 𝑚𝑙)

• 𝓛𝟏
′ - Smooth CLWW leakage

ℒ1 𝑚1, ⋯ ,𝑚𝑞 ≔ ∀1 ≤ 𝑖, 𝑗, 𝑘 ≤ 𝑞, 𝟏 𝑚𝑖 < 𝑚𝑗 , 𝟏 msdb 𝑚𝑖 , 𝑚𝑗 = msdb(𝑚𝑖 , 𝑚𝑘)

• 𝓛𝟏 - Smooth CLWW leakage

Fix the permutation π in msk to replace randomized permutation in Hash

At most 8𝑛 group 
exponentiation operations



Experimental Evaluation

Table 2. Ciphertext size in KB and running time in
milliseconds of ORE schemes with different message
bit-length n in {8, 16, 24, 32, 48, 64}.ORE∗refers to the
ORE scheme with fixed permutation.

Our implementation is available at https://github.com/cpeng-crypto/pORE



Thanks for Your Attention! 

Any Questions? 


