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+ source: Dr. Mosca (Global Risk Institute) 

If x + y > z, you are in trouble. 



+source: ETSI TR 103 619 V1.1.1 (2020-07)
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+source.  https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms

“Initiating the development of practices to ease migration from the current set 

of public-key cryptographic algorithms to replacement algorithms (PQC) that are 

resistant to quantum computer-based attacks”

Goal

SP 1800-38B (Preliminary Draft):  

Approach, architecture, and security 
characteristics of public key application 
discovery tools

SP 1800-38C (Preliminary Draft):  

Quantum-resistant cryptography 
technology interoperability and 
performance report

AWS,  Cisco, CISA, Cloudflare, Crypto4A Technologies, CryptoNext Security,  Data-Warehouse GbmH, Dell Technologies, DigiCert, Entrust, HP, IBM, 
Information Security Corporation, InfoSec Global, ISARA Corporation, JPMorgan Chase Bank, N.A., Keyfactor, Kudelski IoT, Microsoft, NSA, Palo Alto Networks, PQShield, QuantumXchange, 
SafeLogic, Samsung SDS, SandboxAQ, Santander, SSH Communications Security Corp, Thales DIS CPL USA, Thales Trusted Cyber Technologies, Utimaco, Verizon, VMware, wolfSSL
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"Central to this migration effort will be an emphasis 

on , both to reduce the time 
required to transition and to allow for seamless 
updates for future cryptographic standards.  

…
the term means a

that enables future updates to 
cryptographic algorithms and standards without the 
need to modify or replace the surrounding 
infrastructure .. "

+source: https://www.whitehouse.gov/briefing-room/statements-releases/





Cryptographic Agility into DevSecOps

DevOps is an SDLC management methodology, 
shifting one large release to
agile and continuous integration, and 
continuous delivery & deployment (CI/CD)

DevSecOps automates security enforcement 
in CI/CD pipelines 

Cryptographic policies can be 
defined as declarative codes, and enforced 
using DevSecOps platform
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Operating System

Network Interface

Java platform

BouncyCastle*

Java Security – APIs and Libraries
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+ source: Software-Defined Networking (SDN): 
Layers and Architecture Terminology (RFC 7426)
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Communication for Maintenance & Configuration

Communication for Applications & Services (Biz Logic)

3.4.1 Network Requirement to Support 

ZTA (

“… The data plane and 
control plane are logically 
separate”



Zero Trust Maturity Evolution High-Level Zero Trust Maturity Model Overview: Cryptographic agility is required to 
achieve the optimal level for zero trust maturity
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PIP: Policy Information Point, PDP: Policy Decision Point,  PEP: Policy Enforcement Point 
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Cryptographic policies can be defined as codes, 
and enforced using DevSecOps platform. 

DevSecOps Tools


