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» Diffie-Hellman is widely deployed

» Need a post-quantum replacement

» Folklore: “Lattice-based non-interactive key exchange is impractical”
» Impossibility results [GKRS20]

» Our work: “It’s not that bad”
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(Sk‘A,pkA) <2 Gen pk A pkp q (SkB,pkB) <2 Gen

k’AB — SdK(skA,pkB) kBA — SdK(SkB,pkA)
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ska,pka) <= Gen _ ‘)
c 1 (c,kpa) <* Enc(pka)
— QY
kAB — Dec(skA,c)

» Correctness: 0 := Prlkap # kpa| should be small.

» Security: kap and kpa should look random.
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NIKE VS. KEM APPLICATIONS

» Implicit Authentication using static Diffie-Hellman keys
» OPTLS [KW16]

» Asynchronous key agreement
» X3DH [MP16]

» Other
» EDHOC [SMP24] e
» Group OSCORE [TSP*24] T ETF

» More?
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» Semi-Malicious Correctness: (we add = = H(pka,pkp))
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PASSIVE (HKR) TO ACTIVE (DKR) SECURITY

» Diffie-Hellman has active security “almost for free” due to perfect correctness
» Passive-SWOOSH needs:

» Semi-malicious correctness
» Non-interactive zero-knowledge (NIZK) proof of knowledge

» “I know the corresponding secret key of the public key”
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PARAMETERS

‘ Parameter ‘ Description ‘ Value ‘

g upper bound on |5 = ||€], 1

q prime modulus I — G

d dim of R, = Zy[X]/(X? + 1) 256

l # factors X¢ + 1 splits into mod ¢ 128

N height of the A matrix 32

n lattice dimension 8192
p(—1) =25%

X secret / noise distribution (ternary) | p(0) = 50%
p(1) = 25%
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IMPLEMENTATION

» Passive-SWOOSH (Semi-malicious correctness) implementation in Rust and
Jasmin!

» NIZK not included
» Performance penalty depends on context

» Main optimisation targets

» Key Generation Gen
» Shared Key Derivation SdK

"https://github.com/jasmin-lang/jasmin/
12
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IMPLEMEN ION: OVERVIEW

Passive-Swoosh

Stp Gen SdK
Polynomial Polynomial Polynomial
Arithmetic Arithmetic Arithmetic
cSHAKE AES cSHAKE
Big Integer Big Integer Big Integer
Arithmetic Arithmetic Arithmetic
Rust C Jasmin
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» Key Generation Gen
» Polynomial multiplication:

» Number Theoretic Transform (NTT) ~ 10%
» Big Integer Arithmetic

» Noise sampling
» Shared Key Derivation SdK

» Random offset computation 77 = H(pk a, pk)
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IMPLEMENTATION: POLYNOMIAL MULTIPLICATION

» Schoolbook multiplication is inefficient: O(d?)
» NTT is more efficient: O(dlog(d))

» In-place NTT reduces memory usage
» NTT is part of the scheme (i.e. matrix A and public keys in NTT domain)
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» Noise sampling
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» Coefficients sampled from Centered Binomial Distribution (CBD)
» CBD generated from output of a Pseudo-Random Function (PRF)
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IMPLEMENTATION: NOISE GENERATION & RANDOM OFFSET COMPUTATION

» Noise sampling

oy
®

» Coefficients sampled from Centered Binomial Distribution (CBD)
» CBD generated from output of a Pseudo-Random Function (PRF)
» Ternary coefficients computed from two bits using signed reduction modulo 3

» Random offset computation 77 = H(pk A, pkp)

» Rejection sampling on output of an eXtendable Output Function (XOF)
» Instantiation of primitives dictates performance: AES256-CTR? & cSHAKE-256

“https://bench.cr.yp.to/impl-stream/aes256ctr.html
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COMPARISON OF SELECT

POST-QU

UM KEMS AND NIKES

Scheme (variant) Assumption ‘ PQ? ‘ NI 4 } Sclze ‘(byt:;az) } Cen C‘Iy;lcei Dec or SdK }
ECDH (X25519) CDH x 7 — 32 28 187 87942
CRYSTALS-Kyber (Kyber-768) M-LWE v X 1088 1184 200 302 539108
Classic McEliece (mceliece348864) Binary Goppa Codes v X 96 261120 46 715 060 143178
CTIDH (CTIDH-1024) CSIDH v v = 128 469 520 000 511190 000
This work (Passive-SWOOsH) M-LWE v v — 221184 146 920 890 10612 666

3Post-quantum
4Non-interactive
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Scheme (variant) Assumption ‘ PQ? NI 4 } Sclze ‘(byt:;az) } Cen C‘Iy;lcei Dec or SdK }
ECDH (X25519) CDH x 7 — 32 28 187 87942
CRYSTALS-Kyber (Kyber-768) M-LWE v X 1088 1184 200 302 539108
Classic McEliece (mceliece348864) Binary Goppa Codes v X 96 261120 46 715 060 143178
CTIDH (CTIDH-1024) CSIDH v v = 128 469 520 000 511190 000
This work (Passive-SWOOsH) M-LWE v v — 221184 146 920 890 10612 666

» Diffie-Hellman is most efficient but not PQ secure
» PQC KEMs are faster than Passive-SWOOSH but require interaction
» PQ NIKEs: trade-off between key size and speed

3Post-quantum
4Non-interactive
17
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SUMMARY

Contributions:

» M-LWE based NIKE, with strong correctness and proof in the QROM.
» Generic transformation from passive to active security using NIZKs.

» Optimised implementation of Passive-SWOOSH, written in Rust and Jasmin.
» Parameters achieving 120 bits of security against quantum adversaries.

» Smaller public keys than Classic McEliece KEM and faster than CTIDH NIKE.

& ia.cr/2023/271 — github.com/MQuaresma/pswoosh

¥ phillip.gajland@{mpi-sp.org,rub.de}
miguel.quaresma@mpi-sp.org

¥ p4illip, miguel _mq
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