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12 different proof systems.

2. Explicit Attacks against Bulletproofs, Plonk,
Spartan, and Wesolowski’s VDF:

—> Provable break of soundness

3. Practical Impacts: unlimited currency

minting in two blockchain protocols

4. New Tool: Decree for preventing weak F-S

Proof System

patched

Codebase \

Weak F-S?

anoma-plonkup [6]

vulnerable
\
Proof System Codebase Weak F-S? )
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ckb-zkp [82] X
halo2 [94] X
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hyraxZK [49] X
Spartan [83] Spartan [65] VL
ckb-zkp [82] VL
Libra [92] ckb-zkp [82] e
Brakedown [43] Brakedown [19] v
Nova [58] Nova [64] VL
Gemini [16] arkworks-gemini [38] e
Girault [42] zk-paillier [96] e
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Attack Strategy Schnorr with Weak F-S

1. Identify the public input(s) that are not ‘ P* ) Retion: V

included in Fiat-Shamir, — ) { <(G» 5 ‘ )=g x}

2. Find the verification check(s) that rely on -

said public input(s),

w:=(A,2)
c.=HA) & F,

Check that
o 2 AL X
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Attack Strategy Schnorr with Weak F-S
1. ldentify the public input(s) that are not ¢ p* ) Retion:
included in Fiat-Shamir, /b { ((G, g,p).\X

2. Find the verification check(s) that rely on
said public input(s),

w:=(A,2)
C ::(A) = I]:p

/7 Check that \
l"\ ? |

= s - ———
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Attack Strategy Schnorr with Weak F-S
1. ldentify the public input(s) that are not ¢ p* ) Retion:
included in Fiat-Shamir, ’> { ((G, g,p)\X

2. Find the verification check(s) that rely on
said public input(s),

3. Compute a proof with arbitrary witness

= (A,

and randomness, (4,2)
c:=HA) e,

/" Check that \

? |
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Attack Strategy Schnorr with Weak F-S
1. ldentify the public input(s) that are not ¢ p* ) Retion:
included in Fiat-Shamir, ’> { ((G, g,p)\X

2. Find the verification check(s) that rely on
said public input(s),

3. Compute a proof with arbitrary witness

R
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and randomness, #»
c:=H(A) e, c:=HA) e,
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Attack Strategy Schnorr with Weak F-S
1. ldentify the public input(s) that are not ¢ p* ) Retion:
included in Fiat-Shamir, /b { ((G, g,p)\X

2. Find the verification check(s) that rely on
said public input(s),

3. Compute a proof with arbitrary witness

R
A <G = (A,
and randomness, #»
c:=H(A) e, c:=HA) el
4. Solve for the public input value(s) that i F, that
would pass verification. \ g =A-X

n\%»,‘~ —_— P
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Attack Strategy Schnorr with Weak F-S

1. ldentify the public input(s) that are not ¢ P* Retlon

included in Fiat-Shamir, ./> { (G, 2.p).

2. Find the verification check(s) that rely on

said public input(s),

3. Compute a proof with arbitrary witness

R
7.=(A,z
and randomness, #»

C —H(A)E[F

/“Check that \
\ 8" = ZA-XC )

4. Solve for the public input value(s) that

would pass verification.




Template for Weak F-S Attacks

Attack Strategy Schnorr with Weak F-S

1. ldentify the public input(s) that are not

included in Fiat-Shamir,

2. Find the verification check(s) that rely on
said public input(s),

3. Compute a proof with arbitrary witness

R
A« (3 T .= A,
and randomness, —( 2 g
. c:=H(A) el C = H(A) c [,
4. Solve for the public input value(s) that & F that

.o . ; 9 |
would pass verification. g =A-X
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Constraint System: general (fan-in 2) arithmetic circuits

-

e Gate Vectors: a=(32,w,), b= 2w,w;), c¢=(w,w;10)
® Gate ConStraintS: C_l)l + bl — El’ 6_1)2 X bz — 62, 6_1)3 X b3 — 83

e Consistency Constraints: d,=b,, a;=c¢,, by;=¢,

Verification Eq uation:

Batching Challenge Evaluation Point
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Constraint System: general (fan-in 2) arithmetic circuits

-

e Gate Vectors: a=(32,w,), b= 2w,w;), c¢=(w,w;10)

e Gate Constraints: a,+b, =c¢,, a,X 132 =C,, dyX by =0y

e Consistency Constraints: d,=b,, a;=c¢,, by;=¢,

Verification Equation:

Batching Challenge Evaluation Point
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Verification Equation:

4— Llnear Equat|on O e ORI s v s SURTO IO

Z L, (1 () \ _________________________________ "
WELL /‘ ~HHPIOHEQQ) + a-Per() +a? - (z() - DLiQ) = Zy(©) - ()

(Fixed) Scalars Gate Check Consistency Check Vanishing Domain

Weak F-S Attack: When PI is not part of hash computation (for deriving a, {)

1. Select arbitrary polynomials for the proof = compute all evaluations except PI({).
2. Solve for the public values PI = (PIy, ..., PI;) that will pass verification.

Degrees of freedom: can set all but one PI; to be arbitrary.

In Contrast: For strong Fiat-Shamir, changing PI will also change «, C.



Practical Impacts

(unlimited money printing on blockchains)
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* Nullifier check: null; = H(pk, pos,), V input [
v € [0,2°% — 1], V input & output

e Equality check: Z Vv, = Z Vout
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e Range check: v.
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Public Inputs:

e Set of inputs & output coins

e Nullifier null; for each input /

Existing Coins

Proof Relation: (proved using Plonk) Weak F-S Attack:

* Nullifier check: null; = H(pk, pos,), V input [
v € 10,2 — 1], V input & output

e Equality check: Z Vv, = Z Vout

* Merkle membership: / is in position pos, w.r.t root rt

e Range check: v.
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March 18 March 22 April 5 April 11 Successfully Remediated
Vulnerability = Testnet Patch Patch

disclosed  launched proposed deployed

Weak F-S Attack:

e No user funds were at risk

1. Create output coin w/ value
e However, we don’t know if the attack was 1 trillion DUSK.

carried out

2. Forge Plonk proof 7 w/ arbitrary

e Forged proofs are indistinguishable from
honest proofs
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$250M+ +6M 100+ 16

Volume shielded Anonymous transactions Coins supported Bridges supported
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Case Study: Incognito Chain

$250M+ +6M 100+ 16

Volume shielded Anonymous transactions Coins supported Bridges supported

Proof Relation:

e Equality check: Z Vin = Z Vout <= enforced by (linkable) ring signature

 Range check: v, ,v . €x264 — 1], Vinput & output <= enforce P aggregate

range proof

Weak F-S Attack: Disclosure Timeline:

e Choose v, ,v to satisty equality

Iin° " out

Nov 2019 4 years!  April25 April26 May 1
check as well as BP verification | e

2023

* Forged proofs are indistinguishable
from honest proofts

Mainnet Vuln. Patch Patch
launched disclosed proposed deployed
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Insufficient Coverage of “correct” Fiat-Shamir

How is Fiat-Shamir presented in academic papers?

1. Mention that Fiat-Shamir can be applied, with no specification for the transform.

Removing interaction. Our construction can be made non-interactive in the random oracle model using
Fiat—Shamir heuristic [28]. Though GKR protocol is not constant round, recent results |14, 22| show that

as well. Finally, public-coin interactive arguments may be cryptographically compiled into
SNARKSs using the Fiat-Shamir transform.

subsequent step, the argument can be made non-interactive via the Fiat—Shamir transformation, and thereby

' ' NARG with uni 1 SRS. I . hat 1]
obtain a preprocessing S G with universal SRS lenges are random field elements.
We apply the Fiat—Shamir heuristic to the protocol from Section 5 to obtain a Fiat-Shamir heuristic would be applied in order to obtain a non-

non-interactive argument of knowledge that is secure in the random oracle model

The above SNARK 1is obtained via a popular paradigm that combines a polynomial IOP and a polynomial

Hyrax-1 is a public-coin protocol, we apply the Fiat-Shamir commitment scheme in order to obtain an interactive argument, and then relies on the Fiat—Shamir paradigm
heuristic [45] to produce a zZkKSNARK that we call Hyrax whose

Finally, since our protocol is public coin, it can be made non-interactive in the
random oracle model using the Fiat-Shamir transform|[55], thereby obtaining a family

be made non-interactive in the random oracle model using the Fiat-Shamir
transform [F'S86|, and be instantiated (heuristically) in the plain model using a

witness-extended emulation. Applying the Fiat-Shamir transform [F'S86] to the public-coin interactive
argument results in the claimed SNARK for RRlCSlH
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Insufficient Coverage of “correct” Fiat-Shamir

How is Fiat-Shamir presented in academic papers?

1. Mention that Fiat-Shamir can be applied, with no specification for the transform.

2. Attempt to specity Fiat-Shamir:

— (some) do not get it right on the first try!

Compute quotient challenge o« € IF¥,, :
Plonk: P > P

(December 2019)
o = H(|a]y,[bl1,]c]1, [2]1)

!

We describe the protocol below as a non-interactive protocol using the Fiat-Shamir
hueristic. For this purpose we always denote by transcript the concatenation of the
common preprocessed input, and public input, and the proof elements written by the
prover up to a certain point in time. We use transcript for obtaining random challenges via

(March 2020)
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Insufficient Coverage of “correct” Fiat-Shamir

How is Fiat-Shamir presented in academic papers?

1. Mention that Fiat-Shamir can be applied, with no specification for the transform.
2. Attempt to specity Fiat-Shamir:

— (some) do not get it right on the first try!

Plonk:

challenges are replaced by hashes of the transcript up to that point. For instance y = H(A,S) and
z=H(A,S, y) (JUly 201 8)

Bulletproofs: l

random challenges are replaced by hashes of the transcript up to that point, including the statement ( Aoril 202 2)
itself. For example, one could set y = H(st, A, S) and 2z = H(A, S, vy), where st is the statement. Pr
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Merlin: composable proof transcripts for public-coin arguments of
knowledge

let mut transcript = Merlin::new("schnorr proof")?;

// Proof parameters

let target = BigInt::from(8675309u32);

let base = BigInt::from(43u32);

let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap();
let modulus = &BigInt::from(2u32).pow(127) - BigInt::from(1u32);

// Random exponent
let mut rng = rand::thread_rng();
let randomizer_exp = rng.gen_bigint(256) % (&modulus - BigInt::from(1u32));

let randomizer = base.modpow(&randomizer_exp, &modulus);
C

/ Update transcript — order of addition matters!
transcript.append_message("modulus", &modulus);
transcript.append_message("base'", &base);
transcript.append_message("target", &target);
transcript.append_message("u", &randomizer);

// Generate challenge
let mut challenge_out: [u8; 32] = [0Qu8; 32];
transcript.challenge_bytes('"c_challenge", &mut challenge_out);
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Merlin prevents some F-S issues

Merlin: composable proof transcripts for public-coin arguments of
knowledge

let mut transcript = Merlin::new("schnorr proof")?;

// Proof parameters

let target = BigInt::from(8675309u32);

let base = BigInt::from(43u32);

let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap();
let modulus = &BigInt::from(2u32).pow(127) - BigInt::from(1u32);

// Random exponent
let mut rng = rand::thread_rng();
let randomizer_exp = rng.gen_bigint(256) % (&modulus - BigInt::from(1u32));

let randomizer = base.modpow(&randomizer_exp, &modulus);
C

/ Update transcript — order of addition matters!
transcript.append_message("modulus", &modulus);
transcript.append_message("base'", &base);
transcript.append_message("target", &target);
transcript.append_message("u", &randomizer);

// Generate challenge
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e Limited auditability, i.e., “the code is
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Preventing Weak F-S with Decree

Improving on Merlin with Decree

e Full specification of protocol flow:
* Missing, duplicate, or incorrect

Inputs raise an error

e Canonical ordering for inputs &

enforcing challenge ordering

e Explicit boundaries for multi-round

protocols

Implementing Schnorr with Decree

let inputs: [InputLabel; 4] = ["modulus", "base", "target", "u"l;
let challenges: [ChallengeLabel; 1] = ["c_challenge"];
let mut transcript = Decree::new("schnorr proof", &inputs, &challenges)?;

// Proof parameters

let target = BigInt::from(8675309u32);

let base = BigInt::from(43u32);

let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap();
let modulus = &BigInt::from(2u32).pow(127) - BigInt::from(1u32);

// Random exponent
let mut rng = rand::thread_rng();

let randomizer_exp = rng.gen_bigint(256) % (&modulus - BigInt::from(1u32));

let randomizer = base.modpow(&randomizer_exp, &modulus);
®

/ Update transcript - order of addition doesn't matter!
transcript.add_serial("u", &randomizer);
transcript.add_serial("target", &target);
transcript.add_serial("base'", &base);
(

transcript.add_serial("modulus", &modulus);

// Generate challenge
let mut challenge_out: [u8; 32] = [0Qu8; 32];
transcript.get_challenge("c_challenge", &mut challenge_out);
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// Proof parameters // Proof parameters

let target = BigInt::from(8675309u32); let target = BigInt::from(8675309u32);

let base = BigInt::from(43u32); let base = BigInt::from(43u32);

let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap(); let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap();
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// Random exponent // Random exponent
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transcript.append_message("modulus", &modulus); transcript.add_serial("u", &randomizer);
transcript.append_message("base'", &base); transcript.add_serial("target", &target);
transcript.append_message("target", &target); transcript.add_serial("base'", &base);
transcript.append_message("u", &randomizer); transcript.add_serial("modulus", &modulus);

// Generate challenge // Generate challenge
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Improving on Merlin with Decree

let mut transcript = Merlin::new("schnorr proof")?;

// Proof parameters

let target = BigInt::from(8675309u32);

let base = BigInt::from(43u32);

let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap();
let modulus = &BigInt::from(2u32).pow(127) - BigInt::from(1lu32);

// Random exponent
let mut rng = rand::thread_rng();
let randomizer_exp = rng.gen_bigint(256) % (&modulus - BigInt::from(1u32));

let randomizer = base.modpow(&randomizer_exp, &modulus);
O

// Update transcript — order of addition matters!

Decree

Implementing Schnorr with Decree

let inputs: [InputLabel; 4] = ["modulus", "base", "target", "u"l;
let challenges: [ChallengeLabel; 1] = ["c_challenge"];
let mut transcript = Decree::new("schnorr proof", &inputs, &challenges)?;

// Proof parameters

let target = BigInt::from(8675309u32);

let base = BigInt::from(43u32);

let log = BigInt::parse_bytes(b"18777797083714995725967614997933308615", 10).unwrap();
let modulus = &BigInt::from(2u32).pow(127) - BigInt::from(1u32);

// Random exponent
let mut rng = rand::thread_rng();
let randomizer_exp = rng.gen_bigint(256) % (&modulus - BigInt::from(1u32));

let randomizer = base.modpow(&randomizer_exp, &modulus);
®

transcript.append_message("modulus", &modulus);
transcript.append_message("base", &base);
transcript.append_message("target", &target);
transcript.append_message("u", &randomizer);

// Generate challenge
let mut challenge_out: [u8; 32] = [0u8; 32];
transcript.challenge_bytes("c_challenge", &mut challenge_out);

-term: Standardization of Fiat-Shamir

// Update transcript — order of addition doesn't matter!

transcript.add_serial("u", &randomizer);
transcript.add_serial("target", &target);
transcript.add_serial("base", &base);
transcript.add_serial("modulus", &modulus);

// Generate challenge

let mut challenge_out: [u8; 32] = [0Qu8; 32];
transcript.get_challenge("c_challenge", &mut challenge_out);
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Summary & Future Directions

Takeaways: Read our paper
1. Never implement weak Fiat-Shamir! (ePrint 2023/691)
2. For Academics: E E

 Specify the correct Fiat-Shamir transform! :'ﬁ!' .
3. For Practitioners: Use tooling for Fiat-Shamir [

 Qur tool Decree is coming soon! E -

Future Directions:

 New attack vectors against proof systems?

Thank You! Questions?



