
Talk based on “Abuse-Resistant Location Tracking: Balancing Privacy and Safety in the Offline Finding 
Ecosystem” by Gabrielle Beck, Harry Eldridge, Matthew Green, Nadia Heninger, and Abhishek Jain. 
https://eprint.iacr.org/2023/1332.pdf

Who tracks the trackers?
Balancing privacy and stalker detection for Apple’s AirTags
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• Works via Find My

• crowd-sourced location tracking system 

• uses no GPS, no Internet 

The AirTag
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Sounds great, what could go 
wrong?
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Potential Safety Risks - Tracking?

An adversary who sees multiple bxs from the same device 
could link them together

Bxs: 

Seen:  
Date: Oct. 11, 9:30AM

Seen:  
Date: Oct. 11, 2:00PM

Is this the same person?



Potential Safety Risks - Stalking?



Potential Safety Risks - Stalking?



Potential Safety Risks - Stalking?



AirTag Security Properties?

Apple. https://www.apple.com/airtag/. Accessed on: Wayback Machine. April 2021

https://www.apple.com/airtag/
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AirTag Security Properties? 

•  produces pseudorandom value based on       and epoch 𝖡𝗋𝗈𝖺𝖽𝖼𝖺𝗌𝗍 e
• Small epoch duration = good privacy for tag user

• What about stalker detection??

• … make epoch longer?

Currently, epoch duration is 24 hrs for separated mode
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• Despite long tracking period, conditions for alerting users to stalking 
are opaque and confusing

• Honest tag users have low privacy 

• Can be tracked for 24 hrs. 

Does the implementation meet security goals? 



DULT IETF Draft

• Proposed standards for protection against unwanted trackers/stalking tags 


• Would apply to all trackers (e.g. Apple’s, Google’s, Tile’s, Samsung’s, etc.) 
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Tag Bxs:
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A new primitive: Multi-Dealer Secret Sharing

𝒟1

s

sh1 shn…

𝒟2 𝒟3

s s

sh1 shn… sh1 shn…

New property, unlinkability: ≈ ≈
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How can MDSS help?

          ! 
Privacy for honest users follows from MDSS 
unlinkability property 
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How to construct MDSS?

• Easy to construct a MDSS scheme… 

• Use Shamir secret-sharing where shi = (αi, p(αi))

• unlinkable when  sampled uniformly at randomαi

• do recovery using RS list-decoding algorithm [GS98]

• ** works if dealer’s shares make up  fraction of input≥ (1 − ρ)
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A better MDSS scheme

• What if we use a different type of RS code? 


• 


• [BKY03, CS03, CH11] - by increasing , could avoid unlinkability 
degradation


• But…


• Proofs only for random error model

shi = (α, p1(α), …pc(α))

c

Modify [CH11] to (heuristically) handle 
recovering multiple dealers secrets 

(If you’re interested in this come talk to me!! Please!)
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In conclusion…

• Not impossible to come up with schemes which allow for stalker 
detection while still giving  privacy to honest tag users 


• Would be nice to see other solutions in this space 

Eprint: https://eprint.iacr.org/2023/1332 


Dying social media platform: https://twitter.com/gabrie_beck 

https://eprint.iacr.org/2023/1332
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