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Results Overview

● Flaws
○ Non-repudiable metadata
○ New metadata leakage
○ Numerous PKI issues

● Survey (n=29)
○ Conducted using FCC’s Robocall Mitigation Database

● Solutions
○ Blind signing (and verifying)
○ Deniable signatures
○ Improved protocol for non-internet calls
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Traditional SIP INVITE Example

INVITE sip:+14155552222@example.att.com SIP/2.0
Via: SIP/2.0/UDP 1.2.3.4:5060;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: "Bob" <sip:+14155552222@example.att.com>
From: "Alice" <sip:+14155551111@example.pstn.verizon.com>;tag=1
Call-ID: a84b4c76e66710
CSeq: 1 INVITE
Contact: "Alice" <sip:+14155551111@1.2.3.4:5060>
Content-Length: 
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Traditional SIP INVITE Example

INVITE sip:+14155552222@example.att.com SIP/2.0
Via: SIP/2.0/UDP 1.2.3.4:5060;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: "Bob" <sip:+14155552222@example.att.com>
From: "Alice" <sip:+14155551111@example.pstn.verizon.com>;tag=1
Call-ID: a84b4c76e66710
CSeq: 1 INVITE
Contact: "Alice" <sip:+14155551111@1.2.3.4:5060>
Content-Length: 

Trivial to spoof. 
Leads to spam calls
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STIR/SHAKEN

● Telecoms sign call metadata = “attestation” about caller

● Creates a new PKI for providers

● NOT identity system for callers

● Reporting mechanisms help punish negligent telecoms

● ~900 telcos participating, 37% of all calls signed (Feb. ‘24)
Source: https://transnexus.com/blog/2024/shaken-statistics-february/



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

STIR/SHAKEN: Architecture

Policy 
Administrator

TDM
(We’ll do VoIP-only case first)



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

Metadata

Signature



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

Metadata

Signature

PASSporT



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

PASSporT

Signed call metadata (JWT)



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

PASSporT



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

PASSporT



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

“Looks good to me”



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

Attestation



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

STIR/SHAKEN: Architecture

Governance 
Authority

Report
Of Origin

Fraud!



SIP INVITE With STIR/SHAKEN

INVITE sip:+14155552222@example.att.com SIP/2.0
Via: SIP/2.0/UDP 1.2.3.4:5060;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: "Bob" <sip:+14155552222@example.att.com>
From: "Alice" <sip:+14155551111@example.pstn.verizon.com>;tag=1
Call-ID: a84b4c76e66710
CSeq: 1 INVITE
Contact: "Alice" <sip:+14155551111@1.2.3.4:5060>
Content-Length: 
Identity: 
eyJhbGciOiJFUzI1NiIsInBwdCI6InNoYWtlbiIsInR5cCI6InBhc3Nwb3J0IiwieDV1IjoiaHR0cH
M6Ly9jZXJ0LmV4YW1wbGUub3JnL3Bhc3Nwb3J0LnBlbSJ9.eyJhdHRlc3QiOiJBIiwiZGVzdCI6eyJ
0biI6WyIxMjEyNTU1MTIxMyJdfSwiaWF0IjoxNDcxMzc1NDE4LCJvcmlnIjp7InRuIjoiMTIxNTU1N
TEyMTIifSwib3JpZ2lkIjoiMTIzZTQ1NjctZTg5Yi0xMmQzLWE0NTYtNDI2NjU1NDQwMDAwIn0._V4
1ThRJ74MktxeLGaZQGAir8pcIvmB6OQEMgS4Ym7FPwGxm3tDUTRTpQ5X0relYset-
EScb9otFNDxOCTjerg;info=<https://cert.example.org/passport.pem>;ppt="shaken"



SIP INVITE With STIR/SHAKEN

INVITE sip:+14155552222@example.att.com SIP/2.0
Via: SIP/2.0/UDP 1.2.3.4:5060;branch=z9hG4bK776asdhds
Max-Forwards: 70
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Content-Length: 0
Identity:
eyJhbGciOiJFUzI1NiIsInBwdCI6InNoYWtlbiIsInR5cCI6InBhc3Nwb3J0IiwieDV1IjoiaHR0cH
M6Ly9jZXJ0LmV4YW1wbGUub3JnL3Bhc3Nwb3J0LnBlbSJ9.eyJhdHRlc3QiOiJBIiwiZGVzdCI6eyJ
0biI6WyIxMjEyNTU1MTIxMyJdfSwiaWF0IjoxNDcxMzc1NDE4LCJvcmlnIjp7InRuIjoiMTIxNTU1N
TEyMTIifSwib3JpZ2lkIjoiMTIzZTQ1NjctZTg5Yi0xMmQzLWE0NTYtNDI2NjU1NDQwMDAwIn0._V4
1ThRJ74MktxeLGaZQGAir8pcIvmB6OQEMgS4Ym7FPwGxm3tDUTRTpQ5X0relYset-
EScb9otFNDxOCTjerg;info=<https://cert.example.org/passport.pem>;ppt="shaken"

{
"alg": "ES256",
"ppt": "shaken",
"typ": "passport",
"x5u": "https://cert.example.org/passport.pem"

}

(ECDSA using P-256 and SHA-256)
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SIP INVITE With STIR/SHAKEN

INVITE sip:+14155552222@example.att.com SIP/2.0
Via: SIP/2.0/UDP 1.2.3.4:5060;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: "Bob" <sip:+14155552222@example.att.com>
From: "Alice" <sip:+14155551111@example.pstn.verizon.com>;tag=1
Call-ID: a84b4c76e66710
CSeq: 1 INVITE
Contact: "Alice" <sip:+14155551111@1.2.3.4:5060>
Content-Length: 0
Identity:
eyJhbGciOiJFUzI1NiIsInBwdCI6InNoYWtlbiIsInR5cCI6InBhc3Nwb3J0IiwieDV1IjoiaHR0cH
M6Ly9jZXJ0LmV4YW1wbGUub3JnL3Bhc3Nwb3J0LnBlbSJ9.eyJhdHRlc3QiOiJBIiwiZGVzdCI6eyJ
0biI6WyIxMjEyNTU1MTIxMyJdfSwiaWF0IjoxNDcxMzc1NDE4LCJvcmlnIjp7InRuIjoiMTIxNTU1N
TEyMTIifSwib3JpZ2lkIjoiMTIzZTQ1NjctZTg5Yi0xMmQzLWE0NTYtNDI2NjU1NDQwMDAwIn0._V4
1ThRJ74MktxeLGaZQGAir8pcIvmB6OQEMgS4Ym7FPwGxm3tDUTRTpQ5X0relYset-
EScb9otFNDxOCTjerg;info=<https://cert.example.org/passport.pem>;ppt="shaken"

{
"attest": "A",
"dest": {

"tn": [
"14155552222"
]

},
"iat": 1471375418,
"orig": {

"tn": "14155551111"
},
"origid": "123e4567-e89b-12d3-a456-426655440000"

}



SIP INVITE With STIR/SHAKEN

INVITE sip:+14155552222@example.att.com SIP/2.0
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0biI6WyIxMjEyNTU1MTIxMyJdfSwiaWF0IjoxNDcxMzc1NDE4LCJvcmlnIjp7InRuIjoiMTIxNTU1N
TEyMTIifSwib3JpZ2lkIjoiMTIzZTQ1NjctZTg5Yi0xMmQzLWE0NTYtNDI2NjU1NDQwMDAwIn0._V4
1ThRJ74MktxeLGaZQGAir8pcIvmB6OQEMgS4Ym7FPwGxm3tDUTRTpQ5X0relYset-
EScb9otFNDxOCTjerg;info=<https://cert.example.org/passport.pem>;ppt="shaken"

ECDSASHA256(base64(header) + “.” + base64(payload), SK)

Note: This signature is for illustrative purposes and doesn’t actually verify properly
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Summary of Background

● PSTN: either just VoIP or VoIP + TDM

● SIP: setup/teardown protocol for VoIP calls. Has “INVITE” msg

● STIR/SHAKEN lets telcos make assertions about caller identity

● PASSporTs: Signed metadata (to/from numbers) in SIP INVITE

● For TDM calls, PASSporTs held by “drop box” (CPS)



Flaws



Deniability of Call Metadata

INVITE sip:+14155552222@example.att.com SIP/2.0
Via: SIP/2.0/UDP 1.2.3.4:5060;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: "Bob" <sip:+14155552222@example.att.com>
From: "Alice" <sip:+14155551111@example.pstn.verizon.com>;tag=1
Call-ID: a84b4c76e66710
CSeq: 1 INVITE
Contact: "Alice" <sip:+14155551111@1.2.3.4:5060>
Content-Length: 
Identity: 
eyJhbGciOiJFUzI1NiIsInBwdCI6InNoYWtlbiIsInR5cCI6InBhc3Nwb3J0IiwieDV1IjoiaHR0cH
M6Ly9jZXJ0LmV4YW1wbGUub3JnL3Bhc3Nwb3J0LnBlbSJ9.eyJhdHRlc3QiOiJBIiwiZGVzdCI6eyJ
0biI6WyIxMjEyNTU1MTIxMyJdfSwiaWF0IjoxNDcxMzc1NDE4LCJvcmlnIjp7InRuIjoiMTIxNTU1N
TEyMTIifSwib3JpZ2lkIjoiMTIzZTQ1NjctZTg5Yi0xMmQzLWE0NTYtNDI2NjU1NDQwMDAwIn0._V4
1ThRJ74MktxeLGaZQGAir8pcIvmB6OQEMgS4Ym7FPwGxm3tDUTRTpQ5X0relYset-
EScb9otFNDxOCTjerg;info=<https://cert.example.org/passport.pem>;ppt="shaken"

This PASSporT is cryptographic proof that Alice called Bob!



Why is deniability important for call metadata?

• Makes stolen call logs easier     
to verify => incentivizes theft. 

• Reduces “ephemerality” of calls.



Comparison to DKIM for Email

• DKIM, STIR/SHAKEN goals similar
• DKIM signatures are used          

to authenticate leaks 
• DKIM signs email body, 

STIR/SHAKEN only metadata 
• However, PASSporTs more 

available to intermediaries…



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

PASSporTs are everywhere…

CPS

CPS
CPS

CPS CPS

PASSporT

PASSporT

PASSporT
PASSporT

PASSporT

PASSporT

PASSporT

PASSporT

Carriers and network 
intermediaries (TLS rarely used)

Survey: logged for 
weeks or months



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

Metadata Leakage

MetadataMetadata

Survey: 45% 
use third-party 

sign/verify



Why is call metadata sensitive?

Abortion clinic, political party, suicide hotline, 
religious organization, journalist, rehab…
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PKI Issues

● No certificate transparency

● Certificate misissuance

● Revocation issues

● Policy administrator is single point of failure for entire PKI



Solutions



Security + Privacy Goals
● Metadata Hiding: Authentication and verification service can’t 

see PASSporT metadata
● Unlinkability: Authentication and verification service cannot 

correlate phone number or provider pairs
● Deniability: Origin callers can deny placing a call
● Reportability: Ability to report to governance authority
● Confidentiality: On-path parties can’t see PASSporT contents

Sign(Hash(metadata || random))

Third parties can correlate sign + verify,
learn partial information about (to, from) pair
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KeyForge [SPG21] – periodically 
“expire” + release signing keys

*

Not known, but likely 
possible with 

standard techniques



Alice

Origin 
Provider

Bob

Destination 
Provider

TDM

VoIP

Authentication 
Service

Verification 
Service

Asymmetric Message Franking (AMFs)

AMFs [TGLMR19]: designated-verifier  
signatures with reportability
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Signed “to” PKs 
of destination 
provider and 
governance 

authority
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**

Not known for AMFs (or any 
designated-verifier signatures?). 
Can likely extend blind Schnorr

to AMF construction.
Encrypt with destination 

provider public key

Today, can be difficult to discover PK of 
destination provider. Eventually fixable.

Near term: KeyForge-like solution
Longer term: This slide (AMF-based)
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Conclusion

● STIR/SHAKEN is a new protocol in use by ~all telecoms operating in the U.S.
● The STIR/SHAKEN ecosystem has a variety of privacy and security flaws

○ Non-repudiable metadata
○ New metadata leakage
○ Numerous PKI issues

● We are in the process of designing solutions to these issues
○ Blind signing verification
○ Deniable signatures
○ Improved out-of-band protocol

Thanks to:
Matt Hardeman & Ryan Hurst – Martini Security
Yoon-Sung Ji – University of Michigan

Thanks for listening! Any questions?
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Why criticize STIR/SHAKEN?

Survey: STIR/SHAKEN creates a de facto requirement that small 
telecoms, that lack expertise in crypto/PKI, use third parties.
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Compute
Service

Not encrypted (not even in transit)


