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"Sometimes"
Some Devices



What is "Mercenary
Spyware"?

















Martin Muench
Head of FinFisher (Fmr.)

“Given that a can of fizzy drink or a 
car battery can be abused and used 
as an implement of torture it is of 
no surprise to anyone if our 
products can be abused too.”































surely this is the end
of the story, right?
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Sheikh Mohammed 
(Emir of Dubai)

Princess Haya
(his ex-wife)

Fiona Shackleton
(her lawyer)





Omri LavieShalev Hulio

Avi Rosen

Well…
“[Reports of Pegasus 
abuse] are horrible … 
but this is the price of 

doing business…"
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Ivo Malinkovski
CEO Cytrox
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…and more on the horizon



What is "Mercenary
Spyware"?

How do targets get 
hacked in practice?
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Wait… how do we know 
all this?

What is "Mercenary
Spyware"?

How do targets get 
hacked in practice?
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C&C server



Ahmed Mansoor
UAE Human Rights Activist

Hey Bill...

I think I’m being 
targeted again...

“New secrets about 
torture of emiratis in 

state prisons.”
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LET'S SEE YOU FINGERPRINT A SERVER 
THAT RETURNS A BLANK RESPONSE!!

OK, BUT WE CAN STILL FINGERPRINT BASED 
ON THE TLS HANDSHAKE!!

Not if the SERVER uses port 
knocking and has no open ports!!

Well actually…
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(2020)
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Log Analysis

Top-Down:
Analyze a spyware sample, understand what traces it 
leaves behind, then look for these traces

Bottom-Up:
Analyze phone logs, looking for implausible artifacts, then 
analyze to see if these are traces of spyware
(Can detect heretofore unknown spyware this way!!)



Wait… how do we know 
all this?

What is "Mercenary
Spyware"?

How do targets get 
hacked in practice?

Surely this is "just a 
technical problem"?
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CVE-2021-30860: Processing a maliciously 
crafted PDF may lead to arbitrary code 
execution.
CVE-2021-31010: A deserialization issue 
was addressed through improved validation
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OK this one actually has an impact!



but…



What about new(er) mitigations?



What about notifications?



What about notifications?

150 countries!!



What about notifications?

150 countries!!

Uh oh??
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Threat Actors:







It could be someone 
sitting on their bed that 

weighs 400 pounds



Things could be better if…

● Mitigations move from optional → mandatory (e.g., Lockdown 
Mode takes the "2FA path")

● Better specificity from tech companies on threats

● For high-risk users, complex devices will eventually be hacked; 
design accordingly



There's also a role for… (gasp)... regulation



























To stop doing business with NSO 
Group, Intellexa, Cytrox, Candiru












