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The Technical Problem: 
Anonymous Communication
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Standard Adversary Models
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Passive:  
all links,  nodesΘ(1)

Active:  
all links, controls  nodes Θ(1)

Network: 

all links

Adversary 𝒜



Defining Anonymity
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Existing Related Work: 
All in Synchronous Setting
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Naive

Onion cost

N

Θ(𝗉𝗈𝗅𝗒𝗅𝗈𝗀 λ)

Θ(1)
Trilemma Theorem [Das et al. 2018]

polylog onion cost is needed  

Vuvuzela [Van Den Hooff et al. 2015]

Stadium [Tyagi et al. 2017]

Atom [Kwon et al. 2017]


 [Ando et al. 2018]

XRD [Kwon et al. 2020] 

 [Ando et al. 2020]

Πa

Π⋈

Passive: Active: Network: 

Adversary 𝒜

polylog onion cost is sufficient 

 [Ando et al. 2018]Πp
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Main Idea: Bruisable Onions
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1. No global clock: when to batch-process onions


2. Timing attacks: chronically late onions don’t shuffle

too bruised; 

can’t be delivered!

ding! ding! ding!
O1 O2 O3 O4

t = 5



Our Contributions

1. Formal definitions for bruisable onion encryption


2. Bruisable onion construction: Tulip Onion Encryption


3. First provably anonymous onion routing protocol for the 
asynchronous setting: Πt
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Definition.  A bruisable onion encryption scheme is a quadruple: 

•  𝖪𝖾𝗒𝖦𝖾𝗇(1λ, Pt) → (𝗉𝗄(Pt), 𝗌𝗄(Pt))

•
mmmmmmmmmmmmmmmmmmmmmmmmmmm

𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇(m, ⃗Q = (M1, M2, G3, G4, R), 𝗉𝗄( ⃗Q), (Y1, Y2, Y3, Y4))→
( ⃗O1, ⃗O2, ⃗O3, ⃗O4, ⃗O5)

• 𝖯𝖾𝖾𝗅𝖮𝗇𝗂𝗈𝗇(Ot, 𝗌𝗄(Qt)) → (t, Yt, Ot+1, Qt+1)

• Onion bruising algorithm:  𝖡𝗋𝗎𝗂𝗌𝖾𝖮𝗇𝗂𝗈𝗇(Ot, 𝗌𝗄(Qt)) → Ot+1

RS M1 M2 G3 G4

𝖡𝗋𝗎𝗂𝗌𝖾𝖮𝗇𝗂𝗈𝗇(O2,0, 𝗌𝗄(M2)) → O3,1

O3,1 ∈
O3,0

O3,1

O3,2

O4,1 ∈
O4,0

O4,1

O4,2

O5 ∈ (O5)
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Intuition.  Information behind an honest party remains hidden, including bruise count 

Informal Definition.  Adversary cannot distinguish between: 

1.  formed on all onion parameters:Ob=0
1,0

• Message m

• Complete path  and associated keys and metadata(M1, M2, G3, G4, R)

2.  formed without any information after honest intermediary, e.g., : Ob=1
1,0 M1

• Dummy message ⊥

• Partial path, e.g, , and associated keys and metadata(M1, ⊥ , ⊥ , ⊥ , ⊥ )

challenge bit

onion layer
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Intuition.  Information behind an honest party remains hidden, including bruise count 


Informal Definition.  Adversary cannot distinguish between: 


1.  formed on all onion parameters:


• Message 


• Complete path  and associated keys and metadata


2.  formed without rest of the routing path, e.g., before  or after : 


• Dummy message 


• Partial path, e.g, , and associated keys and metadata

Ob=0
2,n

m

(M1, M2, G3, G4, R)

Ob=1
2,0 M1 G3

⊥

( ⊥ , M2, G3, ⊥ , ⊥ )
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Intuition.  Information behind an honest party remains hidden, including bruise count 


Informal Definition.  Adversary cannot distinguish between: 


1.  formed on all onion parameters:


• Message 


• Complete path  and associated keys and metadata


2.  formed without rest of the routing path, e.g., before  or after : 


• Dummy message 


• Partial path, e.g, , and associated keys and metadata

Ob=0
2,n

m

(M1, M2, G3, G4, R)

Ob=1
2,0 M1 G3

⊥

( ⊥ , M2, G3, ⊥ , ⊥ )

bruise count



Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

𝗉𝗄({M, G})

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖{M, G})

M, G
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Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1: O

O′￼, Q′￼

(O′￼, Q′￼) ← 𝖯𝖾𝖾𝗅𝖮𝗇𝗂𝗈𝗇(O, 𝗌𝗄(M) or 𝗌𝗄(G))
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Ob
1,0

18

𝗉𝗄({M, G})

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖{M, G})

M, G



Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

O

O′￼, Q′￼

m, (M, M2, G, G4, R) b ←$ {0,1}

Ob
1,0

18

𝗉𝗄({M, G})

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖{M, G})

M, G



Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

O

O′￼, Q′￼

m, (M, M2, G, G4, R) b ←$ {0,1}

 where 

 

((Ob
1,0), …) = 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇(mb, ⃗Qb)

mb = {m, b = 0
⊥ , b = 1

⃗Qb = {(M, M2, G, G4, R), b = 0
(M, ⊥ , ⊥ , ⊥ , ⊥ ), b = 1

Ob
1,0
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Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

Query 2:

O

O′￼, Q′￼

if  and , 


 where

b = 1 O = Ob=1
1,0

(O′￼, Q′￼) = (O1
2,0, M2)

(…, (O1
2,0, O1

2,1), …) ← 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇( ⊥ , ( ⊥ , M2, G, …))

O

O′￼, Q′￼
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𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖{M, G})
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m, (M, M2, G, G4, R)
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1,0



Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

Query 2:

O

O′￼, Q′￼

if  and , 


 where

b = 1 O ∈ ⃗O b=1
3

(O′￼, Q′￼) = (O1
4,n, M4)

(…, ⃗O1
4,0, …) ← 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇(m, (…, G4, R))

O

O′￼, Q′￼
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𝗉𝗄({M, G})

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖{M, G})

M, G

m, (M, M2, G, G4, R)

Ob
1 bruise count



Bruisable Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

Query 2:

O

O′￼, Q′￼

O

O′￼, Q′￼

Output guess  and wins if b′￼ b′￼= b

Definition:  A bruisable onion encryption scheme 
 

is secure if every adversary wins with negligible 
advantage. 

(𝖪𝖾𝗒𝖦𝖾𝗇, 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇, 𝖯𝖾𝖾𝗅𝖮𝗇𝗂𝗈𝗇, 𝖡𝗋𝗎𝗂𝗌𝖾𝖮𝗇𝗂𝗈𝗇)Ob
1

21

𝗉𝗄({M, G})

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖{M, G})

M, G

m, (M, M2, G, G4, R)



Contribution 2.
Our construction: Tulip Encryption Scheme
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Tulip Onion Encryption
O1 =

23

Alice BobM1 M2 G3 G4
O1 O2 O3 O4 O5 m

H1,2H1,1 H1,3 H1,4 H1,5

header blocks = encrypted path 

C1

content = encrypted payload



Tulip Onion Encryption
H1,1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

O1 = H1,2 H1,3 H1,4 H1,5 C1

Alice BobM1 M2 G3 G4
O1 O2 O3 O4 O5 m
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Tulip Onion Encryption
H1,1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

H1,2

H2,1

} ⋅ {k1

H1,3

H2,2

} ⋅ {k1

H1,4

H2,3

} ⋅ {k1

H1,5

H2,4

} ⋅ {k1

C1

C2

} ⋅ {k1

O1 =

O2 =

H1,2 H1,3 H1,4 H1,5 C1

Alice BobM1 M2 G3 G4
O1 O2 O3 O4 O5 m

24

Notation: 
 = decryption under } ⋅ {𝗄𝖾𝗒 𝗄𝖾𝗒



Tulip Onion Encryption
H1,2H1,1 H1,3 C1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

H2,1 H2,2 C2

} ⋅ {k1
} ⋅ {k1

H1,4 H1,5

H2,3 H2,4

} ⋅ {k1
} ⋅ {k1

} ⋅ {k1

H3,1 H3,2 H3,3 C3

(2,k2, G3)
} ⋅ {k2

} ⋅ {k2
} ⋅ {k2

} ⋅ {k2

𝖣𝖾𝖼𝗌𝗄(M2)( ⋅ )

H4,1 H4,1 C4

(3,k3, G4)

(4,k4)

} ⋅ {k3
} ⋅ {k3

} ⋅ {k3

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

H5,1 C5

} ⋅ {K } ⋅ {K

O1 =

O2 =

O3 =

O4 =

O5 = ,R

Penultimate layer 
encrypted with 
master key K
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Tulip Onion Encryption
H1,2H1,1 H1,3 C1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

H2,1 H2,2 C2

} ⋅ {k1
} ⋅ {k1

H1,4 H1,5

H2,3 H2,4

} ⋅ {k1
} ⋅ {k1

} ⋅ {k1

H3,1 H3,2 H3,3 C3

(2,k2, G3)
} ⋅ {k2

} ⋅ {k2
} ⋅ {k2

} ⋅ {k2

𝖣𝖾𝖼𝗌𝗄(M2)( ⋅ )

H4,1 H4,1 C4

(3,k3, G4)

(4,k4)

} ⋅ {k3
} ⋅ {k3

} ⋅ {k3

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

H5,1 C5

} ⋅ {K } ⋅ {K

O1 =

O2 =

O3 =

O4 =

O5 = ,R

Penultimate layer 
encrypted with 
master key K

⟨K⟩ ⟨K⟩ ⟨0⟩

sepal = part of onion 
accumulates bruises
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Tulip Onion Encryption
H1,2H1,1 H1,3 C1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

H2,1 H2,2 C2

} ⋅ {k1
} ⋅ {k1

H1,4 H1,5

H2,3 H2,4

} ⋅ {k1
} ⋅ {k1

} ⋅ {k1

H3,1 H3,2 H3,3 C3

(2,k2, G3)
} ⋅ {k2

} ⋅ {k2
} ⋅ {k2

} ⋅ {k2

𝖣𝖾𝖼𝗌𝗄(M2)( ⋅ )

H4,1 H4,1 C4

(3,k3, G4)

(4,k4)

} ⋅ {k3
} ⋅ {k3

} ⋅ {k3

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

H5,1 C5

} ⋅ {K } ⋅ {K

⟨K⟩ ⟨K⟩ ⟨0⟩O1 =

O2 =

O3 =

O4 =

O5 = ,R
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Tulip Onion Encryption
H1,2H1,1 H1,3 C1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

H2,1 H2,2 C2

} ⋅ {k1
} ⋅ {k1

H1,4 H1,5

H2,3 H2,4

} ⋅ {k1
} ⋅ {k1

} ⋅ {k1

H3,1 H3,2 H3,3 C3

(2,k2, G3)
} ⋅ {k2

} ⋅ {k2
} ⋅ {k2

} ⋅ {k2

𝖣𝖾𝖼𝗌𝗄(M2)( ⋅ )

H4,1 H4,1 C4

(3,k3, G4)

(4,k4)

} ⋅ {k3
} ⋅ {k3

} ⋅ {k3

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

H5,1 C5

} ⋅ {K } ⋅ {K

⟨K⟩ ⟨K⟩ ⟨0⟩O1 =

O2 =

O3 =

O4 =

O5 = ,R

⟨K⟩ ⟨K⟩

no bruise} ⋅ {k1
} ⋅ {k1
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H1,2H1,1 H1,3 C1

(1,k1, M2)
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H5,1 C5
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O3 =
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O5 = ,R

⟨K⟩ ⟨K⟩

no bruise} ⋅ {k1
} ⋅ {k1

⟨K⟩

bruise } ⋅ {k2
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} ⋅ {k3
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𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

H5,1 C5

} ⋅ {K } ⋅ {K

⟨K⟩ ⟨K⟩ ⟨0⟩O1 =

O2 =

O3 =

O4 =

O5 = ,R

⟨K⟩ ⟨K⟩

no bruise} ⋅ {k1
} ⋅ {k1

⟨K⟩

bruise } ⋅ {k2

⟨K⟩

} ⋅ {k3

} ⋅ {k4

K
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H1,2H1,1 H1,3 C1

(1,k1, M2)
𝖣𝖾𝖼𝗌𝗄(M1)( ⋅ )

H2,1 H2,2 C2

} ⋅ {k1
} ⋅ {k1

H1,4 H1,5

H2,3 H2,4

} ⋅ {k1
} ⋅ {k1

} ⋅ {k1

H3,1 H3,2 H3,3 C3

(2,k2, G3)
} ⋅ {k2

} ⋅ {k2
} ⋅ {k2

} ⋅ {k2

𝖣𝖾𝖼𝗌𝗄(M2)( ⋅ )

H4,1 H4,1 C4

(3,k3, G4)

(4,k4)

} ⋅ {k3
} ⋅ {k3

} ⋅ {k3

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

𝖣𝖾𝖼𝗌𝗄(G3)( ⋅ )

⟨K⟩ ⟨K⟩ ⟨0⟩O1 =

O2 =

O3 =

O4 =

⟨K⟩

bruise

⟨0⟩

⟨0⟩

⟨0⟩

bruise

27
Too bruised; can’t recover R, O5

} ⋅ {k1
} ⋅ {k1

} ⋅ {k2

} ⋅ {k3

} ⋅ {k4



Contribution 3.
Our construction: Πt
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Onion Routing Protocol Πt
Onion forming phase.  Every  forms many bruisable onions: 

• An onion to recipient


• A random number of checkpoint onions to random locations:


-  Expected number is polylog in security parameter 


Onion routing (execution) phase.  Every  does: 

1. Initialize time to  

2. Peels onions as they arrive: 

a. If onion is “on time” or “early”, place in outbox. 
Update onion counts, accordingly. 

b. If onion is “late,” bruise and send immediately.  

3. If onion count for time : 

a. Send onions for time  in random order. 

b. Update . 

Pi

Pi

t = 1.

t ≥ 𝗍𝗁𝗋𝖾𝗌𝗁𝗈𝗅𝖽

t

t = t + 1
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Thank you!
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Backup Slides
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Standard Onion Security 
[Ando-Lysyanskaya]
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Standard Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

𝗉𝗄(Q3)

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖Q3)

Q3
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Standard Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1: O

𝗉𝗄(Q3)

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖Q3)

Q3

O′￼, Q′￼

(O′￼, Q′￼) ← 𝖯𝖾𝖾𝗅𝖮𝗇𝗂𝗈𝗇(O, 𝗌𝗄(Q3))
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Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:
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Challenge:
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𝗉𝗄(Q3)

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖Q3)

Q3

O′￼, Q′￼

m, (Q1, Q2, Q3, Q4, R)
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m, (Q1, Q2, Q3, Q4, R) b ←$ {0,1}

 where 

 

(Ob
1 , …) = 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇(mb, ⃗Qb)

mb = {m, b = 0
⊥ , b = 1

⃗Qb = {(Q1, Q2, Q3, Q4, R), b = 0
(Q1, Q2, Q3), b = 1
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Standard Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

Query 2:

O

𝗉𝗄(Q3)

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖Q3)

Q3

O′￼, Q′￼

m, (Q1, Q2, Q3, Q4, R)

if  and , 


 where

b = 1 O = Ob=1
3

(O′￼, Q′￼) = (O1
4 , Q4)

(O1
4 , O1

5) ← 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇(m, (Q4, R))

O

O′￼, Q′￼

Ob
1
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Standard Onion Encryption: 
Security

Formal Definition.  CCA2-like, defined w.r.t. Onion Security Game:

𝒜 𝒞
Setup:

Query 1:

Challenge:

Query 2:

O

𝗉𝗄(Q3)

𝗉𝗄(𝖤𝗏𝖾𝗋𝗒𝗈𝗇𝖾∖Q3)

Q3

O′￼, Q′￼

m, (Q1, Q2, Q3, Q4, R)

O

O′￼, Q′￼

Output guess  and wins if b′￼ b′￼= b

Definition:  An onion encryption scheme 
 is secure 

if every adversary wins with negligible 
advantage. 

(𝖪𝖾𝗒𝖦𝖾𝗇, 𝖥𝗈𝗋𝗆𝖮𝗇𝗂𝗈𝗇, 𝖯𝖾𝖾𝗅𝖮𝗇𝗂𝗈𝗇)Ob
1
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