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UNIQUENESS

𝖯𝗋𝗈𝗏𝖾k(x) → π

𝖵𝖾𝗋𝗂𝖿𝗒(x, y, π) → {0,1}

Pr
𝒜

[𝖵𝖾𝗋𝗂𝖿𝗒(x*, y*, π*) = 1 : y* ≠ 𝖤𝗏𝖺𝗅k(x*)] ≈ 0

(x*, y*, π*) ← 𝒜
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y1 y2 y3 … yn

π1 π2 π3 … πn

ỹ π̃

• Well-studied for unpredictable functions (= digital signatures)

• Ideal aggregate signature

• Simple one-round distributed VRF

• Many other conceivable applications

𝒜
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• Use the randomness extraction property 
of random matrices

𝒜 𝒜

𝖤𝗇𝖼pk(y3)
𝒰 ≈c



𝖢 & 𝖢 − 𝖮𝖻𝖿( ⊥ )

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

σ0 σ1
(AGGREGATE) UNIQUENESS

ỹ
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ỹ

y1 y2 y3 y4 y5 y6 y7 y8

π1 π2 π3 π4 π5 π6 π7 π8



𝖢 & 𝖢 − 𝖮𝖻𝖿( ⊥ )

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

σ0 σ1
(AGGREGATE) UNIQUENESS

• Want: No adversary can find  s.t.:(y*, σ*0 , σ*1 )

1.  is a valid tuple(y*, σ*0 , σ*1 )

ỹ
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• We want to derive a contradiction against the 
uniqueness of the (non-aggregate) VRF

ỹ
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Bonus

vk = (h, hk)
sk = k

y = e(g, ℋ(x))k

y =? e(g, ℋ(x)k

=:π

) & e(hk, ℋ(x)) =? e(h, π)
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 Thank you!


