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UNIQUENESS

𝖯𝗋𝗈𝗏𝖾k(x) → π

𝖵𝖾𝗋𝗂𝖿𝗒(x, y, π) → {0,1}

Pr
𝒜

[𝖵𝖾𝗋𝗂𝖿𝗒(x*, y*, π*) = 1 : y* ≠ 𝖤𝗏𝖺𝗅k(x*)] ≈ 0

(x*, y*, π*) ← 𝒜
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y1 y2 y3 … yn

π1 π2 π3 … πn

ỹ π̃

• Well-studied for unpredictable functions (= digital signatures)

• Ideal aggregate signature

• Simple one-round distributed VRF

• Many other conceivable applications

𝒜



Results



Results

• Definitions



Results

• Definitions

• (Aggregate) Pseudorandomness



Results

• Definitions

• (Aggregate) Pseudorandomness

• (Aggregate) Uniqueness



Results

• Definitions

• (Aggregate) Pseudorandomness

• (Aggregate) Uniqueness

• (Aggregate) Binding



Results

• Definitions

• (Aggregate) Pseudorandomness

• (Aggregate) Uniqueness

• (Aggregate) Binding

• Pairing-based construction



Results

• Definitions

• (Aggregate) Pseudorandomness

• (Aggregate) Uniqueness

• (Aggregate) Binding

• Pairing-based construction

• Concretely efficient, key-homomorphic, ROM



Results

• Definitions

• (Aggregate) Pseudorandomness

• (Aggregate) Uniqueness

• (Aggregate) Binding

• Pairing-based construction

• Concretely efficient, key-homomorphic, ROM

• Generic (LWE-based) construction



Results

• Definitions

• (Aggregate) Pseudorandomness

• (Aggregate) Uniqueness

• (Aggregate) Binding

• Pairing-based construction

• Concretely efficient, key-homomorphic, ROM

• Generic (LWE-based) construction



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:

• For all indices i, there is a tuple  s.t.(πi, yi, pi)



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:

• For all indices i, there is a tuple  s.t.(πi, yi, pi)

A.  is a valid root-to-leaf pathpi



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:

• For all indices i, there is a tuple  s.t.(πi, yi, pi)

A.  is a valid root-to-leaf pathpi

B.  is a valid proof for πi yi



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:

• For all indices i, there is a tuple  s.t.(πi, yi, pi)

A.  is a valid root-to-leaf pathpi

B.  is a valid proof for πi yi

• We require the BARGs to be:



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:

• For all indices i, there is a tuple  s.t.(πi, yi, pi)

A.  is a valid root-to-leaf pathpi

B.  is a valid proof for πi yi

• We require the BARGs to be:

1. Somewhere extractable



y1 y2 y3 y4 y5 y6 y7 y8

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π1 π2 π3 π4 π5 π6 π7 π8

σ0 σ1

BATCH ARGUMENTS FOR NP

• Compute two BARGs for the same statement:

• For all indices i, there is a tuple  s.t.(πi, yi, pi)

A.  is a valid root-to-leaf pathpi

B.  is a valid proof for πi yi

• We require the BARGs to be:

1. Somewhere extractable

2. Index-hiding



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

• Idea I: Function-binding hash

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

• Idea I: Function-binding hash

• Make the root statistically binding wrt any 
node of the tree

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

• Idea I: Function-binding hash

• Make the root statistically binding wrt any 
node of the tree

• The target node is computationally hidden

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

• Idea I: Function-binding hash

• Make the root statistically binding wrt any 
node of the tree

• The target node is computationally hidden

• Construction from rate-1 FHE  
[HW15, BDGM19, GH19]

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

• Idea I: Function-binding hash

• Make the root statistically binding wrt any 
node of the tree

• The target node is computationally hidden

• Construction from rate-1 FHE  
[HW15, BDGM19, GH19]

𝒜 𝒜

𝒰 ≈c



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Want: Adversary cannot bias the distribution

• Idea I: Function-binding hash

• Make the root statistically binding wrt any 
node of the tree

• The target node is computationally hidden

• Construction from rate-1 FHE  
[HW15, BDGM19, GH19]

𝒜 𝒜

𝒰 ≈c

𝖤𝗇𝖼pk(y3)



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

𝒜 𝒜

𝒰 ≈c

𝖤𝗇𝖼pk(y3)



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Randomness extractor does not work

𝒜 𝒜

𝒰 ≈c

𝖤𝗇𝖼pk(y3)



y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Randomness extractor does not work

• Idea II: Compute-and-compare obfuscation 
[GKW17,WZ17]

𝒜 𝒜

𝒰 ≈c

𝖤𝗇𝖼pk(y3)



𝖢 & 𝖢 − 𝖮𝖻𝖿( ⊥ )

y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Randomness extractor does not work

• Idea II: Compute-and-compare obfuscation 
[GKW17,WZ17]

• Run the root through C&C-obfuscation 
(of a dummy program)

𝒜 𝒜

𝖤𝗇𝖼pk(y3)
𝒰 ≈c



𝖢 & 𝖢 − 𝖮𝖻𝖿(𝖣𝖾𝖼sk( ⋅ ))

y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Randomness extractor does not work

• Idea II: Compute-and-compare obfuscation 
[GKW17,WZ17]

• Run the root through C&C-obfuscation 
(of a dummy program)

• Switch to a decryption circuit

𝒜 𝒜

𝖤𝗇𝖼pk(y3)
𝒰 ≈c



𝖢 & 𝖢 − 𝖮𝖻𝖿(𝖣𝖾𝖼sk( ⋅ ))

y3

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

π3

(AGGREGATE) PSEUDORANDOMNESS

• Randomness extractor does not work

• Idea II: Compute-and-compare obfuscation 
[GKW17,WZ17]

• Run the root through C&C-obfuscation 
(of a dummy program)

• Switch to a decryption circuit

• Use the randomness extraction property 
of random matrices

𝒜 𝒜

𝖤𝗇𝖼pk(y3)
𝒰 ≈c



𝖢 & 𝖢 − 𝖮𝖻𝖿( ⊥ )

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁 𝖧𝖺𝗌𝗁

𝖧𝖺𝗌𝗁

σ0 σ1
(AGGREGATE) UNIQUENESS

ỹ
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Bonus

vk = (h, hk)
sk = k

y = e(g, ℋ(x))k

y =? e(g, ℋ(x)k

=:π

) & e(hk, ℋ(x)) =? e(h, π)
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 Thank you!


