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Security (SCA*) vs PPA Eurosmart PP 0117

* SCA: Side-Channel Analysis
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Security (FIA*) vs PPA Eurosmart PP 0117

Mitigation of other attacks

Environment Failure Protection (EFP)
Environment Failure Testing (EFT)

Fault injection mitigation

* FIA: Fault Injection Analysis
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Universal computation as extrapolation in (F256, +, * ): For example, SubBytes(x) 
= 

Masking = computing on random variables:
• Sharing each byte into d bytes

• x -> (x0, x1, ..., xn-1)

• Linear operations are trivially computed masked:
• x+y -> (x0+y0, x1+y1, ..., xn-1+yn-1), and x² -> (x0², x1², ..., xn-1²) when in Fq with q = 2m

• Non-linear operations, such as multiplication, are harder to compute, and make 
up the bulk of the computation time

Masking for Cryptographic Operations (for instance AES)

[1] Joan Daemen, Vincent Rijmen: The Rijndael Block Cipher -- AES Proposal, Document version 2, dated 03/09/99

[1]
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Function x -> x-1 = x254: 

Masking the multiplication on F256

Bottleneck is complexity of the multiplication operations

Linear operations
Non-linear operations
Refresh stage (addition of 0)

Caption:
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Implementation: all cross-product terms are 
computed, hence a quadratic complexity

State of the art: Quadratic Complexity

ISW algorithm:

Reparaz, O., Bilgin, B., Nikova, S., Gierlichs, B., Verbauwhede, I. (2015). Consolidating Masking Schemes. In: Gennaro, R., Robshaw, M. 
(eds) Advances in Cryptology -- CRYPTO 2015. CRYPTO 2015. Lecture Notes in Computer Science(), vol 9215. Springer, Berlin, 
Heidelberg. https://doi.org/10.1007/978-3-662-47989-6_37
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• Base field is Fq, where q = pm

• e.g., p=2 and m=8 for AES, or p=3329 and m=1 for ML-KEM, etc.

• We are interested in n-point transform
• Naïve multiplication by M (Fourier transform) or M-1 (inverse Fourier transform) 

has complexity n2

• Shape of M is:

• where                  . 

Discrete Fourier Transform (DFT) Matrix



122024 All Rights Reserved I Confidential I Property of Secure-IC

Roots of Unity in Finite Fields
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Fourier Transform Matrices, Foreward & Backward

Vandermonde matrix

Inverse is also a 
Vandermonde matrix
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• We make use of special algebraic structures of field fields

Fast Fourier Transform Methodology



152024 All Rights Reserved I Confidential I Property of Secure-IC

Fast Fourier Transform Complexity Analysis

This is still quadratic!
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• We make use of special algebraic structures of field fields

Fast Fourier Transform Rationale
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Fast Fourier Transform Matrix
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Fast Fourier transform

// Depth i of log2(n)
// Breadth of n/2i
// Complexity of 2i
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Fast Fourier Transform: Quasi-Linear Complexity

[1] R. E. Blahut, Theory and Practice of Error Control Codes.
      Reading, MA: Addison-Wesley, 1983.
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• We make use of special algebraic structures of field fields
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• Representation:

Fast Fourier Transform: Data Preparation
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• Addition, scaling,
• Multiplication by a constant
• Multiplication



232024 All Rights Reserved I Confidential I Property of Secure-IC

Parameters range
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AES, d=2
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AES, d=7
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Homomorphic operations:
• Addition
• Scaling

Quasi-Linear Masking without Cost Amortization
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Multiplication operation:
• Commutative diagram:

Quasi-Linear Masking without Cost Amortization

Cleartext: Masked:
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• By reduction from Code-Based Masking (CBM):
• Weijia Wang, Pierrick Méaux, Gaëtan Cassiers, and François-Xavier 

Standaert.
Efficient and private computations with code-based masking. IACR Trans. 
Cryptogr. Hardw. Embed. Syst., 2020(2):128–171, 2020.

• No such assumption as:
•  

• In: Probing Security through Input-Output Separation and Revisited Quasilinear Masking. 
(2021). IACR Transactions on Cryptographic Hardware and Embedded Systems, 2021(3), 
599-640. https://doi.org/10.46586/tches.v2021.i3.599-640

Security Proof
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Cost amortization: tradeoff between
• Side-channel order d+1-t

• versus

• Amount of processed information simultaneously: t

Fault detection: checking the d MSBs are null

Quasi-Linear Masking with Cost Amortization

z0 z1 z2 z3 z4 z5 z6 z7 z8 z9 zn-1

information

masks redundancy

t d+1-t d

State:

Different
licit

configurations
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Side-Channel Security Order versus Fault Detection / 
Correction, in F256
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• Computation time for 50 times AES calculation, with pre-calculated multiplication.

Performance on F256 with Cost Amortization
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• The amount of randomness generated in terms of bytes.

Performance on F256 with Cost Amortization
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• ASIC synthesis, using VHDL 
in 130 nm technology

Area saving on F256 with Cost Amortization

From Vandermonde to FFT
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• Nota

Comparison of our masking scheme with the state of 
the art
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We achieve such masking protection:

• Minimizing the number of multiplications
• Cost amortization and fault detection capability
• Quasi-linear masking complexity
• Code-Based Masking (CBM) compliant

Code available online:

• https://github.com/daif-abde/FFT_masking

Perspectives:

• Application to Crystals Kyber (q = 3329):
• The values of n are {2i , 2 ≤ i ≤ 8} ∪ {13 · 2 i , 0 ≤ i ≤ 7}.

Conclusions and Perspectives
Acknowledgments:

• BPI, project X7PQC (project 
call “Cryptographie post 
quantique”, held by the 
National Quantum Strategy 
“Develop the post-quantum 
cryptographical offering” and 
the National Cyber Strategy 
“Development of innovative 
and critical cyber 
technologies”).
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https://github.com/daif-abde/FFT_masking


CONTACTS
EMEA       sales-EMEA@secure-IC.com
APAC       sales-APAC@secure-IC.com
CHINA       sales-CHINA@secure-IC.com
JAPAN       sales-JAPAN@secure-IC.com
AMERICAS         sales-US@secure-IC.com

THANK YOU FOR YOUR ATTENTION


