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Why Research Security of Quantum Computing Systems?  

2

• The field of quantum computing is undergoing rapid 
development


• Number of quantum bits (qubits) grows rapidly in recent years


• Development trends similar to early stages of Moore’s Law


• How do we make quantum computers secure?



Quantum Computer Systems and their Attack Surface
We cannot clone quantum states, cannot directly “steal” information like in classical computers

Quantum Computers require extensive control equipment which itself can be vulnerable to attacks 
Control equipment not well studied from security perspective before



Power Side-Channel Threat Model
We consider attacker with access to collect side-channel information from the controller:
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Recovery of Control Pulses
Key target for the side-channel attacks are the arbitrary waveform generators (AWGs)
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Process for Running Quantum Circuits
running quantum circuits on superconducting quantum computers in Qiskit.

Build Circuit

Gate-Level Circuit Transpiled Circuit Pulse-Level Circuit

Program Results

Transpile

Quantum Computer

Qiskit Quantum Program

circ=QuantumCircuit(2,2)
circ.h(0)
circ.cx(0,1)
circ.measure_all()

Schedule Execute

Get Results

Open QASM Program

qreg q[2]; creg c[2];
h q[0];
cx q[0],q[1];
measure q[0] -> c[0];
measure q[1] -> c[1];

Convert

User



 example quantum circuits

a quantum adder circuit with width=4 (4 qubits) followed by measurement.

q0 : X T • • T
† •

q1 : X T • T
†

q2 : • T • • T
† •

q3 : H T
† • T S • H

c : /4
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p
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X RZ
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a victim adder circuit with width=4 transpiled with optimization level 3.

{CX, ID, RZ, SX, X}native gates used



attack scenarios based on the attacker’s measurement capabilities.
Power Side-Channels for Quantum Circuit Reconstruction 

q0 : X T • • T
† •

q1 : X T • T
†

q2 : • T • • T
† •

q3 : H T
† • T S • H

c : /4
1

↵◆
2

↵◆
0

↵◆
3

↵◆

Per-Channel
Power Side-Channel

Attack

Single-Shot Total 
Power Side-Channel 

Attack

Chuanqi Xu, Ferhat Erata, Jakub Szefer (2023).  
Exploration of Power Side-Channel Vulnerabilities in Quantum Computer Controllers (CCS). 
https://dl.acm.org/doi/10.1145/3576915.3623118 

check out our previous work for a taxonomy of side-channel attacks!

This restricts attacker to using only a 
single total power trace to 

reconstruct the quantum program

https://dl.acm.org/doi/10.1145/3576915.3623118


Example SX, X, and CX gate control pulses
examples of control pulses for the SX, X, and CX gates

CX pulse SX pulseX pulse



 an example victim circuit
a simple circuit transpiled on a 5-qubit IBM Lima machine

0 1 2

3

4

ibmq_lima (Falcon r4T)

Transpiled

We aim to recover this table from the measured waveform 
from each drive channel for the per-channel side-channel 
attacker, or from the total power trace for the total-power 
side-channel attacker.



 example pulse schedules

As seen from the figure, the first waveform 
on the drive channel d1 of CX is exactly the 

same pulse as in SX

 CX

 SX  Superimposed

You can see there are different waveforms 
superimposed on a same channel.



Step 1: formalize the circuit reconstruction problem

the set of basis gates of a quantum device D

the set of drive and control channels

L represents all basis gates with their channel information,

a basis pulse on the channel c

one basis pulse may include pulses on several channels,  
such as CX gate

basis pulse library



Step 1: formalize the circuit reconstruction problem

pulse-level circuit

per-channel power traces

total power traces are directly the summation of  
per-channel power traces:

channel constraint

 per-channel single trace attack

total power single trace attack



Step 2: how to solve combinatorial optimization problem

Candidate Solution 1: Model the problem in Linear Mixed Integer Real Arithmetic (LIRA)

Linear Mixed Integer Real Arithmetic (LIRA)

Z3 SMT Solver

Does not 
Scale

Pros: we can encode 
arbitrary boolean 

combinations of Int 
and Real arithmetic

We need Single 
Objective Optimization

3x1 + 2x2 ≤ 5x3 ∨ 2x1 − 2x2 = 0

Single-Shot Total Power-Trace

Victim Circuit



Step 2’: how to solve combinatorial optimization problem

Candidate Solution 2: Model the problem as Mixed Integer Linear Programming (MILP)

Mixed Integer Linear Programming (MILP)

Single-Shot Total Power-Trace

Gurobi and PuLP Solvers

Victim Circuit

Cons: arbitrary 
combination of 

boolean operations 
are not supported



Step 3: From LIRA to MILP: linearize distance function
Linearization of Absolute Valued Objective Function

d1 : (v(x), TotalAP
(x)) ↦ ∥v(x), TotalAP

(x)∥1 =
n

∑
i=1

vi(x) − TotalAP
(x)i

If is the absolute value term in our objective function, two additional 
constraints are added to the linear program: . 

The term in the objective function is then replaced by , relaxing the 
original function into a collection of linear constraints.

|X |
X ≤ Z ∧ −X ≤ Z

|X | Z

|x | = {−x,  if x < 0
x,  if x ≥ 0

.
 Sum of Absolute Differences (SAD)



Step 3: From LIRA to MILP: linearize logical conditions
Linearization of Logical Conditions over Binary variables

In MILP lingo, binary variables means decision variables that must take either 
the value 0 or the value 1, sometimes called 0/1 variables.



Step 3: From LIRA to MILP: Encode Pseudoboolean constraints
Encoding Pseudoboolean constraints

In MILP lingo, binary variables means decision variables that must take either 
the value 0 or the value 1, sometimes called 0/1 variables.



Step 3: From LIRA to MILP: Linearize Disjunctive Constraints
Linearization of Disjunctive Constraints

In order to encode the channel constraint given in Equation 10 using Big-M 
Reformulation

∑
i

a1
i xi ≤ b1 ∨ ∑

i

a2
i xi ≤ b2 ∨ ∑

i

a3
i xi ≤ b3 ∨ ⋯ ∨ ∑

i

ak
i xi ≤ bk

∑
i

a1
i xi ≤ b1 + M1 (1 − y1) ∧ ∑

i

a2
i xi ≤ b2 + M2 (1 − y2) ∧ ⋯

y1 + y2 + y3 + ⋯ + yk ≥ 1 ∧ y1, y2, y3, ⋯, yk ∈ {0,1}
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Binary

Trace
Victim′ s

VariablesContinousmin |ϵ0 | + |ϵ1 | + |ϵ2 | + |ϵ3 | + |ϵ4 | + |ϵ5 |

v(5) ≈ c4 ⋅ p𝚇,C2
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Error

MILP encoding method



Evaluation Results

QASMBench  

benchmark suite version 1.4

IBM Quantum computers  

used in the evaluation



MILP encoding complexities of the benchmarks and pulse-level 
recovery results

Circuit Depth increases  

complexity 

Total # of gates increases  

complexity
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