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DR85: Deterministic consensus requires  messages𝑂(𝑛2)

Goal: sub-linear communication per party 

Scalability
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Our Work

Leader election:

• 𝑛 parties, 𝑡<(1/3−𝜀)𝑛 faulty for 𝜀=𝑂(1/lnln 𝑛)

• 𝑝𝑜𝑙𝑦𝑙𝑜𝑔(𝑛) communication complexity per party

• all but 𝑜(1) honest parties know the leader

• completes in 𝑝𝑜𝑙𝑦𝑙𝑜𝑔(𝑛) rounds

• information theoretic, full information

w.h.p. (1 - )𝑛−𝜔(1)
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for layer =  to :

    for each node  on layer :
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𝑨 ℓ
1. Parties in nodes in (  learn which 

parties are in other nodes in (  (via 

monitoring sets)

𝚪−𝟏  𝑨)

 𝚪−𝟏 𝑨)

2. Parties in nodes in ( run election 

protocol to elect polylog parties to  

uniformly at random

𝚪−𝟏  𝑨) 

𝑨

3. Winners of election to  passed down to ’s 

monitoring set via communication tree

𝑨 𝑨

neighbors of  on layer  𝑨 ℓ − 𝟏

A

B C D

ℓ
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Bad Elections
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if  fraction of parties are Byzantine, 


no guarantees on election outcome

>
𝟏
𝟑

Worst case: every participating party 
thinks they are elected

Recall: up to  bad nodes per layer𝛿

KSSV: adversary can choose which polylog(n) parties 
win 
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12

Load balancing: parties go silent 
after winning 8 elections on a layer

…

Bad elections: if >1/3 fraction of 
parties are Byzantine, no guarantees 

on election outcome

 

every participating party thinks they are 
elected=

The protocol may not terminate!
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win? win?

monitoring sets?
• 𝛿 too large – many nodes have bad monitoring 

sets

groups of monitoring sets
• <<𝛿 nodes per layer have bad groups of 

monitoring sets
• decrease problematic nodes per layer without 

increasing degree of network
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expander properties

use monitoring sets of nodes 3 
layers above for confirming 
election winners



Our Fix: Election Winner Confirmation

16



Our Fix: Election Winner Confirmation

16

AElection to: ℓ



Our Fix: Election Winner Confirmation

16

AElection to: ℓ



Our Fix: Election Winner Confirmation

16

AElection to:

monitoring set of A

ℓ



Our Fix: Election Winner Confirmation

16

AElection to:

monitoring set of A

ℓ

ℓ + 3



Our Fix: Election Winner Confirmation

16

AElection to:

monitoring set of A

ℓ

monitoring set of 𝚪+𝟑(𝑨)

ℓ + 3



Our Fix: Election Winner Confirmation

16

AElection to:

monitoring set of A

ℓ

monitoring set of 𝚪+𝟑(𝑨)

ℓ + 3



Our Fix: Election Winner Confirmation

16

AElection to:

monitoring set of A

ℓ

monitoring set of 𝚪+𝟑(𝑨)

ℓ + 3

• “winning” parties poll 
polylog nodes in 
𝚪+𝟑(𝑨)



Our Fix: Election Winner Confirmation

16

AElection to:

monitoring set of A

ℓ

monitoring set of 𝚪+𝟑(𝑨)

ℓ + 3

• “winning” parties poll 
polylog nodes in 
𝚪+𝟑(𝑨)

• need confirmation from 
>2/3 of parties in >2/3 
of polled nodes to be 
considered winner
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