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Thank you Nico for many of these slides!
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10: Swiss Army knife of Cryptography

(subexponential) IO (+ standard assumptions) is “crypto complete”

 PKE, Short Sigs, Perfect NIZKs (non-adaptive SNARGs), OT, Deniable
Enc [SW’14]

* FHE [CLTV’15] Many of these applications involve

« WE [GGHRSW’14] obfuscating a cryptographic
program. Can we leverage this?

* Adaptive SNARGs [WW24, 25, WZ24]
e Succinct Garbling [KLW’15]



Is there a different notion of obfuscation
that suffices for these applications?
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TLDR

 This work is a systematic study of the various notions of pseudorandom
obfuscation (PRO).

* 3 notions of PRO
* Possibilities and impossibilities
 PRO + Bilinear Maps = i0

* (Not in talk) The full version of this paper additionally includes a candidate
construction of pseudorandom obfuscation from the evasive LWE heuristic.
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Medium notion

Obfuscation itself doesn't have to
be pseudorandom
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Via standard iO

----------------------------------------------------------

e ldea: Obfuscate the
machine which:

« Expands (M, x) into a

circuit C, ..
M +  Circuit s ) .
- Outputs a garbling of description - ) 5
CM,x' S i ______________________ )
Garbling of s h
C
M x L 5
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with pseudorandkom = Y 2 il
garbling [BLSV '18]. . .

Garbli f
« GC.Garb = (r, PRO(F)) g]; Izgz?

Simulator:

Set 7y, = M(x) @ PRO . Eval(%) RS |



The notions and applications

10,

Null-i0 [VWW22]
SNARK for UP
IMPV24]
SNARG for NP
[JKLM25]

PRO

This work:

(+LWE) FHE
Succinct Garbling
Succinct witness

encryption

Impossible

dPRO




The notions and applications

PRO
Null-iO [VWW22] This work:
| SNARK for UP (+LWE) FHE
10 IMPV24] Succinct Garbling/
SNARG for NP Succinct withess
[JKLMZ25] encryption
Impossible dPRO




The notions and applications

PRO
Null-iO [VWW22] This work:
| SNARK for UP (+LWE) FHE
10 IMPV24] Succinct Garbling/
SNARG for NP Succinct withess
[JKLMZ25] encryption
Impossible dPRO




The notions and applications

PRO
Null-iO [VWW22] This work:
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Go to bonus slide
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Summary

* We study varying notions of pseudorandom obfuscation.
* Strongest notions are impossible.
* We show that iPRO is sufficient for many applications, including FHE and succinct garbling.
* Implied by iO — No impossibility!
* |IPRO + Bilinear maps = i0O
e Gives a “modular” approach to iO.
 Open: Can we construct iPRO from LPN variants/PRGs in NCO? Or even LWE?

* (Not in talk) We give a candidate construction via the evasive LWE heuristic (more on this in the
next talk!)



Thank you for your attention!
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