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V neighboring databases x, x" and V (unbounded) distinguisher D:
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Two-Party DP

A Protocol I1(x, y)

> xn \ yn N5
2 — %
Out ~ f(x,
Database x J(x,y) Database y

Goal: Estimate f(x. v) while preserving (. 6)-DP:

Vx,V neigh. y, y" vzewg(x y) R, 5 vzewA(x y')

view)!(x,y) — A’'s view in I1(x, y) (input, coins and transcript).

(and same for B)
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Can achieve constant error, using For every DP protocol:
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Oblivious Transfer and
Secure MPC
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Beimel, Nissim, Omri 2008 Mironov, Pandey, Reingold, Vadhan 2009

Mis (g,0)-DP
YV neighboring databases x, x" and V (unbounded) distinguisher D:
Pr(D(M(x)) = 1| < e - Pr|DM(x")) = 1| + 6

M is (g, 0)-CDP
V neighboring databases x, x" and V efficient (PPT) distinguisher D:
Pr[D(M(x)) = 1| < e - Pr|DM(x")) = 1| + 6
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A Protocol I1(x, y)
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Vx,V neigh. y, y’: vzewg(x y) ;5 UzewA(x y')

view!!(x,y) — A'sview in I1(x, y) (input, coins and transcript).

(and same for B)
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CDP via Secure Multiparty Computation

[1(x, y)

Simulate a centralized DP ] y = ()’1, oo yn)
mechanism M (x, y)

out = M(x, y)

e Mis (centralized) (¢,6)-DP = Il is (&, 6)-CDP.
« Secure MPC via Oblivious Transfer (OT).
. For computing IP, take M(x,y) = (x,y) + Lap(2/e).
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Using OT, we can construct very accurate CDP protocols!

Do we have to use OT?
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Main Result

Main Theorem (informal):

Mildly accurate (£, 6)-CDP for inner-product implies OT.

* £=0(1) s N
1 Information theoretic barrier: n /2.

o 0 = (_) _ y
n /

Pr l out —(x,y)| < n1/6] > (0.99
e Xx,y< {-L1}"

out < II(x, y)

 Mildly accurate = Very accurate, O(1)
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w.p 1/2, Bob receives X

O~

w.p 1/2, Bob receives L

Bob

Alice

Alice doesn’t know what Bob receives
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CDP IP to Approximate Weak Er%sure Channel
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: llllllllllllllllllllllllllllllllll l_l l(l l; lllllllllllllllllllllll : . Alice doesn’t
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<
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« Secrecy of Alice:
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> If outy = 1L , Bob doesn’t know what the value of out,
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A constructive proof:
_ works also for CDP
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