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: : Garble : .
Boolean Circuit C » Garbled Circuit
9
> (1)
Input x Encode » Encoded input C L
? ommunication cost
dominated by GC size
Public circuit can
Correctness: C(x) = C (x) Hblic cireult =

be smaller than C Rate: Number of gates in C

Size of in bits

Privacy: ( (', x) « Simulator(C, C(x))
Higher rate = smaller
garbled circuits
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In the Generic Group Model, there exists a garbling scheme that garbles a boolean

N

circuit C into C such that

N

| C |

- O(C) + poly(4)

B \/log A

Assuming Power-DDH and a Tweakable Correlation Robust Hash function, there exists

N

a garbling scheme that garbles a layered boolean circuit C into C such that

P

| C |

- O(C) + poly(4) - depth(C)

B y/log A

w(1/A)-rate and black-box use of crypto

o(A)-bits per gate scheme from assumptions not
known to imply FHE
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1
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VR — PaCk(Vz, VS, ceeo V3t_1)




Template for w(1/4)-Rate Garbling

V3 Ve V3
| | |
A A A
/ AN / N 7N\
12 Vs V3,29 V3,1 Garbler
1. Packing Gr = Pack(g,, g5, .-, 83,_1)
Vix = Pack(v,, vs, ..., V3, 1) G = Pack(g, g4, ---> 831-2)

VL = PaCk(Vl, Vs ooy V3t—2)
KL KR

Invariant

g D &=V
k. + .= A-e;. (mod p)

>

Evaluator

En = Pack(e,, es, ...,e5,_ )

Lk, = Pack(e, ey, ...,e5,_ )

Kr (mod p)
K, (mod p)



Template for w(1/4)-Rate Garbling

V3 V6 V3
| | |
A A o A
/N /N /N
Vi Vo Vy V3 Vi, _n V31 Garbler
1. Packing G = Pack(gy, g5, -+ 83,-1)
VR — PaCk(Vz, VS, ceeo V3t_1) G|_ — PaCk(gla 849 X g3t—2)

VL = PaCk(Vl, Vs ooy V3t—2)
KL KR

2. Gate Evaluation
V — Vl . V2

Invariant

g D e =y

k. + .= A-e;. (mod p)

>

Evaluator

En = Pack(e,, es, ...,e5,_ )

EL — PaCk(el, 64, coes e3t_2)



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g © e =Y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packin
I g GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)

Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) . Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >

K, K,

2. Gate Evaluation

Vi=V-V; V=V, -V,= (G, +E) (G + Ep)



Template for w(1/4)-Rate Garbling

V3 V6 V3t

| | | Invariant

A A A g © e =Y

/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packin
I g GR — PaCk(gz, g5, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)

Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) . Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >

K, K,

2. Gate Evaluation

Vi=V-V; V=V, -V,= (G, +E) (G + Ep)

=GL‘GR + GL.ER + EL.GR ~+ EL.ER



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g © e =Y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packin
I g GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)

Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) . Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >

K, K,

2. Gate Evaluation

V=V,-V, V=V,-V,=(G +E)-(Gy+ Ey) Packed encoding is homomorphic

=GL‘GR + GL.ER + EL.GR ~+ EL.ER



Template for w(1/4)-Rate Garbling

V3 V6 V3
| | | Invariant
A A A g © e =Y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. PaCkIng GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, cees V3t—2) >
KL KR
2. Gate Evaluation
V=V,-V, V=V,-V,=(G +E)-(Gy+ Ey) Packed encoding is homomorphic
=GL.GR+GL.ER+EL.GR+EL.ER
Locally computed by Locally computed by

Garbler Evaluator



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g © e =Y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Voo vy Vs V3o V31 Garbler Evaluator
1. Packi
ac Ing GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) . Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, cees V3t—2) >
KL KR
2. Gate Evaluation
V=V,-V, V=V,-V,=(G +E)-(Gy+ Ey) Packed encoding is homomorphic
=GL‘GR + GL.ER + EL.GR + EL.ER
Locally computed by Use multiplication Locally computed by

Garbler gadget Evaluator



Template for w(1/4)-Rate Garbling

A A\ A\
/N /N /N
Vi Vo vy Vs V3i-2
1. Packing
VR — PaCk(Vz, VS, ceeo V3t_1)
VL = PaCk(Vl, V4, cees V3t—2)

2. Gate Evaluation
V — Vl . V2

V31

Garbler

G = Pack(gy, 84, --+» 83,2

K

Invariant

g D e =y

k. + .= A-e;. (mod p)

>

Use multiplication
gadget

Evaluator

En = Pack(e,, es, ...,e5,_ )



Template for w(1/4)-Rate Garbling

V3 V6 V3t
| | | Invariant
A A A g © e =Y
7N\ /7 N\ /7 N\ k. + .= A-e;. (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packi
ac Ing GR — PaCk(gz, g5, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >
K, Ky
2. Gate Evaluation -

>

V: Vl . V2 G E = PaCk(V3, ""V3t) — G




Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g @ e =y
7N\ /7 N\ /7 N\ k. + .= A-e;. (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packi
ac Ing GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >
K. Kg
2. Gate Evaluation -
V: Vl . V2 G E = PaCk(V3,...,V3t) — G

Technically involved but transform and multiply gadget
suffices for computing shares of A - £



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g @ e =y
7N\ /7 N\ /7 N\ k. + .= A-e;. (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packi
ac Ing GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >
K. Ky
2. Gate Evaluation -
V: Vl . V2 G E = PaCk(V3,...,V3t) — G
K L=A-FE — K (mod p)

Technically involved but transform and multiply gadget
suffices for computing shares of A - £



Template for w(1/4)-Rate Garbling

V3 V6 V3t
| | | Invariant
A A A g @ e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packin
ng GR — PaCk(gz, g5, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >
K. Ky
2. Gate Evaluation -
V: Vl . V2 G E = PaCk(V3,...,V3t) — G
K L=A-FE — K (mod p)
3. Unpacking

(V3, V6, ceeo V3t) — UnPaCk(V)



Template for w(1/4)-Rate Garbling

‘}‘3 V6 V3t
/N /N 7\
Vi Vs Vy V3 Vi, _n V31 Garbler
1 Packing Gg = Pack(g,, s, ---» 83,-1)

Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9)
V| = Pack(vy, vy, ..., V3,_5)
K Ky
2. Gate Evaluation
V=V, -V, G
K

3. Unpacking
(V3, V6, ceeo V3t) — UnPaCk(V)

(&3, 865 ---» 83,) = UnPack(G)

Invariant

g D e =y

>

k. + .= A-e;. (mod p)

Evaluator

En = Pack(e,, es, ...,e5,_ )

EL — PaCk(el, 64, coes e3t_2)

E = PaCk(V3,...,V3t) — G
L=A-FE — K (mod p)

(€3, €, -

., €3,) = UnPack(E)



Template for w(1/4)-Rate Garbling

| | |
/N /N /N
V1 Voo vy Vs V390 V31 Garbler
1. Packing Gr = Pack(gy, g, ---» 83,-1)
VR — PaCk(Vz, V5, ceos V3t_1) GL — PaCk(gl, g4, <oy g3t—2)
VL = PaCk(Vl, Vs ooy V3t—2)
KL KR
2. Gate Evaluation
V — Vl . V2 G
K

3.U ki
npacking (&3, &5 - --» £3,) = UnPack(G)

(V3, V6, co 0 V3t) —_ UnPaCk(V)

k. + .= A-e;. (mod p)

Invariant

g D e =y

Evaluator

En = Pack(e,, es, ...,e5,_ )

EL — PaCk(el, 64, coes e3t_2)

>

E = PaCk(V3,...,V3t) — G
L=A-E — K (mod p)

UnPack is F,-linear (€3, €, ---, €3,) = UnPack(E)



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g @ e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. PaCkIng GR — PaCk(gz, gs, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, cees V3t—2) >
K. Ky
2. Gate Evaluation -
V: Vl . V2 G E = PaCk(V3,...,V3t) — G
K L=A-FE — K (mod p)
3. Unpacking

(83,865 --+» 83,) = UnPack(G)  UnPack is F,-linear (€3, €, ---» €3,) = UnPack(E)
(V3, V6, coos V3t) — UnPaCk(V)

(K, L) are shares over Z,=— Can't use UnPack directly



Template for w(1/4)-Rate Garbling

V3 Ve V3
‘ ‘ ‘ A Invariant
A A A g @ e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Voo vy Vs V3o V31 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-F — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
3. Unpacking

(V3, V6, co 0 V3t) —_ UnPaCk(V)



Template for w(1/4)-Rate Garbling

V3 Ve V3
| | | Invariant
A A A g D e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Voo vy Vs V3o V31 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-FE — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
_, Transformand Multiply _ ; _ A _
K Gadget L=A-F — K (mod p)
A— —FE
3. Unpacking

(V3, V6, co 0 V3t) —_ UnPaCk(V)



Template for w(1/4)-Rate Garbling

V3 V6 V3
| | | Invariant
A A A g @ e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Voo vy Vs V3o V31 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-FE — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
_, Transformand Multiply _ ; _ A _
K Gadget L=A-F — K (mod p)
A— —F
f:(x) = Index(i, UnPack(x))
3. Unpacking

(V3, V6, co 0 V3t) —_ UnPaCk(V)



Template for w(1/4)-Rate Garbling

V3 V6 V3,
| | | Invariant
A A A g D e =V
/N N\ /N k. + £,=A-e;, (mod p)
Vi Voo vy Vs V39 V3,1 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-FE — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
_, Transformand Multiply __; _ A .
K Gadget L=A-F — K (mod p)
A— — F
ky f:(x) = Index(i, UnPack(x)) —7,
3. Unpacking ki + 5= A - f(E)

(V3, Vg, - -, V3,) = UnPack(V) = A - ey,



Template for w(1/4)-Rate Garbling

V3 Ve V3
| | | Invariant
A A A g @ e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Voo vy Vs V3o V31 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-FE — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
k3<— —>f3 k3t<— —>f3t
3. Unpacking

(V3, V6, co 0 V3t) —_ UnPaCk(V)



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g @ €& =YV
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-F — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
A — fl — F A — ft — F
ki — — ¢, ks pe— — s,
3. Unpacking
(V3, Vg, -, V3,) = UnPack(V) t invocations = 0O(A)-bit

communication per gate



Template for w(1/4)-Rate Garbling

| | | Invariant
A A A g D e =V
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
G E = Pack(vs, ...,v3,) — G
K L=A-F — K (mod p)
(83, &6 ---» 83,) = UnPack(G) (€3, €, ..., €3,) = UnPack(L)
A — fl — F A — ft — F
3. Unpacking
, , , Observation: Different functions on
(V3, Vg, -, V3,) = UnPack(V) t invocations = 0O(A)-bit

same inputs = OJ(A) communication

communication per gate . .
across all invocations



Template for w(1/4)-Rate Garbling

V3 V6 V3t
| | | Invariant
A A A g @ e =y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packin
ng GR — PaCk(gz, g5, ceeo g3t—1) ER — PaCk(ez, 85, ceeo e3t_1)
Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9) Lk, = Pack(e, ey, ...,e5,_ )
VL — PaCk(Vl, V4, coey V3t—2) >
K. Ky
2. Gate Evaluation -
V: Vl . V2 G E = PaCk(V3,...,V3t) — G
K L=A-FE — K (mod p)
3. Unpacking

(V3, V6, ceeo V3t) — UnPaCk(V)



Template for w(1/4)-Rate Garbling

‘}‘3 V6 V3t
/N /N 7\
Vi Vs Vy V3 Vi, _n V31 Garbler
1 Packing Gg = Pack(g,, s, ---» 83,-1)

Vi = Pack(vy,vs, ..., v3,_1) G, = Pack(g, 84, ---»83,_9)
V| = Pack(vy, vy, ..., V3,_5)
K Ky
2. Gate Evaluation
V=V, -V, G
K

3. Unpacking
(V3, V6, ceeo V3t) — UnPaCk(V)

(&3, 865 ---» 83,) = UnPack(G)

Invariant

g D e =y

>

k. + .= A-e;. (mod p)

Evaluator

En = Pack(e,, es, ...,e5,_ )

EL — PaCk(el, 64, coes e3t_2)

E = PaCk(V3,...,V3t) — G
L=A-FE — K (mod p)

(€3, €, -

., €3,) = UnPack(E)



Template for w(1/4)-Rate Garbling

V3 V6 V3t
| | |
/N /N /N
V1 Voo vy Vs V390 V31 Garbler
1. Packing Gr = Pack(gy, g, ---» 83,-1)
VR — PaCk(Vz, V5, ceos V3t_1) GL — PaCk(gl, g4, <oy g3t—2)
VL = PaCk(Vl, Vs ooy V3t—2)
KL KR
2. Gate Evaluation
V — Vl . V2 G
K

3. Unpacking
(V3, V6, ceeo V3t) — UnPaCk(V)

(&3, &5 - --» £3,) = UnPack(G)

(kyy ..y ksy)

Invariant
g D e =y
k. + .= A-e;. (mod p)

Evaluator

En = Pack(e,, es, ...,e5,_ )

EL — PaCk(el, 64, coes e3t_2)

E = PaCk(V3,...,V3t) — G
L=A-FE — K (mod p)

(€3, €, - .-, €5,) = UnPack(E)




Template for w(1/4)-Rate Garbling

V3 v6 V3t
| | | Invariant
A A A g © e =Y
/N N\ /N k. + £,=A-e;, (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
1. Packing

VR — PaCk(Vz, VS, ceeo V3t_1)

VL — PaCk(Vl, V4, coey V3t—2) >

2. Gate Evaluation

V=V1°V2

3. Unpacking
(V3, V6, ceeo V3t) — UnPaCk(V)

(839 g69 sy g3t) (639 e69 KX e3t)

>

(k3”"’k3t) fl=A'el — kl (IIlOdp)

Invariant maintained!



Template for w(1/4)-Rate Garbling

A\

A

/N N

V1

V2 V4

Vs

/

V32

Vft

AN

N

V31

S

Garbler

Invariant
g D e =
k. + .= A-e;. (mod p)

O(A) bits

s

Evaluator



Template for w(1/4)-Rate Garbling

A\

A

/N N

V1

V2 V4

Vs

/

V32

Vft

AN

N

V31

S

Garbler

Invariant
g D e =
k. + .= A-e;. (mod p)

O(A) bits

s

Evaluator



Template for w(1/4)-Rate Garbling

A\

"‘6 Vfr

/\ oo /\

/N N RN

V1

V2 V4

Vs V3o V31

S

Garbler

Invariant
g D e =y
k. + .= A-e;. (mod p)

O(A) bits

s

Evaluator



Template for w(1/4)-Rate Garbling

A\

"‘6 Vfr

/\ oo /\

/N N RN

Vs V3o V31

V1

V2 V4

S

Garbler

Invariant
g D e =y
k. + .= A-e;. (mod p)

O(A) bits

s

Evaluator



Template for w(1/4)-Rate Garbling

V3 Ve V3,
‘ ‘ ‘ A Invariant
A A A & gi © & = &
/N N\ /. k. + £.=A-e (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator
Rate: O (%) = 0 ( ljg/1>

Why = O <\/10g/1> ?



Template for w(1/4)-Rate Garbling

V3 Ve Vi,

‘ ‘ ‘ A Invariant

A A A & gi © & = a

/N N\ /. k. + £.=A-e (mod p)
V| Vo vy Vs V3i2 V31 Garbler valuator
Rate: O (i) = 0 ( 10g/1>
A A
ky — — ”ﬂy
X — Transform and Multiply +~— Y
Why t = O <\/10g1> ? Gadget y € O(1)

G+ — " ZE

2 + zg=x-f(y)



Template for w(1/4)-Rate Garbling

V3 V6 V3,
| | | A Invariant
A A A g @ e =V
/7 N\ AN AN k- + ¢ =A-e (mod p)
Vi Voo vy Vs V39 V3,1 Garbler Evaluator
\/log 4
Rate: 0 i = g
A A
ky — — fy
X — Transform and Multiply «~— %
— 2
Why 1 O(Vlogl) : Gadget v € 0OU)
.t € O(log 1) IG— — Zg

2 + zg=x-f(y)



Template for w(1/4)-Rate Garbling

V3 Ve V3,
| | | Invariant
A A A g @ e =V
/N N\ /. k. + £.=A-e (mod p)
V1 Vo vy Vs V39 Va1 Garbler Evaluator

o o ! \/log A
ate: — =
A A o Gadget adds noise to ensure privacy, which

increases magnitude of shares

e Retaining homomorphism over these shares
Why = O (\ /log/1> ? requires packing fewer bits

.t € O(log 1)

:GL‘GR + GL.ER + EL.GR + EL‘ER

Use multiplication
gadget



Template for w(1/4)-Rate Garbling

V3 Ve V3
| | |
AN A AN
/N /N /7 N\
Vi Voo vy Vs V32 Vi1
( ) (N/log/l
Rate: O|— ]| = O 7

Why = 0O (Vlogﬂ) ?

.t € O(log 1)

.1€0(/log7)

Invariant
g D e =y
k. + .= A-e. (mod p)
Garbler l l l P Evaluator

« Gadget adds noise to ensure privacy, which
increases magnitude of shares

e Retaining homomorphism over these shares
requires packing fewer bits

:GL‘GR + GL.ER + EL.GR + EL‘ER

Use multiplication
gadget
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Packing Scheme

Packing from [Ij2 to Z: 1) Pack and UnPack are [,-linear 2) Homomorphic for sum of products

Reverse Multiplication-Friendly Embeddings

RMFE

RMFE™!

RMFE and RMFE™! are [F,-linear

Homomorphic for sum of products

m = O(1)



Packing Scheme

Packing from [Ij2 to Z: 1) Pack and UnPack are [,-linear 2) Homomorphic for sum of products

Reverse Multiplication-Friendly Embeddings

Eval(x) : Liftx € F,[X] to Z[X] and
RMFE evaluate at V

RMFE™!

RMFE and RMFE™! are [F,-linear

Homomorphic for sum of products

m = O(1)



Packing Scheme

Packing from [Ij2 to Z: 1) Pack and UnPack are [,-linear 2) Homomorphic for sum of products

Reverse Multiplication-Friendly Embeddings

Eval(x) : Liftx € F,[X] to Z[X] and
RMFE evaluate at V

RMFE~! ToPoly(x) : 1. N-ary decomposition x = le- . N1

i=1
m
2. Output in-Xi_l (mod 2) € F,.
i=1

RMFE and RMFE™! are [F,-linear

Homomorphic for sum of products

m = O(1)



Packing Scheme

Packing from [Ij2 to Z: 1) Pack and UnPack are [,-linear 2) Homomorphic for sum of products

Reverse Multiplication-Friendly Embeddings

Eval(x) : Liftx € F,[X] to Z[X] and
RMFE evaluate at V

F Fy Z

RMFE~! ToPoly(x) : 1. N-ary decomposition x = le- . N1
i=1
2. Output in-Xi_l (mod 2) € F,.
i=1

_1 Nt
RMFE and RMFE™" are [F,-linear Eval and ToPoly are [F,-linear

H hic f f product :
omomorphic for sum of products Homomorphic for sum of k

roducts when N> k-m
m = O() P
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Rate-C2(1/4)

Symmetric-key crypto Black-box use of crypto

[Yao’86] [Lindell-Pinkas’O7] [Koleshnikov-Schneider'08] [Zahur-Rosulek-Evans15] [Rosulek-Roy’21]

Rate-O(y/log 4 / 1)

Generic Group Model Black-box use of crypto
This Work

Rate-1
Ring LWE / NTRU
DDH / DCR Non-black-box use of crypto

[Liu-Wang-Yang-Yu'24] [Meyer-Orlandi-Roy-Scholl’25] [Ishai-Li-Lin'25]

Rate-w(1)
ABE + FHE / 1O + OWF Non-black-box use of crypto

[Boneh-Gentry-Grobunov-Halevi-Nikolaenko-Segev-Vaikuntanathan-Vinayagamurthy'14] [Lin-Pass"14]
| Goldwasser-Kalai-Popa-Vaikuntanathan-Zeldovich13] [Koppula-Lewko-Waters15] [Hsieh-Lin-Luo’23]
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