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Tight Security

Provable security of a cryptographic Scheme based on hard Problems.
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Inner-Product Functional Encryption (IPFE)
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IND-CPA Security of IPFE
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IND-CPA Security of IPFE and Its Applications
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On Achieving Tight CPA Security of IPFE
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In reality, Q might be very huge, e.g., in the DNA analysis [Tomidal9]:

m ~ 213’ Q ~ 227
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Tomida’s Problem: can we construct more compact tightly secure IPFE schemes?

Another Problem: can we build tightly secure IPFE based on other assumptions, such as LWE, DCR?
- /




Contribution I: More Compact Tightly Secure IPFE

Reduce expansion rate

: [Tomidal9] o : .
Expansion while increasing security losg
Rate Our scherr}e: by a constant factor L:
3 parameterized O decreases the security by\at
by aconstantL (O most log L bits
[ALS16] ﬂ
z;jﬂ ----------- . o/ S
=~ N N oo .
+2/m > Secunty Loss Solving Tomida’s Problem

[Tomidal9] m?2 + 2 0(1) =3
Ours m? m? m :I _______ 0(1) -\:
(L=100) 7o 2 ) 50 1 02 =300 : PPH v

Our technique: Compact design & Economic proof strategy



Contribution II: Tightly Secure IPFE from DCR/LWE

A unified framework from a new technical tool called

Two-Leveled Inner-Product Hash Proof System (TL-IP-HPS)
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Byproduct: Tighter security for ALS Scheme
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Our parameterized scheme builds a bridge between [ALS16] and [Tomidal9]



Recap: Classic IPFE Construction Paradigm



Recap: ALS Scheme, Single-Challenge Ciphertext

A= A <737
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Proof Sketch

O DDH Assumption
O Guess Ax (Complexity Leverage)
O Statistical Argument = 0

This strategy works
only in the single-
ciphertext setting.
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Recap: Tomida Scheme®*, Multi-Challenge Ciphertexts

A 72 Multiple cty = [ (v, o (Al
o Copies |K{Aw, ] +'[K2Aw2] + -+ [K;, Awm] [x*]
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O High ciphertext expansion

O Large msk and mpk

\_ O DDH-based )

Can we reduce the ciphertext size &
oeneralize it to other assumptions?

*an equivalent form with [Tomidal9]



Technique Tool: Two-Leveled Inner-Product
Hash Proof System



Recap: Hash Proof System [CS02, EC]
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Our New Tool: Two-Leveled Inner-Product HPS

Functional key ) _____>——==7___ Functional private
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Our New Tool: Two-I eveled Inner-Product HPS

The outer IP-HPS A 1is associated with an inner co-Hash function I’

suchas [1 = g™

[1 16

y € Z™ Inner product (-, y)

Priv(sk,c € X) = Ag.(c € X) 'z
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Properties of TL-IP-HPS: Functional Smoothness
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f Completeness: :
: O Correctness: Priv(sk,c) = Ag(c) = Pub(pk,c,w) for c € L, where pk = a(sk) i
! O Functional correctness: FPriv(fk,, c) = (Ask(c), y), where fk, = u(sk,y) !
Properties of IP-HPS (outer level A)
Properties of Co-Hash (inner level I')
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Properties of TL-IP-HPS: Multi-Key-Extracting
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Generic Construction of Tightly Secure IPFE
from TL-IP-HPS



Generic Construction
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Proof Strategy I: Trigger co-Hash via Functional Smoothness

Security analysis:
O Game 1: switch from public evaluation to private evaluation (Pub(pk;, ¢;, w;) = Agy,(c;))

O Game 2: adaptively trigger co-Hash according to the queries of O,y (xé, x{) P D
O @ Do preparation by switching language adaptively
O @ Adaptively trigger co-hash functions

Enc(mpk, x|, € Z™), j € [Q] (j-th query)
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Proof Strategy II: Amplification via Multi-Key Extraction

O Game 3: further amplify co-Hash functions to uniformly random values!
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Problem: what if d(j) > m ?



Proof Strategy III: Iterative Language Switching

Problem: whatif d(j) > M ?  Suppose k - i < d(j) < (k + 1) - #i for some k

First round of
language switching via
Proof Strategy I & 11

Second round of
language switching via
Proof Strategy I & 11

After k + 1 iterations,
we extract enough
entropy

Yi)$ - Axi to
hide x7,

(k + 1)-th round of
language switching via
Proof Strategy I & 11




Instantiation from LWE



Probabilistic TL-IP-HPS (following [HLW+23, CJ)

LWE assumption does not result in exact evaluation.
Need adapting TL-IP-HPS to allow for approximate evaluation.

Probabilistic TL-IP-HPS
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TL-IP-HPS from LWE

A= A < I

pk = (4, P = KA)

fky=y"K,y eZ™

c=Aw +e

e sk=K =

| I

A+=

mxl
< Xk

Y V V

L

/

e

Pub(pk,c,w) = Pw + €’

Big noise
(smudging)

LR N

FPriv(fk,, c)
=0'K)-c

Statistical evaluation Ind: due to smudging
Functional Correctness
Functional Smoothness: fine-grained statistical analysis
of discrete Gaussians
Multi-key-extracting: tight reductions from LWE to
Multi-instance LWE

Priv(sk,c) = Kc+ €’




Conclusion

O A unified framework for tightly secure IPFE
[Tomidal9]

from TL-IP-HPS: Expansion Our scheme:
/ parameterized
by a constant L

. . Rate
Compact design & Economic proof strategy 3

» More compact tightly secure DDH-
based IPFE:
Solving Tomida’s problem
» the first tightly secure DCR-based IPFE : “ m Secu;ity Loss
» the first tightly secure LWE-based IPFE
O Byproduct: tighter security loss for [ALS16]

Interesting question:
Is it possible?
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