UC SNARKSs with Transparent Setup
without Programmable Random Oracle
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Goal: Study the security of modular protocols
(with concurrent executions of multiple protocols)
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- Define interface (~API)
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UC Functionalities

A variety of ideal functionalities, ranging from simple primitives to complex ones

- Commitment schemes

- Oblivious transfer

- Secure multi-party computation
- Non-interactive ZK Proofs

- ldeal ledgers

- Voting




UC Functionalities

A variety of ideal functionalities, ranging from simple primitives to complex ones

- Commitment schemes
- Oblivious transfer

- Secure multi-party computation
- zkSNARKs

- ldeal ledgers
- Voting




zkSNARKSs

| know w such that (x,w) € R

Input: R, x, w

Input: x, R
Output: accept/reject
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zkSNARKSs

| know w such that (x,w) € R

Input: R, x, w

Zero-Knowledge

Verifier learns nothing besides that (x,w) € R

Input: x, R
Output: accept/reject
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ZkSNARKS

| know w such that (x,w) € R

Input: R, x, w

Zero-Knowledge
Succinct

Non-interactive
Arguments of Knowledge

If Verifier accepts, Prover “knows” w

Input: x, R
Output: accept/reject
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Setup of zkSNARKs

| know w such that (x,w) € R

1. Trusted Setup
CRS is generated by a trusted party
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Setup of zkSNARKs

1. Trusted Setup
CRS is generated by a trusted party

| know w such that (x,w) € R

“Zcash 19 Counterfeiting Vulnerability”

The [BGG17] multi-party computation (MPC) protocol that produced Sprout parameters for the [BCTV14] construction follows the
paper's setup procedure, including the computation of the extra elements. These are not included in the actual parameters distributed to
Zcash nodes since they are omitted from the parameter file format used by the proving routine implementation of [BCTV14] in the
libsnark library (used by Sprout). However, these elements do appear in the MPC ceremony transcript. Consequently, anyone with
access to the ceremony transcript would have been able to create false proofs.




Setup of zkSNARKs

| know w such that (x,w) € R

1-Frusted-Setup

2. Transparent Setup
no trapdoor, toxic waste, etc.
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Setup of zkSNARKs

1-Frusted-Setup

2. Transparent Setup
no trapdoor, toxic waste, etc.

| know w such that (x,w) € R

Security holds as long as the RO is used as a local resource
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RO as a local resource
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RO as a global resource
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UC zkSNARKS

- Either we need to rely on a trusted setup [GKO+23, BFKT24]
- Or we need to be able to program the GRO [CF24]
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UC zkSNARKS

- Either we need to rely on a trusted setup [GKO+23, BFKT24]
- Or we need to be able to program the GRO [CF24]

Can we have transparent UC-SNARKs in the non-programmable GROM?
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Our contributions

1.

A compiler to straight-line simulation-extractable zkSNARKs
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Preserves succinctness and setup transparency
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Our contributions

1. A compiler to straight-line simulation-extractable zkSNARKs
2. A compiler to UC-zkSNARKS in the Global ROM with Transparent setup
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UC-zkSNARK
in the GROM
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Preserves succinctness and setup transparency
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Two lifting compilers

Simulation-Extractable
zkSNARK in the ROM

Straight-line
MICH“/BCS Simulation-Extractable
[CF24] zkSNARK in the ROM

UC-zkSNARK
in the GROM
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Two lifting compilers

Simulation-Extractable
zkSNARK in the ROM

SL-compiler
Sl e e UCZfSNARK
in the GROM

zkSNARK in the ROM
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UC-zkSNARKSs in the GROM

Ideal F

GRO

Prove(x,w)
If (x,w) € R:

m=8(x)
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UC-zkSNARKSs in the GROM

Ideal F

GRO

8 should simulate without trapdoor and without programming the RO

Prove(x,w)
If (x,w) € R:

m=8(x)
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UC-zkSNARKSs in the GROM

GRO

Ideal F

8 should simulate without trapdoor and without programming the RO

and this is impossible! [CV22]

Prove(x,w)
If (x,w) € R:

m = 8(x)
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UC-zkSNARKSs in the GROM

Prove(x,w)
If (x,w) € R:
deal F.__ RIS @

8 should simulate without trapdoor and without programming the RO
and this is impossible! [CV22]
unless we allow § to run in super-poly time (SPS) [Pas03]
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Circumventing the impossibility

Prove((x,puz),w)
If (x,w) € R:

sol = O(x)

= P((x,puz), sol)
0

Lsolve puzzle
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GRO puz
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Circumventing the impossibility

Prove((x,puz),w)

If (x,w) € R:
ideal F sol = O(x)
deal Fero rm = P((x,puz), sol)

0

Lsolve puzzle

1

UC with shielded oracles
=> security in the SPS model



Two lifting compilers

Simulation-Extractable
zkSNARK in the ROM

SL-compiler

Straight-line W

Simulation-Extractable
zkSNARK in the ROMJ

Based on the [GKO+23]

UC-compiler

UC-compiler

UC-zkSNARK
in the GROM
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The [GKO+23] compiler

TL;DR Fischlin + random point evaluation of a polynomial encoding the witness
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The [GKO+23] compiler

TL;DR Fischlin + random point evaluation of a polynomial encoding the witness

1. f = Encode(w)

2. C=Com(f)

3.1 = Prove “(x,w) € R and C = Com(f)”
4. 1. = Prove “f(z)=y”

5. RO(r) = 0000...
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The [GKO+23] compiler

TL;DR Fischlin + random point evaluation of a polynomial encoding the witness

NIZK with:

1. Unique proofs
1. f = Encode(w) 2. Evaluation hiding
2. C=Com(f)
3.1 = Prove “(x,w) € R and€= Com(f)”

4. 1. =|Prove “f(z)=y”
5. RO(r) = 0000...



Our SL-compiler

TL;DR Fischlin + random point evaluation of a polynomial encoding the witness,
based on secret sharing

1.f=

2.C=

Randomized encoding using additive

/ ’ secret sharing and PKE

Encode(w)

Com(f)
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Our SL-compiler

TL;DR Fischlin + random point evaluation of a polynomial encoding the witness,
based on secret sharing

Randomized encoding using additive

1. f =[Encode(w) | —— secretsharing and PKE
2. C=|Com(f
( )  Deterministic polynomial commitment

based on Bulletproofs IPA




Thank you
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Additional slides



Our polynomial encoding

1. (sk,pk) «— PKE.KeyGen()

2. Encode(w):

S

1| > o pk

N

Encrypt(pk,w)

~

secret shares of sk
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