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Applications

o zkVM/zkML

e Image/Video Provenance
e /K Wallet/Passport

e Data Availability

e Decentralized Storage

o ...

Common Theme
Large-scale computation

Desigh Requirements
Scalable prover + post-quantum security
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E.g. Nova vs Halo2: 100x faster

Computation /

Faster than SNARKSs

Proof
SNARK-prove o0

root statement @

Heuristics: Instantiating RO

Split

+“Fold” Verifier

————————————————

Our focus: Public-coin interactive folding schemes
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R, = Z4[X1/(X? + 1) (eg. ¢ = 64-bit prime, d = 64)
our ContrlbUtlon Kk - d = Lattice dimension

n = # of ring elems in input witness

® An algebraic without high-arity decomposition
®* log(d)-factor fewer helper commitments than prior work

® Prover cost per Z;: O(klogd) Z;-muls + O(xd) Z,-adds
® Verifier: O(kd + logn) F,-hashes + 0(d) R;-ops
® Security assumption: Module-SIS [Ls'15]
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Decomposition: [BC24]

Decom
]c = Rn Pb,k(f): fl:er ---:fk = Rn .
s.t. [|f]l < b*
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" Decompose-and-Fold [5C24]

[lei fl' bk]"

| - ||: infinity norm
S:=1{9 €R,|lgll =1}

Need a batch-PoK of norms

o o o o

Prover ‘
Decompose

[sz, fZ' bk]‘

____________

Warning: Satisfies completeness but not knowledge soundness
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W LatticeFold Norm Proofs [BC24]

A batched Sumcheck ¢\ check Protocol R (x = [cm*, T, V];f*)
of degree 20 [LFKN'90] €, R

Pros: Polylogarithmic verifier time

Prover overhead: Fix B = b*
® Small b & Large k: Expensive computation to cmy, ..., CImy
® Small k & Large b: Expensive high-degree Sumcheck

acc, B

[cmyy, f2k] €2 Rem, » -

11
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x = CM( f €eR"

CM( D = (XFi'j)ie[d],je[n] )

Constant check
viel[dl,jeln]: F;; =ct(T(X)-D;;)

Monomial check
vi€[d],j€[n]:D;; €{0,1,X,.., X4 1}

E.g., want

Fi; €[0,d)Vi,j

A (batched) deg-3
" Sumcheck over Z,

.
(x' = [em*, r,v], f*)

E? Racc

63
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™ Extensions & Summary

The actual scheme:
® Support larger norm ranges than [0, d)

® Support smaller modulus g via tensor-of-rings [N$25, BC'25]
®* Folding committed RICS relations

Summary

e Lattice-based folding is easier to build than lattice SNARKSs
e Faster & parallelizable provers + succinct verifiers

e Core technique: A new lattice-based algebraic range proof
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Future Work

Non-power-of-2 cyclotomic rings!?
Non-prime modulus q?
Efficient £,-norm range proofs!?

QROM analysis?
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