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Challenges

* Despite various heuristic approaches, achieving adaptive secure HIBE in
the standard model without relying on strong or non-standard
assumptions remains an open challenge.

e [ ewko-Waters’14, Brakerski-Medina’24 demonstrate that HIBE schemes

satisfying “checkable” or partition-based proof conditions (and many early
constructions) cannot be adapted to full security.
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Our Work

Theorem 1: Assuming a selectively secure IBE system, there exists
a fully secure HIBE system.

Theorem 2: Assuming hardness of CDH or LWE, there exists a fully
secure anonymous HIBE system.
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1. Use simulators of GC (P, Lab, 1) < Sim({Ct; ,})

Ct,

d—mpigo = Enc(mpk®, (1]i]|1 — mpkilo), 0)

3. Security follows from IBE

T, tab; 0} < Sim(Enc(mpk', e, m))

~nSSSS N

(T P, Q {LABz mpke})

19



Challenges for Adaptive Security




Challenges for Adaptive Security

« DG17 is selective because we need to selectively puncture id™* in GGM-
style PRF tree for building delegatable PRFs.

20



Challenges for Adaptive Security

« DG17 is selective because we need to selectively puncture id™* in GGM-
style PRF tree for building delegatable PRFs.

 Hofheinz, Kastner, and Klein used rewinding-based proof technique to
prove adaptive security of GGM PRF.
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fail because all id*|[1 : 1] must be correctly guessed in pre-challenge
phase.
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Step 1 : Simulate the i garbled circulit.

Step 2 : Replace PRF evaluation at node id™[1 : i]| with truly random.

Step 3 : Use IBE security to switch half of the ciphertexts. Pebbling
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Step 4 : Use PRF evaluation at node id*|[ 1 : i} y [Hemenway-Jafarghol- Ostrovsky- Scaturo-Wichs16
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High Level Sketch - Game 1

to guess

e Step 1: Simulate the i garbled circult. id*[1 : {12272

. Replace PRF evaluation at node id™*|[ 1 : 1] with truly random.

. Use IBE security to switch half of the ciphertexts.

- Use PRF evaluation at node id*[1 : i]

Nested Hybrid — > Depends on ¢ - first key query

[Hohenberger-Waters’10,Fuchsbauer-Konstantinov

-Pietrzak-Rao’14,Fuchsbauer-Jafargholi-Pietrzak’15] that OverlapS W|th ld*[l . l]
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Final Remarks

* In this work, we showed adaptive HIBE is achievable from selective IBE.

* Tighter security loss?

* Practically efficient constructions?

Avoid garbling

schemes

 Can we use these technigues in other settings such as Delegatable ABE?
Current work by

[Goyal-Yadugiri’25]
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https://mahe94.qithub.io
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