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[Shamir’85]
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mpk
msk

m

id =′ bob@xyz . com′ 

Enc(mpk, id, m)

id =′ bob@xyz . com′ 

KeyGen(msk, id)
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(mpk, msk) ← Setup(1λ) skid ← KeyGen(msk, id)

skid∥id′ 
← Delegate(skid, id′ )

ct ← Enc(mpk, id, m) , m ← Dec(skid ct)
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the standard model without relying on strong or non-standard 
assumptions remains an open challenge.

• Lewko-Waters’14, Brakerski-Medina’24 demonstrate that HIBE schemes 
satisfying “checkable” or partition-based proof conditions (and many early 
constructions) cannot be adapted to full security.
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Our Work

Theorem 1: Assuming a selectively secure IBE system, there exists 
a fully secure HIBE system.

 
Theorem 2: Assuming hardness of CDH or LWE, there exists a fully 
secure anonymous HIBE system.
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[Hohenberger-Waters’10,Fuchsbauer-Konstantinov
-Pietrzak-Rao’14,Fuchsbauer-Jafargholi-Pietrzak’15]

How 
to guess 

???id*[1 : i]

Depends on  - first key query 
that overlaps with 

q
id*[1 : i]



Final Remarks

26



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

26



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

• Tighter security loss?

26



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

• Tighter security loss?

26

Quadratic



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

• Tighter security loss?

• Practically efficient constructions?

26

Quadratic



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

• Tighter security loss?

• Practically efficient constructions?

26

Quadratic
Avoid garbling 

schemes



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

• Tighter security loss?

• Practically efficient constructions?

• Can we use these techniques in other settings such as Delegatable ABE?

26

Quadratic
Avoid garbling 

schemes



Final Remarks

• In this work, we showed adaptive HIBE is achievable from selective IBE.

• Tighter security loss?

• Practically efficient constructions?

• Can we use these techniques in other settings such as Delegatable ABE?

26

Quadratic
Avoid garbling 

schemes

Current work by 
[Goyal-Yadugiri’25]



Thank You 
https://mahe94.github.io
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http://mahe94.github.io
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