PKE and ABE with Collusion-Resistant

Secure Key Leasing

Fuyuki Kitagawa Ryo Nishimaki Nikhil Pappu
@ NTT ® NTT Portland State

IIIIIIIIII



PKE with Secure Key Leasing

[AKN+23]
[APV23]



PKE with Secure Key Leasing

[AKN+23] pk

[APV23]
Lessor & “ Lessee



PKE with Secure Key Leasing

[AKN+23] pk

[APV23] ﬂ
Lessor & “ Lessee




PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

“ Lessee
sk >

Lessor




PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

3
Lessor 9 “ Lessee

sk >

a +—H



PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

“ Lessee
>

< D +— D

Y
Q»
o

Sk

Lessor

é‘b sk




PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

“ Lessee

Y
Q»
o

Lessor §9)
sk © >
< D +—H

2 Q
S



PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

“ Lessee
sk >
< D +— &

&B . L

ﬂg
@

Y
Q»
o

Sk

Lessor




PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

“ Lessee
>

< D +— D

No Cloning Principle
i

q O
L o @

Y
Q»
o

Sk

Lessor

é‘b sk

2




PKE with Secure Key Leasing

[AKN+23] Lljimen!/J pk
APV23

Y
Q»
o

Sk

Lessor

“ Lessee
sk >

< D +— D

No Cloning Principle
Q Impossible Classically! @
~ = 2
v == Wb e




Collusion-Resistance




Collusion-Resistance

pk.

N



Collusion-Resistance

N



Collusion-Resistance

N



Collusion-Resistance

N
<




Collusion-Resistance

»

|
J

N
<

>

K
J




Collusion-Resistance




Collusion-Resistance




Collusion-Resistance




Collusion-Resistance




Collusion-Resistance

; £
"~ = . de

Unbounded Collusion-Resistance: Paramaters scale
poly-logarithmically with the number of users.
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