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Context

Dilithium is a signature algorithm recently standardized by NIST under the name ML-DSA.

Dilithium is recommended for computing quantum-secure signatures in most use cases.

It is necessary to investigate the security of embedded implementations. The security of Dilithium against Side-

Channel Attacks (SCA) and Fault Attacks (FA) thus needs to be carefully assessed.

𝒎 → → 𝝈𝒎
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Dilithium in details

Dilithium uses two rings: 

𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

with: 𝒏 = 𝟐𝟓𝟔 and 𝒒 = 𝟖𝟑𝟖𝟎𝟒𝟏𝟕.  
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Dilithium in details

Dilithium uses two rings: 

𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

𝜶 an even integer which divides 𝒒 − 𝟏 and:

𝒓 = 𝒓𝟏𝜶 + 𝒓𝟎 𝒘𝒊𝒕𝒉 𝒓𝟎 = 𝒓 𝒎𝒐𝒅± 𝜶 𝒂𝒏𝒅 𝒓𝟏 =
𝒓 − 𝒓𝟎

𝜶

Possible values of 𝒓𝟎:  −
𝜶

𝟐
+ 𝟏, … , 𝟎, … ,

𝜶

𝟐

Possible values of 𝒓𝟏𝜶:  𝟎, 𝜶, 𝟐𝜶, … , 𝒒 − 𝟏

One note:

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓, 𝜶 = 𝒓𝟏 and 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒 𝒓, 𝜶 = 𝒓𝟎

with: 𝒏 = 𝟐𝟓𝟔 and 𝒒 = 𝟖𝟑𝟖𝟎𝟒𝟏𝟕.  
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Dilithium in details

Dilithium uses two rings: 

𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

𝒓 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓, 𝜶 × 𝜶 + 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒(𝒓, 𝜶)

𝑷 = 𝑷𝟏, … , 𝑷𝒍

𝑷𝒊 = ෍ 𝒑𝒊𝒙
𝒊

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑷𝒊, 𝜶 = ෍ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒑𝒊, 𝜶 𝒙𝒊

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑷, 𝜶 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑷𝟏, 𝜶 , … , 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑷𝒍, 𝜶

with: 𝒏 = 𝟐𝟓𝟔 and 𝒒 = 𝟖𝟑𝟖𝟎𝟒𝟏𝟕.  
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Dilithium in details

𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

(𝑀, 𝜎 = (𝑐, 𝒛))

Alice draws a polynomial vector at random: 

𝒚 ∈𝑹 𝑹𝒍, 𝒚
∞

≤ 𝜸𝟏.

She computes a random challenge that depends on the 

message:

𝒄 = 𝑯 𝑴 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 .

She provides a response to the challenge:
𝒛 = 𝒚 + 𝒄𝒔𝟏.

By definition of 𝒛: 

𝑨𝒛 − 𝒄𝒕 = 𝑨𝒚 − 𝒄𝒔𝟐.

𝒛 is chosen such that: 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐 .

Rejection
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Dilithium in details

By definition of z: 

𝑨𝒛 − 𝒄𝒕 = 𝑨𝒚 − 𝒄𝒔𝟐.

Bob can recompute 𝒘𝟏:

𝐰𝟏 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐

= 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐

= 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕, 𝟐𝜸𝟐

= 𝒘𝟏
′

𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

(𝑀, 𝜎 = (𝑐, 𝒛))



11

OPEN

Dilithium in details

Dilithium's public key is compressed:

𝒕 = 𝒕𝟏 × 𝟐𝒅 + 𝒕𝟎.

The least significant bits of coefficients of 𝒕 are not given, verification is no longer possible:

Bob can only compute: 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐 .
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Dilithium in details

Dilithium's public key is compressed:

𝒕 = 𝒕𝟏 × 𝟐𝒅 + 𝒕𝟎.

The least significant bits of coefficients of 𝒕 are not given, verification is no longer possible:

Bob can only compute: 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐 .
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The real Dilithium
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The real Dilithium
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The real Dilithium
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Natural 
question 
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The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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NIST

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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NIST

RRB+19

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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NIST

RRB+19

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

RJH+18

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

RJH+18

WNGD23

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

RJH+18

WNGD23

The real Dilithium: What status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?

In the context of side-channel attacks, 
the role of 𝒕𝟎 is unclear

Can 𝒕𝟎 be used or not?
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Attack 
methodology
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How to recover 𝒕𝟎?

Each Dilithium signature provides inequalities on the coefficients of 𝒕𝟎.
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Proof (idea) :

The value of 𝒉 provides information on the size of 

the polynomial 𝒄𝒕𝟎.

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐

?

Each Dilithium signature provides inequalities on the coefficients of 𝒕𝟎.

How to recover 𝒕𝟎?
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Naive method: We retrieve inequalities and solve them using an LP solver.

How to recover 𝒕𝟎?
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Naive method: We retrieve inequalities and solve them using an LP solver.

First problem: There are far too many inequalities per signature.

How to recover 𝒕𝟎?
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Naive method: We retrieve inequalities and solve them using an LP solver.

Second problem: Most of the inequalities collected are useless.

How to recover 𝒕𝟎?
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Naive method result:

Idea: 

We have a complex algebraic representation (a 

lot of inequalities) of a simple geometric object 

(a polytope with a few faces).

The complexity of the LP solver depends on the 

number of inequalities:

We must filter useful inequalities.

How to recover 𝒕𝟎?
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Assume known 𝑪 and a polynome ෥𝒕𝟎 such that 𝒕𝟎 ∈ 𝑩∞( ෥𝒕𝟎, 𝑪).

How to recover 𝒕𝟎? Filtrations
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It possible to efficently compute if an inequality is useful:

How to recover 𝒕𝟎? Filtrations

Assume known 𝑪 and a polynome ෥𝒕𝟎 such that 𝒕𝟎 ∈ 𝑩∞( ෥𝒕𝟎, 𝑪).
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We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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How to choose the radius sequence? And the 

number of inequalities?

We use the strategy « Collect,guess, filter, repeat. »

How to recover 𝒕𝟎? Attack idea
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Practical
results
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We chose 𝑪𝒊 = (𝟒𝟎𝟗𝟔, 𝟐𝟎𝟒𝟖, 𝟏𝟎𝟐𝟒, … , 𝟏𝟔, 𝟖) and a constant number of inequalities equal to 𝟓𝟎 𝟎𝟎𝟎. To 

understand what append, one can suppose 𝒕𝟎 known:

How to recover 𝒕𝟎? Results
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We chose 𝑪𝒊 = (𝟒𝟎𝟗𝟔, 𝟐𝟎𝟒𝟖, 𝟏𝟎𝟐𝟒, … , 𝟏𝟔, 𝟖) and a constant number of inequalities equal to 𝟓𝟎 𝟎𝟎𝟎. To 

understand what append, one can suppose 𝒕𝟎 known:

Without filtration : Each signature gives arround 𝟓𝟎𝟎 inequalities on each polynmial of 𝒕𝟎.
It would be necessary to solve a problem (LP) of about 𝟏𝟎𝟎 𝟎𝟎𝟎 𝟎𝟎𝟎 inequalities in 𝟐𝟓𝟔 variables. It is

a complicated problem even for modern solvers.

How to recover 𝒕𝟎? Results
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Conclusion:

• It is possible to recover 𝒕𝟎 from Dilithium signatures, with less than 𝟓𝟎𝟎 𝟎𝟎𝟎 signatures for all 

security levels.

• Using 𝒕𝟎 in attacks is a sound assumption.

• Papers that use 𝒕𝟎 for attacks are realistic, and implementations must be protected against them.

How to recover 𝒕𝟎? Results

The code is publicly available: GitHub - anders1901/Attack_t0

https://github.com/anders1901/Attack_t0


Thank

you !
www.thalesgroup.com

www.thalesgroup.com

https://www.thalesgroup.com/
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