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Context
Dilithium is a signature algorithm recently standardized by NIST under the name ML-DSA.

Dilithium is recommended for computing quantum-secure signatures in most use cases.

mos 204 \

Federal Information Processing Standards Publication

Module-Lattice-Based Digital
Signature Standard

Category: Computer Security Subcategory: Cryptography

Information Technology Laboratory
Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8900

This publication is available free of charge from:
https://doi.org/10.6028/NIST.FIPS.204

Published August 13, 2024

It is necessary to investigate the security of embedded implementations. The security of Dilithium against Side-
Channel Attacks (SCA) and Fault Attacks (FA) thus needs to be carefully assessed.
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Dilithium in deftails

Dilithium uses two rings:

R=Zl/(a"+1)  Ry=Za/(a" +1)

with: n = 256 and q = 8380417.

Algorithm KeyGen
Ensure: (pk, sk)
1: A« RgXl
2: (Sl,Sz) — Sf? X Sf;
3: t:=As; + sy
4: return pk = (A,t), sk = (A, t,s1,82)

N

U@Lt
(A, t,Sl, Sz) (A, t)

n
>
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Dilithium in deftails

Dilithium uses two rings:

R=Zl/(a"+1)  Ry=Za/(a" +1)

with: n = 256 and q = 8380417.

Algorithm KeyGen a an even integer which divides q — 1 and:

Ensure: (pk, sk)

r—ry

r=ra+1rywithry, =r mod*(a) and r{ =
1A REX 1@+ 1o withto (e) and 1y
l k
2: (S]_,SQ) < S X S a a
Y n Possible values of rg: 1—=+1,...,0, ...,—
3: t:=As; + 89 0 { 2 2}
4

- return pk = (A, t), sk = (A, t,51,87) Possible values of r;a: {0,a,2a,..,q — 1}

One note:
/N

HighBits,(r,a) = ry and LowBits,(r,a) =y

v

U@Lt
(A, t,Sl, Sz) (A, t)
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Dilithium in deftails

Dilithium uses two rings:

R=Zl/(a"+1)  Ry=Za/(a" +1)

with:n = 256 and q = 8380417. r = HighBits,(r,a) X a + LowBits(r, a)

Algorithm KeyGen

Ensure: (pk, sk) P=(Pq.., P)
1: A« RgXl
2: (s1,82) < S} x Sf P; = Zpixi
3t := A.Sl + So
4: return pk = (A,t), sk = (A, t,s1,82)

HighBits,(P;, a) = z HighBits,(p; a)x'

N

Q@1 HighBits,(P,a) = (HighBitsq(Pl, @), ..., HighBits, (P, a))
(A, t,Sl, Sz) (A, t)
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Dilithium in deftails

Algorithm Sig

Require: sk, M
Ensure: o = (c,z)
1. z=1

2: while z =1 do
3: y S’,lyl

4: wi := HighBits(Ay, 272)

5: ¢ € By := H(M||wy)

6: Z:=y+cs

7 if ||z||cc > 1 — B or LowBits(Ay — ¢S2,2%2)||ec = 2 — 3 then
8: z:=1

9: end if

10: end while
11: return o = (¢, z)

(M, 0 = (c,2)) o)

V7 4
(A,t,51,55) (4,1t)

v
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Alice draws a polynomial vector at random:
yer R, |lyl|_<v1

She computes a random challenge that depends on the
message:

c=H (M || HighBits,(Ay, 2y2)).

She provides a response to the challenge:
Z=1y+cs;.

By definition of z:

[Az —ct =Ay — csz.}

z is chosen such that:

Rejection
HighBits,(Ay,2y,;) = HighBits,(Ay — cs3,2Y>).
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Dilithium in deftails

Algorithm Sig By definition of z:

Require: sk, M

Ensure: o = (¢,z) Az — ct = Ay — c¢s,.
1: z=1

2: while z =1 do
3: y S',lh

4wy :=HighBits(Ay,2%:) Algorithm 1 Ver

5 c€ By = H(M|wy) 1: w) := HighBits(Az — ct, 27s)

6: Z:=y+cs . /
2: Accept if ||z <y —pBand c¢c= H(M|w

7 if ||z||cc = v1 — B or LowBits(Ay — ¢s2,2%2)||ex = 72 — B then p || ||Oo =M 5 ( || 1)

8: zZ:=1

9: end if

10: end while Bob can recompute wy:

11: return o = (¢, z)

Wi = HighBitSq(Ay, 2},2)

| = HighBits,(Ay — cs3,2Y>)
M,0 = (c,2)) ) = HighBits,(Az — ct, 2y;)
= W’l

v

V7 4
(A,t,51,55) (4,1t)
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Dilithium in deftails

Dilithium's public key is compressed:

t=1t, x2%+t,.

The least significant bits of coefficients of t are not given, verification is no longer possible:

Algorithm Ver
1: w} := HighBits(Az — ct, 27,)
2: Accept if ||Z||oo < Y1 — 6 and c = H(MHWII) HighBitSq(AZ —ctq Zd, 2}’2) = HighBitSq(AZ —ct4 Zd — cty, 2'}/2)

Bob can only compute:
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Dilithium in deftails

Dilithium's public key is compressed:

t=1t, x2%+t,.

The least significant bits of coefficients of ¢ are not given, verification is no longer possible:

Algorithm Ver
1: w} := HighBits(Az — ct, 27,)
2: Accept if ||Z||oo S Y1 — 6 and c = H(MHWII) HighBitSq(AZ — Ctl Zd, 2}’2) * HighBitSq(AZ — Ct1 Zd — cto,ZyZ).

Bob can only compute:

/ Lemma 1 [LDKT 22 Let q and « be two positive integers such that ¢ > 2a, q :\
1 mod (a) and a even. Let r and z be two vectors of R, such that ||z||~ < a/2

and let h,h' be bit vectors. So the algorithms HighBits, , MakeHint,, UseHint,
satisfy the properties:

\ UseHint,(MakeHint,(z,r,a),r,a) = HighBits (r + z, ).

v

OPEN
THALES

REF xxxxxxxxxxxx rev xxx — date Name of the company / Template: 87211168-COM-GRP-EN-007
we can all trust

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




/777

The real Dilithium

Lemma 1 [LDK™ 22 Let q and « be two positive integers such that ¢ > 2a, ¢ =
1 mod () and a even. Let r and z be two vectors of R, such that ||z||o < a/2
and let h,h’ be bit vectors. So the algorithms HighBits, , MakeHint,, UseHint,
satisfy the properties:

UseHint,(MakeHint,(z,r,a),r,a) = HighBits (r +z,«).

Algorithm KeyGen

Ensure: (pk,sk)

(00, 1) € (0,11 x 0,117 x {0, 1} := H()
A € RE*! .= ExpandA(p)

(s1, s2) € S, x Sk := ExpandS(p’)

t:=As; + s

(t1, to) := Power2Round,(t, d)

tr € {0,1}%°° := H(p|| t1)

return pk = (p, t1), sk = (p, K, tr,s1,s2, to)

Algorithm KeyGen
Ensure: (pk, sk)

1: A« RI(;XZ i
2: (Sl,Sg) < S7l7 X Sﬁ

3: t:= Asy+s9

4: return pk = (A,t), sk = (A, t,s1,82)
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The real Dilithium

Algorithm Sig

Require: sk, M
Ensure: o = (¢,z,h)
1: A € Ri*' := ExpandA(p)

2: € {0,1}°12 .= H(tr || M)
3: k:=0, (zg,h) =1L

Algorithm Sig 4: p' € {0,1}°12 := H(K || p)

Require: sk, M 5: while (z,h) =1 do

Ensure: o = (¢, z) 6: y € S, := ExpandMask(p’, k)
Lz=1 7 w:=Ay
2: while z =1 do 8: w1 = HighBits (w, 272)
3y« S, 9: € {0,1}%°% ;= H(p|| w1)

4: w1 := HighBits(Ay, 27v2) i 10: ¢ € B, := SampleInBall(c)

5: ¢ € By := H(M||w) 11: z:=y+cs;

6: Z:=y+csy 12: ro := LowBits, (W — ¢s2, 272)

T if ||z]|cc > 71 — B or LowBits(Ay — ¢s2,272)||ec > 72 — 3 then 13: if ||z]|oc > v1 — B or ||rol|ec = 72 — 8 then
8: z:=1 14: (z,h) ;=1

9: end if 15: else
10: end while 16: h := MakeHint,(—cto, w — ¢s2 + cto, 272)
11: return o = (c,z) 17: if ||cto[lcc > 72 or |h|n,=1 > w then

18: (z,h) =1

19: k:i=r+I1
20: return/ o = (¢,z, h)

OPEN

THALES

we can all trust This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




/777

The real Dilithium

Lemma 1 [LDK™" 22 Let q and « be two positive integers such that ¢ > 2a, q =
1 mod (&) and o even. Let r and z be two vectors of R, such that ||z||- < a/2
and let h,h’ be bit vectors. So the algorithms HighBits, , MakeHint,, UseHint,

satisfy the properties:

UseHint,(MakeHint,(z,r, ), r, ) = HighBits, (r + z, ).

Algorithm 4 Ver

1: w) :=HighBits(Az — ct, 275) i

2: Accept if ||z||occ <71 — 8 and ¢ = H(M||w}))

Require: pk,o
Algorithm 1 Ver 1:

A € REX! .= ExpandA(p)

pe {0,117 = H(H(p || t1) || M)

¢ := SampleInBall(¢)

w] := UseHint,(h, Az — ct; - Zd‘, 2v2)

return [[lzlle < 71 — 6] and [¢ = H(s || wh)] and [[hla,—: < w]
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

NIST

670 thus producing the polynomial vector t;. This compression is an optimization for performance, not security.

671 The low order bits of 7 can be reconstructed from a small number of signatures and, therefore, need not be
672 regarded as secret.
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

NIST

670 thus producing the polynomial vector t;. This compression is an optimization for performance, not security.
671 The low order bits of 7 can be reconstructed from a small number of signatures and, therefore, need not be
672 regarded as secret.

/RRB+19

There is a subtle but considerable difference with respect to publicly revealed
LWE instances in the Dilithium scheme. The public key reveals only t;, the
d higher order bits of t, while ty (the lower order component) is part of the
secret key. Even on ensuring nonce-reuse, we would not be able to trivially solve
for the secret s from the faulty public key. But, note that the security analysis
of DILITHIUM is done with the assumption that the whole of t is declared as
the public key. In addition to this, some information about t; is leaked with
every published signature and thus the whole of t can be reconstructed by just

Qc)serving several signatures generated using the same secret key [1]. Thus 1‘5/
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

NIST

670 thus producing the polynomial vector t;. This compression is an optimization for performance, not security.
671 The low order bits of 7 can be reconstructed from a small number of signatures and, therefore, need not be
672 regarded as secret.

ﬂsﬂ 9
There is a subtle but considerable difference with respect to publicly revealed
LWE instances in the Dilithium scheme. The public key reveals only t;, the
d higher order bits of t, while t; (the lower order component) is part of the
secret key. Even on ensuring nonce-reuse, we would not be able to trivially solve
for the secret s from the faulty public key. But, note that the security analysis
of DILITHIUM is done with the assumption that the whole of t is declared as
the public key. In addition to this, some information about tg is leaked with
every published signature and thus the whole of t can be reconstructed by just
Kobserving several signatures generated using the same secret key [1]. Thus 1‘5/

(References

1. Suppressed for blind review
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

(A R

Dilithium [BBK16, RJH"19]. In our attack, the knowledge of tg is not required for the
MLWE to RLWE reduction part of our attack as tg can be embedded into the additive
noise vector (moving tg to the right part of Equation 6). However, it has an impact on
the resulting security of the RLWE problem making it harder to solve. As it is unclear if
to must be considered secret or public (it has been hinted that to can be recovered from
enough signatures in [Lyu22, RJHT18, RRBT19]), we take a worst-case approach for the
rest of this work. If not specified in the following sections, the full t is assumed to be
public. In Subsection 5.3, we derive the impact of fully secret to on the complexity of
the (reduced) RLWE instance. We hope that this approach gives a complete view to the
Keader about the applicability of the attack to Dilithium. J
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

(A R

Dilithium [BBK16, RJH"19]. In our attack, the knowledge of tg is not required for the
MLWE to RLWE reduction part of our attack as tg can be embedded into the additive
noise vector (moving tg to the right part of Equation 6). However, it has an impact on
the resulting security of the RLWE problem making it harder to solve. As it is unclear if
to must be considered secret or public (it has been hinted that to can be recovered from
enough signatures in [Lyu22, RJHT18, RRBT19]), we take a worst-case approach for the
rest of this work. If not specified in the following sections, the full t is assumed to be
public. In Subsection 5.3, we derive the impact of fully secret to on the complexity of
the (reduced) RLWE instance. We hope that this approach gives a complete view to the
keader about the applicability of the attack to Dilithium. J

RJH+18

Thus, it might indeed be possible that the whole of ¢ leaks as part of the signature
and observations of sufficiently many signatures might lead to the recovery of
the complete LWE instance, . But again, we expect the number of signatures
and the computational effort to be very high, which cannot be expected in a
practical SCA setting.
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

. h

Dilithium [BBK16, RJH'19]. In our attack, the knowledge of tq is not required for the

MLWE to RLWE reduction part of our attack as tg can be embedded into the additive / WNGD23 _ \
noise vector (moving tg to the right part of Equation 6). However, it has an impact on ferent from profiling device is non-negligible (9%). The success rate ap-
the resulting security of the RLWE problem making it harder to solve. As it is unclear if proaches 100% if multiple traces are available for the attack. Our results
to must be considered secret or public (it has been hinted that to can be recovered from demonstrate the necessity of protecting the secret key of CRYSTALS-
enough signatures in [Lyu22, R JHT18, RRB* 19]), we take a worst-case approach for the Dilithium frf)m single—trace' attacks and ca.ll for a reass.essment of the role
rest of this work. If not specified in the following sections, the full t is assumed to be of compression of the public key vector £ in the security of CRYSTALS-

Qilithium implementations. j

public. In Subsection 5.3, we derive the impact of fully secret to on the complexity of
the (reduced) RLWE instance. We hope that this approach gives a complete view to the
keader about the applicability of the attack to Dilithium. J

RJH+18

Thus, it might indeed be possible that the whole of ¢ leaks as part of the signature
and observations of sufficiently many signatures might lead to the recovery of
the complete LWE instance, . But again, we expect the number of signatures
and the computational effort to be very high, which cannot be expected in a
practical SCA setting.
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The real Dilithium: What status for t,7?

Formally, t, is part of the private key, but it is a performance optimization. The security proof considers it public,
but what about side-channel attacks?

(A h

Dilithium [BBK16, RJH'19]. In our attack, the knowledge of tq is not required for the

MLWE to RLWE reduction part of our attack as tg can be embedded into the additive / WNGD23 ) \
noise vector (moving tg to the right part of Equation 6). However, it has an impact on ferent from profiling device is non-negligible (9%). The success rate ap-
the resulting security of the RLWE problem making it harder to solve. As it is unclear if proaches 100% if multiple traces are available for the attack. Our results
to must be considered secret or public (it has been hinted that to can be recovered from demonstrate the necessity of protecting the secret key of CRYSTALS-
enough signatures in [Lyu22, RJHT18, RRBT19]), we take a worst-case approach for the Dilithium frf)m single—tracg attacks and ca'll for a reass.essment of the role
rest of this work. If not specified in the following sections, the full t is assumed to be Of_ compression of the p'ubhc key veetoriin the security of CRYSTALS-
public. In Subsection 5.3, we derive the impact of fully secret to on the complexity of ththlum implementations. j
the (reduced) RLWE instance. We hope that this approach gives a complete view to the
keader about the applicability of the attack to Dilithium. J

RLIH+18h deed b ble that the whole of £ leak f th

Thus, it might indeed be possible that the whole of t leaks as part of the signature .

and observgations of sufﬁl(jjiently many signatures might leaclij to the recogirery of In the context of side-channel Gﬂ'GCkS,

the complete LWE instance, £. But again, we expect the number of signatures the role of to is unclear

and the computational effort to be very high, which cannot be expected in a
practical SCA setting.

Can t, be used or not?
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How to recover t,?

Each Dilithium signature provides inequalities on the coefficients of t,.

Proposition 2 Let j € {0,...,k—1} andi € {0,...,255} and o = (¢,z,h) be
a signature of Sig.

— Ifnl =o:

‘(—C‘to)gj] + LowBits,(Az — ct; - 24, 2'}/2),£j]| <7 -pF-1

— If hgj] =1 and LowBits,(Az — ct; - 2¢, 2'}/2)?] > 0:

(_Cto)gj] > y9 + 3+ 1 — LowBits,(Az — ct; - 2%, 2,},2)?] > 0.

— If hP] =1 and LowBits,(Az — ct; - 2, 2,},2)£j] < 0:

(_CtO)E;j] < —(y2+B8+1) —LowBits,(Az — cty - 2%, 2,}/2)27'] <0.
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How to recover t,?

Each Dilithium signature provides inequalities on the coefficients of t,.

Proposition 2 Let j € {0,...,k—1} andi € {0,...,255} and o = (¢,z,h) be

a signature of Sig.
— 1ful = o:
‘(—Ct(])t[j] + LowBits,(Az — ct; - 24 2'}/2),£j]| <y —p-1.

- If hz[j] =1 and LowBits,(Az — ct; - 29, 2'}/2)£j] > 0:

(_CtO)z[j] > y9 + 3+ 1 — LowBits,(Az — ct; - 2%, 2,},2)23'] > 0.

— If h£j] =1 and LowBits,(Az — ct; - 2, 2,},2)25"] < 0:

(—cto)?! < —(y2 + B+ 1) — LowBits,(Az — ct; - 2¢,242)1) < 0.
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Proof (ideaq) :
Set of the possible r 4 z

ria -+ 1o /

r4+z=(k+1a+.

The value of h provides information on the size of
the polynomial ct,,.

?
HighBits,(Az — ct; 2%,2y,) # HighBits, (Az — ct; 2% — cty, 2y;)
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Number of signatures|Number of inequalities Htgj] - E([)O] ||oo |Attack time
24 9953 + 389 5649 OhOm23s
117 48456 + 1915 1031 Oh3mb52s
283 241541 49378 247 1h55m47s

Table 4. Attack times and size of the (LP) system on tg.
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How to recover t,?

Naive method: We retrieve inequalities and solve them using an LP solver.

Number of signatures|Number of inequalities Htgj] - E([)O] ||oo |Attack time
24 9953 + 389 5649 OhOm23s
117 48456 + 1915 1031 Oh3mb52s
283 241541 49378 247 1h55m47s

Table 4. Attack times and size of the (LP) system on tg.

First problem: There are far too many inequalities per signature.

NIST Level I1 I11 \Y

Average inequation obtained|1922 + 63(2 996 + 38|3 984 + 56
Table 1. Average number of inequalities per signature, over 10000 signatures, for
different security levels.
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How to recover t,?

Naive method: We retrieve inequalities and solve them using an LP solver.

Number of signatures| Number of inequalities ||t([)0] - E([)D] ||oo |Attack time
24 9953 + 389 5649 0hOm23s
117 48456 + 1915 1031 0h3m52s
283 241541 49378 247 1h55m47s

Table 4. Attack times and size of the (LP) system on to.

Second problem: Most of the inequalities collected are useless.

Fig. 4. Polytope containing (tgﬂ], tg?ll) for 10,50 and 100 inequalities.
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How to recover t,?

Naive method result:

Number of signatures|Number of inequalities ||t([)0] — f([)O]Hoo Attack time
24 9953 + 389 5649 0hOm23s
117 48456 + 1915 1031 0h3mb52s
583 241541 4+ 9378 247 1h55m47s

Table 4. Attack times and size of the (LP) system on tg.

Idea:

We have a complex algebraic representation (a
lot of inequalities) of a simple geometric object
(a polytope with a few faces).

The complexity of the LP solver depends on the
number of inequalities:

We must filter useful inequalities.
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How to recover t,?

Assume known C and a polynome ¢, such that t, € B, (&,, C).

Definition 11 Let Eg)] € Rq and C € Ry. We say that an inequation on tg)] of /
the form {aTx — b > 0} (resp. {a™x — b < 0}) is useful according to fgﬂ and C to
of and only if: <
(0] &
Byo(ty ,C)Z {xeR" |aTx—b>0} (resp. aTx—b<0) /

Fig. 6. On the left, a useful inequation. On the right a useless inequation.
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How to recover t,?

Assume known C and a polynome ¢, such that t, € B, (&,, C).

Definition 11 Let Eg)] € Rq and C € Ry. We say that an inequation on tg)] of /
the form {aTx — b > 0} (resp. {a™x — b < 0}) is useful according to fgﬂ and C to
of and only if: <
(0] &
Byo(ty ,C)Z {xeR" |aTx—b>0} (resp. aTx—b<0) /

Fig. 6. On the left, a useful inequation. On the right a useless inequation.

It possible to efficently compute if an inequality is useful:

Proposition 3 An inequation on t([)o] of the form {aTx — b > 0} is useful ac-
z[0]

cording to ty and C if and only if:
aTty) — CllaT||%, < b.
An inequation on t([)o] of the form {aTx — b < 0} s useful according to f[[JO]
and C' if and only if:

aTty) + CllaT||%, > b,

where ||.||%, denote the operator norm.
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How to recover t,? Attack idea

We use the strategy « Collect,guess, filter, repeat. »

Algorithm 6 Recovering tg)] heuristically

]

Ensure: A candidate for t([)o

Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 < .-
< O = 2"
1: E([)U] =0
2:0=1

3 P={-22%+4+1<ua <22}, 25
4: while i < m do
5 P = generate_useful_ineq(d;, E{[]D], C;)

6: t=1+1
7 E‘[;.D] = round(lp_guess(P))

8: return E([)O]
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How to recover t,? Attack idea

We use the strategy « Collect,guess, filter, repeat. »

Algorithm 6 Recovering tg)] heuristically

Ensure: A candidate for t([)ﬂ]

Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 <
< O = 2"

& =0

while i < m do

P = generate_useful_ineq(d;, E{[]D], C;)

i=i+1
E‘[;.D] = round(lp_guess(P))

return f([)o]
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How to recover t,? Attack idea

We use the strategy « Collect,guess, filter, repeat. »

Algorithm 6 Recovering tg)] heuristically

Ensure: A candidate for t([)ﬂ]
Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 <
e < Cl — 212_ -

£t =0
1 =1
P= {—212 +1<z; < 212}@:1,...,256

while i < m do

P = generate_useful_ineq(d;, E{[]D], C;)

i=i+1
E‘[;.D] = round(lp_guess(P))

return f([)o] p
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Ensure: A candidate for t([)ﬂ]

Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 <
< O = 2"

& =0

while i < m do

P = generate_useful_ineq(d;, E{[]D], C;)

i=i+1
E‘[;.D] = round(lp_guess(P))

return f([)o]
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How to recover t,? Attack idea

We use the strategy « Collect,guess, filter, repeat. »

0] heuristically

Algorithm 6 Recovering t
]

Ensure: A candidate for t([)o
Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 <

< O = 2"
1: E([)U]ZO

2: =1
3. P = {2741 <2 <2%)imyase

4: while i < m do

P = generate_useful_ineq(&', E{[)D], C@)

D:
6: t=1+1
7 E‘[;.D] = round(lp_guess(P))

(0]

8: return EOO
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How to recover t,? Attack idea

We use the strategy « Collect,guess, filter, repeat. »

Algorithm 6 Recovering tg)] heuristically

Ensure: A candidate for t([)ﬂ]

Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 <
< (O = 212_ x

” }
t =0 .

while i < m do

P = generate_useful_ineq(d;, E{[]D], C;)

i=i+1
E‘[;.D] = round(lp_guess(P))

return E([)O]
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How to recover t,? Attack idea

We use the strategy « Collect,guess, filter, repeat. »

Algorithm 6 Recovering tg)] heuristically

Ensure: A candidate for t([)ﬂ]

Require: An inequation step sequence (J;)ic{1,...,m}, a radius sequence Cp, < Crp1 <
< (O = 212_ x
t =0

1 =1

P={-224+1<z <22}, 25

while i < m do

P = generate_useful_ineq(d;, E{[]D], C;)
i=14+1
E‘[;.D] = round(lp_guess(P))

return E([)O]

How to choose the radius sequence? And the
number of inequalities?

OPEN

THALES

we can all trust This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




uuuuuuuuuuuuuuuuuuuuuuuuuuuu

M

deledilede] o 1

results

www.thalesgroup.com




/777

How to recover t;? Results

We chose C; = (4096,2048,1024, ...,16,8) and a constant number of inequalities equal to 50 000. To
understand what append, one can suppose t, known:

Round| C; |Signatures|Inequalities selected|||to — to||oc| Time
1 14096 117 48456 + 1915 1031 4m16s
2 12048 234 46612 4+ 3731 495 4m2s
3 (1024 468 43112 4 7433 262 3m48s
4 512 937 37172 + 13540 135 3m44s
5 256 1879 32057 + 18844 62 3mb3s
6 128 3743 28 787 + 21 863 37 3mo3s
7 64 7485 27125 + 23434 19 4mTs
8 32 14989 26250 + 23434 10 4m48s
9 16 30023 26 055 + 24700 4 dm27s
10 8 179 515 76 487 + 74192 0 47mbs

Total 179515 | 392113 + 213853 1h25m3s

Table 8. Detailed results of the attack on the ﬁrst KAT key.
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How to recover t;? Results

We chose C; = (4096,2048,1024, ...,16,8) and a constant number of inequalities equal to 50 000. To
understand what append, one can suppose t, known:

Round| C; |Signatures|Inequalities selected|||to — to||oc| Time
1 14096 117 48456 + 1915 1031 4m16s
2 12048 234 46612 4+ 3731 495 4m2s
3 (1024 468 43112 4 7433 262 3m48s
4 512 937 37172 + 13540 135 3m44s
5 256 1879 32057 + 18844 62 3mb3s
6 128 3743 28 787 + 21 863 37 3mo3s
7 64 7485 27125 + 23434 19 4mTs
8 32 14989 26250 + 23434 10 4m48s
9 16 30023 26 055 + 24700 4 dm27s
10 8 179 515 76 487 + 74192 0 47mbs

Total 179515 | 392113 + 213853 1h25m3s

Table 8. Detailed results of the attack on the ﬁrst KAT key.

Without filtration : Each signature gives arround 500 inequalities on each polynmial of ¢,.
It would be necessary to solve a problem (LP) of about 100 000 000 inequalities in 256 variables. It is
a complicated problem even for modern solvers.
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How to recover t;? Results

Signatures|inequalities selected |Recovery probability|Average time|Median time

179354 | 392696 + 213 943 1 1h26mb53s 1h24m8s
Table 7. Average results of the attack on tg

- ltis possible to recover t, from Dilithium signatures, with less than 500 000 signatures for all
security levels.

« Using t, in attacks is a sound assumption.

« Papers that use t, for attacks are realistic, and implementations must be protected against them.

Ofra0 OFsned0

@ FRCER A U R GitHub - anders1901/Attack t0 @ o3 o330 0eS, 1T 8,
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