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Leaf Commitment Benchmarks

Table 1: Runtimes in ns per commitment for the different LeafCommit options.

LeafCommit Size λ = 128 λ = 192 λ = 256

SHAKE 2λ 164.07 165.56 166.64
AES-UniHash 3λ 22.89 (13.95%) 65.93 (39.82%) 73.21 (43.93%)
AES-Simple 2λ 10.44 (6.36%) 41.73 (25.21%) 42.75 (25.65%)



Signature Benchmarks: FAEST

Table 2: Key and signature sizes in B, and runtimes in µs for FAEST variants.

Variant |sk| |pk|
Fast Small

|σ| Sign Verify |σ| Sign Verify

[AC:BBMORR24] 32 32 6 052 878 802 4 594 6 485 5 790
128

this 32 32 5 924 524 432 4 506 3 878 3 041

[AC:BBMORR24] 56 64 16 100 2 149 1 996 12 028 18 545 14 598
192

this 40 48 14 948 2 030 1 759 11 260 15 038 11 475

[AC:BBMORR24] 64 64 28 084 3 321 3 226 21 752 25 169 25 364
256

this 48 48 26 548 3 067 2 901 20 696 24 716 24 726



Signature Benchmarks: FAEST-EM

Table 3: Key and signature sizes in B, and runtimes in µs for FAEST-EM variants.

Variant |sk| |pk|
Fast Small

|σ| Sign Verify |σ| Sign Verify

[AC:BBMORR24] 32 32 5 444 852 786 4 170 6 389 6 077
EM-128

this 32 32 5 060 455 337 3 906 2 809 2 253

[AC:BBMORR24] 48 48 13 532 1 944 1 899 10 108 17 423 16 800
EM-192

this 48 48 12 380 1 467 1 333 9 340 11 401 10 576

[AC:BBMORR24] 64 64 26 036 3 260 3 119 19 744 25 382 24 553
EM-256

this 64 64 23 476 2 615 2 431 17 984 17 537 17 004



Summary

• Optimized the signature size by switching to degree 3 constraints. Total signature plus
public key size in the smallest setting nearly matches Dilithium.

• Optimized the runtime by using AES for the leaf commitments.

• Restructured the scheme to be based on just soundness of the underlying proof, allowing
for a simpler and tighter analysis in both ROM and QROM.
Our bounds seems to be tight to within a small multiplicative constant < 10.


