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1 Silent Preprocessing via PCG [BCGIKS 19]
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@) Current Landscape of PCG

Oblivious linear evaluation (OLE): a, [ab]y, b, [ab],, with a,b € F,, [ab]y + [ab]; = ab

N OLE Communication Computation Programmability Assumption
[BCGIKS 19] Any IF), 0(A3logN) O(N?logN) YES Dual-LPN
[BCGIKS 20] F,,p >N 0(A3logN) O(N logN) YES Ring-LPN
[BCCD 23] Fp,p > 2 0(A3logN) O(NlogN) YES QA-SD
[BCGIKRS 23] [F, 0(A?logN) O(N) NO Dual-LPN
This work Any F, 0(A3logN) O(NlogN) YES QA-SD/Ring-LPN

Key Fact: OLE + Programmability = multi-party Beaver triple

M our Contribution: | Break the fleld size barrier of previous works, while
maintaining fast computation and offering programmability




SoftSpokenOT
[Roy 22]

FAOLEAGE
[BBCCDS 24]

This work

AW On multi-party Binary triple

&) Performance Evaluation

Party Triple Communication
Number Number Point-to-Point Broadcast
2 10° 3.7 GB 0
10 10° 34 GB 0
2 10° 33.5 MB 0
10 10° 0.6 GB 0.12 GB
2 10° 33.6 MB 0
10 10° 0.6 GB 0

AW On authenticated Binary triple

Overdrive [KPR 18]
PCG [BCGIKS 20]
This work

Field
128-bit prime field
128-bit prime field
Boolean with 128-bit MAC key

Communication
2 GB
4.2 MB
47.54 MB

Seed Expansion
Time (s)

211
1900
83
1511
162
2932

Triple Generation
30,000/s
50,000/s
43,000/s
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SO eo, Seed,

[ PCG. GEN ] W

1 11 1 111
| 11 1 i1 1 1
So,€0 € Fp[X]/(XN = 1) Requirements: si,e1 € Fp[X]/(XN — 1)

(1) Ring-LPN assumption

bo=a-so+e = $ by=a:s;+e, = $




eO, Seed,

[ PCG. GEN ] W

I I I I [[bo b] = a® - [sos;] + a- ([soe1] + [s1e0]) + [9031]] I I I I
So,€0 € Fp[X]/(XN = 1) Requirements: si,e1 € Fp[X]/(XN — 1)
bo=a-sy+e,~ $ (1) Ring-LPN assumption bi=a-s;+e ~ $
(2) Sparse sy, 1, €y, €1, SO that the
4 Seed, N\ cross-terms can be succinctly 4 Seedq I
PCG.EXPAND ), shared via DPF PCG.EXPAND
[S0S1]os [So€1los [s1€0]0, [€0€1]0 [sos1l1s [soeslq, [s1e0l1, [eoer]s

4 2
\_ Zg = [bg - b1lo -/ \_ z; = [bg - byl4 J




@) Overview: PCG from Ring-LPN [BCGIKS 20]

eo,Seedo [ PCG. GEN ] W

I I I I [[bo b] = a® - [sos;] + a- ([soe1] + [s1e0]) + [9031]] I I I I
So,€0 € Fp[X]/(XN = 1) Requirements: si,e1 € Fp[X]/(XN — 1)
bo=a-sy+e,~ $ (1) Ring-LPN assumption bi=a-s;+e ~ $
(2) Sparse sy, 1, €y, €1, SO that the
e Seed I cross-terms can be succinctly 4 Seed, I
PCG.EXPAND ), shared via DPF PCG.EXPAND
(3) Fully reducible X — 1, so that (sosi 1o, [soe]s [siec ], [eqe ]
[Sos1los [soe1lo, [s1€0]0, leoer]o IFp[X]/(XN —1) = Fg via CRT SoS1l1, LSo€1 1:‘5180 1, L€o€1l1

\_ zo = [bg - bi1lo T, T = 2 2 — L z1 = by - b1l J




Seedo [ PCG. GEN ] W
1 11 1 1 11
I I I I [[bo bi] = a® - [sos1] + a - ([spes] + [s1€0]) + [9031]] I I I I
So,€0 € Fp[X]/(XN = 1) Requirements: si,e1 € Fp[X]/(XN — 1)

1 ™~
boza'So+€0z$ ( b1=a-51+elz$

N
e Seed, N\ L|mltat|0“ p - e Seed, ~
PCG. EXPAND‘ PCG. EXPAND‘

(3) Full redJciLIe XN —1, so that
[Sos1]0, [Soe1los [S1€0]0, [€0€1]0 F [gl(]/(XN —1) = FY via CRT [Sos1]1, [Soe1l1, [s1€0l1s [eoer]s

p p
3 : g
\_ zo = [bo - b1]o /\, 1‘9’0 . 1—51 S /\ zy = [bg - b1]4 -/




Overview: PCG from QA-SD [BCCD 23]

-

So, €9, Seed

swenSeedy

[ PCG. GEN ] W

[[bo +by] = a® - [sos1] + a - ([soeq] + [s10]) + [9031]]

boza'S()"'eOz $

4 Seed,

PCG. EXPAND‘

[S0S1]os [So€1los [s1€0]0, [€0€1]0

4

~

sor€0 € Fp[Xy, o, X1/ (XE — 1, X — 1)

\ zo = [bg - b1]o /

(1) Syndrome decoding of quasi-abelian codes
(2) Sparse sy, S1, €9, €1, SO that the cross-terms
can be succinctly shared via DPF

s1,€1 € Fp[Xy, o, Xn /(X2 -1, .., X3 - 1)

b1=a°51+61% $

a Seedy
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@) overview: PCG from QA-SD [BCCD 23]

So, €9, Seed

/ [PCG.GEN] W

-

I I I I [[bo -by] = a® - [sos1] +a- ([soe] + [s1e0]) + [9031]] I I I I
sor€0 € Fp[Xy, o, X1/ (XE — 1, X — 1) s1,€1 € Fp[Xy, o, Xn /(X2 -1, .., X3 - 1)
by =a-so+eo~ $ (1) Syndrome decoding of quasi-abelian codes by=a-s;+e =3
4 Seed, ™\ (2) Sparse sg, sy, €, €1, SO that the cross-terms  /~ Seed, N\
PCG. EXPAND‘ can be succinctly shared via DPF PCG EXPAND‘
(3) Fully reducible X% — 1, i.e, d | p — 1, so that
[Sos1los [soe1lo, [s1€0]0, leoer]o F,[X;, X/ XE—1,..,X8 —1) = ng via [Sos1]1, [soerls, [s1eol1, leoer]s
‘ CRT, where N = d" ‘

\ zo = [bg - bi1lo T, s = — U z1 = by - b1l J




@® overview: PCG from QA-SD [BCCD 23]

So, €9, Seed

/ [PCG.GEN] W

-

I I I I [[bo -by] = a® - [sos1] +a- ([soe] + [s1e0]) + [9031]] I I I I
sor€0 € Fp[Xy, o, X1/ (XE — 1, X — 1) si,e1 € Fp[Xy, o, X1/ (X2 -1, ., XE — 1)
bomasoteo~$  msynal L5 codes  hi=asite~S
4 Seed, "\ (2) Spars Limitation. p erms /. Seed, N\
PCG.EXPAND ), can b , - e PCG.EXPAND
(3) Fully reducible X;* — 1, i.e.,d | p — 1, so that
[Sos1los [soe1lo, [s1€0]0, leoer]o F,[X;, X/ XE—1,..,X8 —1) = ng via [Sos1]1, [soerls, [s1eol1, leoer]s
‘ CRT, where N = d™ ‘

\ zo = [bg - bi1lo T, s = — U z1 = by - b1l J




@) Overview: Our Approach

FplXy, oo, Xnl/XE— 1, .., X3 — 1) = FY

by + b1 = 2o + 74 — bo * by = Zy + 7,

|deally, we hope:
Foe[Xy, o, Xpl/(XE = 1,0, X — 1) o~ FY,

bO.b1=ZO+Zl @ bo*b1=20+21




FplXy, oo, Xnl/XE— 1, .., X3 — 1)

bO.b1=ZO+Zl

@) Overview: Our Approach

|deally, we hope:
Foe[Xy, o, Xnl/(XE = 1, .0, XS

bO.b1=ZO+Zl

Here p* > 2 suffices,
but NO ring isomorphism!

N kN
X F




FplXy, oo, Xnl/XE— 1, .., X3 — 1)

bO.b1=ZO+Zl

|deally, we hope:
Foe[Xy, o, Xnl/(XE = 1,0, X = 1)

bo'b1=ZO+Z1

Here p* > 2 suffices,
but NO ring isomorphism!

Trace to the rescue: Try: Fox = Fp,

Tre(bo) * Tre(by) = Trs(Zo) + Tre(7,) =

N kN
X
bo * by = Zy + Z; % bl b, = Z) + Z,
1
N N
IFpk — IFp




|deally, we hope:
Foe[Xy, o, Xnl/(XE = 1,0, X = 1)

bo'b1=ZO+Z1

Here p* > 2 suffices,
but NO ring isomorphism!

N kN
WX B
bo*b1=Z0+Zl % b(’)*b£=2}(’)+2]’_

Trace to the rescue: Try: Fox = Fp,

Define trace maps over Ry: = IFpk[Xl, o Xyl (X8 =1, .., X8 - 1), [TrR: Ry = Ry,

Foe[Xy, o, Xnl/(Xf = 1,0, X = 1)
Tre(by) « Trr(b1) = Tre(zo) + Tre(z:)

1 k-
x+— x+xP +.-+xP

IR

& Trip(bo) * Trp(hy) = Tr(Zo) + Tre(Z:) =

1

X —x+xP + -+ xpk_l]

N N
IFpk o IFp

- -
! I 20 =/
by * by = Zy+ 71




|deally, we hope:
Foe[Xy, o, Xnl/(XE = 1,0, X = 1) =

bo'b1=ZO+Z1 @

Trace to the rescue:  Trp: Fpr = Fp, X x +xP 4t xP

Here p* > 2 suffices,
but NO ring isomorphism!

N kN
Fik X Fy
bo * by = Zy + 73 % by * by = Zy + 73

1

Define trace maps over Ry: = IFpk[Xl, o Xyl (X8 =1, .., X8 - 1), [TrR: Ry = Ry, X — x+xP 4+ xpk_l]

F e[ X1, o X/ (X8 —1,.., X2 — 1) ~

Trg(bo) - Trp(b:) = Trg(zo) + Trr(z)) & Trg(bo) * Tr(by) = Tre(Ze) + Tre(Z) =

N N
IFpk o IFp

- -
! I 20 =/
by * by = Zy + Z;

Missing pieces: correctness and efficiency when plugged into PCG paradigm.




) More Details of Trace Functions

Let ¢: Ry = Fk[X1, o Xyl /(X8 -1,..,X8 - 1) > Ing be a ring isomorphism.

Recall that Trg: Ry = Ry, X — x + xP' 4 -4 xP

Rk L’ ]FNk

[ Proposition 1 (Commutative) ] T% p WT[F Le. TrIF(qb(x)) = ¢(Trzr(x)), for any x € R.
Im(Trg) —¢ Fp

[ Proposition 2 (Additive Hom) ] Tre(x) + Trr(y) = Trg(x + y), forany x,y € R;.

[ Proposition 3 (IF,,-Linearity) ] Tre(by) - Tre(by) = TrR(bO - TrR(bl)), by Proposition 1 and F,-Linearity of Try.

. Sin . .
] Assume s is t-sparse, then s, is t-sparse for any integer i,

Proposition 4 (Sparsit
[ Prop (parsity) since p is the characteristic of R,

Assume b, is random, and (1, ¢, ..., {*™1) is a basis of F ke = F,($) over Fp.

Proposition 5 (Extraction)
Prop | Then (Tr(bo),Tr(( + bg), .., Tr(gk71 - bo)) is random in F&N




@®) Attempts

F Xy, oo, Xl /X = 1, K= 1) = P, R F
Trg(bo) - Trgr(b1) = Trgr(2o) + Trr(21) & Trp(by) * Trp(hy) = Tre(Zo) + Trp(Z) = bl x bl =7 + 7,

Tra(bo) - Trr(b:) = Trg(a - so + €o) - Trr(a - s1 + €;)

. . . it 4k?* t*-sparse cross-terms to be shared
= ((asg +eg)P + -+ (asg+ey)? |:-|(as; +e)? + -+ (as; +eq)




@) Attempts

F Xy, oo, Xl /X = 1, K= 1) = P, R F
Trg(bo) - Trgr(b1) = Trgr(2o) + Trr(21) & Trp(by) * Trp(hy) = Tre(Zo) + Trp(Z) = bl x bl =7 + 7,

Prop 4 Tre(by) - Tre(by) = Trg(a - sq +eg) - Tre(a - s; + eg) -
o o 0 — 4k~ t“-sparse cross-terms to be shared
= ((aso +eg)? + -+ (asg + eg)? ) - ((a51 +e )P + -+ (as; +e)? )

Trg(bo) - Trr(by) = Trr((a - so + €p) - Trz(a - s, + €))) 4k cross-terms to be shared, i.e.,

=Trg <(a -+ So + €g) ((a51 + el)Po + -+ (as; + el)pk_l) sosfl, eosfl, Soefl, eoefl, fori e [0,k —1].
They are t?-sparse by Prop 4
0 pO PO i-1 pk-1 pk—1
=Trg|(a-so+ey)-|aP's; +e +--+aP "s; +e




#) Attempts

[Fpk[Xll JXn]/(X{l —1, JX7€LI _ 1)

IR

F — FY
Trg(bo) - Trr(b1) = Trr(2o) + Tre(21) & Tri(bo) * Tre(by) = Tre(Zo) + Tre(Z:) = bl * b, =Z} + 7,

Prop 4 Tre(by) - Tre(by) = Trg(a - sq +eg) - Tre(a - s; + eg) -
o o — 4k~ t“-sparse cross-terms to be shared
= ((aso +eg)? + -+ (asg + eg)? ) ((a51 +e)P’ + -+ (as; + e;)P )

Tre(bg) - Tra(b,) = TrR((a +Sog+eg) Tra(a-s, + eo))

= Try <(a - So +eg) - ((a51 + e )P+ + (asy + el)pk_l) S ,eosf , sel, eoe1 ,fori e [0,k —1].
They are t?-sparse by Prop 4
0 i —il k-1
=Trge<(a-50+e0)-(a Sf +el +--+aPf 1sf + el ))

4k cross-terms to be shared Le.,

Trr({’bo) - Tra({/by) = Trg (Cf(a So +eg) Try (Cf(a s+ eo))) Hence. [Sosfi] | leoSfi], [Soefi], [eoefi],

, .0 0 ak—1 k-1
= Trg ((’ (a-so+ep): (C’p (as; +e))P |+ -+ P (as; +e)? )) can be reused among k extractions

. , k-1 A k-1
=Trgg<(1(a-so+e0) ((“’ aP’ f +{“’oef + - +{“’ - llsf +C”’k 1ef ))




eO, Seed,

[ PCG. GEN ] W

[Tr(by) - Tr(by)] Tr(a S0S1 ) + Tr([sosl])
I I I +Tr(alsyeq]) + Tr(a[soel]) + Tr(a[s,ep]) + Tr(a[sleo]) I I I I
I I I I + Tr([egeq]) + Tr( eoel]) I I I I

So €0 € Fu[Xy, ., X1/ (X3 —1,...,X3 - 1) si,e1 € Fu[Xy, 0, X1/ (X3 —1,...,X3 = 1)
b — . ~ . b = . + ~
0 =a-So+ e b (1) QA-SD (or Ring-LPN for large F, to Fy) 1= site s

a Seed, I (2) 8 t2-sparse cross-terms for 2 - 3™ OLEs 4 Seed, N
PCG. EXPAND‘ @) Pl Xl /X7~ 1, X - = PO EXPAN?‘

[5051]0 S()Sl] 0 [Soel] [5051]0, S()Sl]o O; [Soe ]
[Sleo]o Sleo] O [eoel] [SleO]Ol SleO] OJ [eoel]

\ 2 = [Tr(¢hy) - Tr(¢by) 9/\ 5D « 59 = 70 4 700 /kzgﬂ = [Tr({7bo) - Tr({'b)] )




Application: PCG for Authenticated Binary Triple

So, €9, Seed

/ [PCG.GEN] W

-

" [A-Tr(by) - Tr(by)] I
= [A(a%s¢ + eZ + asy + eg)(a®s? + e? + as; + e,)]
I I I I = a? - (|Asge?| + [AsEe,| + [Asgsi] + |AsZed| + [Asieq]) I I I I
I I I I + a(|Asgs?| + [Aspe?| + [Asge ] + [As €3] + [Asie0]) I I I I
\+ (|Asgs | + [As?so| + [Aede?] + [Aeie;| + [Aege?| + [Aege;])
So €0 € Fu[Xy, ., X1/ (X3 —1,...,X3 - 1) s;,e1 €E Fu[Xy, 0, X1/ (X3 —1,...,X3 = 1)
bp=a-so+e,= $ Global MAC key A € FF,2 by=a:s;+e, = $
Ap EFn =TFy(E) A € Fon =TFu($)

(1) QA-SD over Fu[Xy, .., X,]/(X3 —1,...,X3 - 1)

n 3n
(2) FoalX, o, Xnl/ (X5 — 1, ., X3 — 1) 2 Fop = (Fa(®))
(3) Prop.3 (FF,-linearity) is not applicable since A € FF,x
(4) 16 t?-sparse cross-terms for 2 - 3™ triples (Prop.5 Extraction)




&) Summary

1. First concretely efficient PCG for many useful correlations over ANY finite field
(i) OLE/Beaver triple, yielding semi-honest MPC over Boolean circuits with silent
preprocessing
(i) Two-party authenticated binary multiplication triple
(i) Matrix multiplication triple, (string) OT (Omitted)
2. As efficient as previous PCG for large fields: same communication, = 2 X computation
3. Security relies on standard existing assumptions (QA-SD/Ring-LPN)
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1. First concretely efficient PCG for many useful correlations over ANY finite field
(i) OLE/Beaver triple, yielding semi-honest MPC over Boolean circuits with silent
preprocessing
(i) Two-party authenticated binary multiplication triple
(i) Matrix multiplication triple, (string) OT (Omitted)
2. As efficient as previous PCG for large fields: same communication, = 2 X computation
3. Security relies on standard existing assumptions (QA-SD/Ring-LPN)

A Future work & Open problems:

1. PCG for OLE over Z,x and SPDZ,« triples. (To appear at CRYPTO 2025)
2. PCG for higher degree or more complex correlations. (it is interesting to consider Norm map)
3. PCG for multiparty authenticated triples.
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