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Main Question

Can we build PKE from Unstructured Noisy Linear Algebraic assumptions that are
potentially secure in the world where

BOTH LWE and Alekhnovich’s LPN are ?
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® [\WWSSE reduces to LPN with the same sparsity

Recall we crucially use ISSIS with sparsity n™,y < 0.5
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Can we separate ISSIS from LWE or approx CVP?

No.

In general, it is not known how to obtain formal separations between assumptions
without proving P # NP.

What can we show?
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Parameter Setting for ISSIS: #dimensions after

compression n, Secret dim. m = 20n, modulus g = nl?

0.6 —0.1

smallness bound & = n™~°, sparsity n

Standard reduction ideas to lattice problems fail with these parameters

® These parameters are in the total SIS regime, thus, exponentially many SIS solutions expected to
exist.

® There are too many short vectors that are not sparse. An approximate BDD or CVP oracle is blind
to sparseness.



Main Result

We introduce the Learning with Two Errors (LWZ2E) assumption and the Inhomogeneous
Short and Sparse Integer Solution (ISSIS) assumption.

We give evidence that LW2E and ISSIS—in a range of parameters that imply public-key
encryption (PKE)}—remain secure even it LWE and Alekhnovich LPN are (quantum) broken.

Informal main result: There exists PKE assuming the hardness of LWZ2E and ISSIS in
parameter regimes such that neither are potentially lattice problems and potentially
stronger than Alekhnovich’s LPN.
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Open Problems

® Use ISSIS and LWZ2E to build advanced primitives.
® Develop rich cryptanalysis for LW2E and ISSIS.
® Construct PKE or other primitives from LWZ2E alone.

® Propose another assumption that is potentially harder than both LWE and LPN,
and can imply PKE without additional helper assumption.



Thank You!



